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Introduction
This CR adds support for the following M2M Service Subscriber and User functionality introduced in TS-0001 for Release 4. 


- New M2M-SS-ID


- New M2M-User-ID


- Updates to M2M-Sub-ID


- New M2M Service User request parameter


- New M2M Service User response parameter
R01:

· Line 134 - Reword fist part of the sentence to better clarify that if AE intends to make use of User functionality than M2M User ID shall be included in the request. Current sentence reads more of a requirement on the Receiver CSE
· Line 162 - Too restrictive. Remove security association aspect since security over Mca is optional 
R02:

- Modified change 6 to remove the text regarding updating a CSE-relative M2M Service User parameter to a SP-relative M2M Service User parameter since CSE-relative M2M Service User is not supported.  I.e. Per TS-0001, only SP-relative and Absolute formatted M2M-User-ID is allowed.   
R03 – Address following comments from Peter:

Change 1:  This adds two new ID types.  I know it's explained in TS-0001, but there's nothing in this CR to add any text to TS-0004 that explains what the SS-ID is used for. Is it used by some other CRs?   Also it took me a while to discover that the Service User parameter is an M2M-User-ID. 
Dale - Added M2M-SS-ID to <m2mServiceSubscriptionProfile> resource in Change 11
Dale - Added M2M-User-ID to the description in Change 2


Change 2: This might be a place to say that M2M Service User is an M2M-User-ID.   The data type m2m:ID doesn't really help with this. 
Dale - Added M2M-User-ID to the description

Change 5:   

-   The text that says "the Receiver knows that the Registree is an AE" and "the Receiver knows the allowed M2M-User-ID(s) of the Registree"  is a bit vague.   What is meant by "knows"?  I realise that the same wording appears in the preceding lines, but they are describing a situation were there's a Security Association, so presumably these things are known from that.   In this case it seems that you are assuming that there might not be a security association. 
Dale - Updated the text to clarify <serviceSubscribedAppRule> resource is used  


-  How does this relate to change 7 in the CR (the SSP check in 7.3.2.7)?  The text in 7.3.2.1 is describing Recv-1.0, so I'm assuming that this is a test that's done first, and I guess it applies to all requests not just AE creation. But do the tests described in 7.3.2.1 apply for AE creation, or are they deferred till 7.3.2.7? 
Dale – The intent is to perform this check for all requests that include a M2M Service User parameter.  Therefore, I have removed Change 7 in 7.3.2.7 (which AE registration specific) and modified text in 7.3.2.1 which is applicable to all received requests.   

 - What happens if the request does not contain an M2M Service User parameter?  Are these tests simply ignored?  If so it might be easier to understand if the new text were to start:  "If the received request contains an M2M-Service-User parameter". 
Dale – Updated the text to start with “If the received request is from a Registree AE and contains a M2M Service User parameter…“



- That raises the question of what happens if the request contains an M2M Service User parameter but the request is from something other than an AE.  Is that an error? 
Dale – Added text – “If the received request did not originate from an AE (i.e. From parameter does not contain an AE-ID) and the request contains a M2M Service User parameter, then the request shall be rejected with a "BAD_REQUEST" Response Status Code parameter value”


Change 7. 

Not really a comment on the text, but what happens if the request doesn't contain the M2M Service User parameter?  Is it simply allowed through?  Also is there any authentication on this parameter, or could a malicious AE writer present someone else's user id? 
Dale – Yes for backwards compatibility it was decided to support requests that define users as well as those that do not.  

Dale – User Authentication has been described in TS-0001 clause 11.3.4.  


Change xxx 

I assume that to be able to use this parameter on non-blocking calls, so you need to add it to 6.3.5.4        m2m:metainformation

Dale – Added 

-----------------------Start of change 1-------------------------------------------
6.2.2
Summary of oneM2M Identifiers

Table 6.2.2‑1 shows the summary of M2M Identifiers defined in oneM2M TS-0001 [6].

Table 6.2.2‑1: M2M Identifiers

	Identifier
	Data Type
	Description

	M2M-SP-ID
	m2m:ID
(see clause 6.3.3)
	A globally unique ID as specified in [6]

	App-ID
	m2m:ID
(see clause 6.3.3)
	The identifier is specified in [6]

	AE-ID
	m2m:ID
(see clause 6.3.3)
	A globally unique ID as specified in [6]

	CSE-ID
	m2m:ID
(see clause 6.3.3)
	A globally unique ID as specified in [6]

	M2M-Node-ID
	m2m:nodeID
(see clause 6.3.3)
	A globally unique ID as specified in [6]

	M2M-Sub-ID
	m2m:ID
(see clause 6.3.3)
	A globally unique ID as specified in [6]

	M2M-Request-ID
	m2m:requestID
(see clause 6.3.3)
	A unique ID as specified in [6]

	M2M-Ext-ID
	m2m:externalID
(see clause 6.3.3)
	The identifier is specified in [6]

	UNetwork-ID
	m2m:ID
(see clause 6.3.3)
	A unique ID as specified in [6]

	Trigger-Recipient-ID
	m2m:triggerRecipientID
	The identifier is specified in [6]

	Role-ID
	m2m:roleID
(see clause 6.3.3)
	A globally unique ID as specified in [6]

	Token-ID
	m2m:tokenID
(see clause 6.3.3)
	A globally unique ID as specified in [6]

	M2M-SS-ID
	m2m:ID
(see clause 6.3.3)
	A globally unique ID as specified in [6]

	M2M-User-ID
	m2m:ID
(see clause 6.3.3)
	A globally unique ID as specified in [6]


-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

6.4
Message parameter data types

6.4.1
Request primitive parameter data types

The data types of request primitive parameters are specified in this clause.

Detailed request primitive parameter descriptions and usage can be found in clause 8.1.2 of the oneM2M TS-0001 [6]. Further details on the representation of request primitives are specified in clauses 7.2.1.1 and 8 of the present document.
Table 6.4.1‑1 shows the structure of the request primitive. This is defined as the m2m:requestPrimitive element in the XSD file CDT‑requestPrimitive-v4_0_0.xsd.

Table 6.4.1‑1: Data Types for Request primitive parameters

	Primitive Parameter
	Data Type
	Multiplicity
	Default Handling
(note 2)
	Note

	Operation
	m2m:operation
	1
	Not applicable
	See clause 6.3.4.2.5

	To
	xs:anyURI
	1
	Not applicable
	

	From
	m2m:ID
	0..1
	Not applicable
	See clause 6.3.3
Also see note 2 below

	Request Identifier
	m2m:requestID
	1
	Not applicable
	See clause 6.3.3

	Resource Type
	m2m:resourceType
	0..1
	No default
	See clause 6.3.4.2.1

	Content
	m2m:primitiveContent
	0..1
	No default
	See clause 6.3.5.5

	Role IDs
	list of m2m:roleID 
	0..1
	Not applicable
	

	Originating Timestamp
	m2m:timestamp
	0..1
	No default
	

	Request Expiration Timestamp
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (clause D.12)
	"Result Expiration Timestamp" shall be later than "Request Message Expiration Timestamp"

	Result Expiration Timestamp
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (clause D.12)
	

	Operation Execution Time
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (clause D.12)
	

	Response Type
	m2m:responseTypeInfo
	0..1
	Use "blockingRequest"
	See clause 6.3.5.30

	Result Persistence
	m2m:absRelTimestamp
	0..1
	Can be given by CMDH policy (clause D.12)
	

	Result Content
	m2m:resultContent
	0..1
	The default value depends on a given operation. See Table 8.1.2-1 of oneM2M TS‑0001 [6]
	See clause 6.3.4.2.7

	Event Category
	m2m:eventCat
	0..1
	No default
	See clause 6.3.3

	Delivery Aggregation
	xs:boolean
	0..1
	Can be given by CMDH policy (clause D.12), otherwise false
	

	Group Request Identifier
	xs:string
	0..1
	No default
	

	Filter Criteria
	m2m:filterCriteria
	0..1
	No default
	See clause 6.3.5.8

	Desired Identifier Result Type
	m2m:desIdResType
	0..1
	Use "structured"
	See clause 6.3.4.2.8

	Tokens
	list of m2m:dynAuthJWT
	0..1
	Not applicable
	See clause 6.3.3

	Token IDs
	list of m2m:tokenID
	0..1
	Not applicable
	

	Local Token IDs
	list of xs:NCName
	0..1
	No default
	

	Token Request Indicator
	xs:boolean
	0..1
	No default
	

	Group Request Target Members
	list of xs:anyURI
	0..1
	No default
	

	Group Somecast Target Number
	xs:positiveInteger
	0..1
	No default
	

	Authorization Signature Indicator
	xs:boolean
	0..1
	No default
	

	Authorization Signatures
	m2m:signatureList
	0..1
	No default
	See clause 6.3.3

	Authorization Relationship Indicator
	xs:boolean
	0..1
	No default
	

	Semantic Query Indicator
	xs:boolean
	0..1
	No default
	Semantic Query Indicator

	Ontology Mapping Resources
	m2m:listOfM2MID
	0..1
	No default
	

	Release Version Indicator
	m2m:releaseVersion
	1
	No default
	This parameter is set to the release version that the primitive complies with

	Vendor Information
	xs:string
	0..1
	No default
	This parameter is used to convey vendor specific information. No procedures are defined

	M2M Service User
	m2m:ID
	0..1
	No default
	This parameter is configured with a M2M-User-ID to indicate the identity of a M2M Service User associated with the AE originating the request.

	NOTE 1:
Default handling is the request handling procedure on a Transit/Hosting CSE when the request parameter is not included in a request primitive. This is not applicable for mandatory parameters which are marked as 'M' in
Table 7.2.1.1‑1.

NOTE 2:
The From parameter shall be present for all requests except for <AE> CREATE where it is optional.


6.4.2
Response primitive parameter data types

The data types of response primitive parameters are specified in this clause.

Detailed response message parameter descriptions and usage can be found in clause 8.1.3 of oneM2M TS-0001 [6]. Further details on the representation of response primitives can be found in clauses 7.2.1.2 and 8 of the present document.
Table 6.4.2‑1 shows the structure of the response primitive. This is defined as the m2m:responsePrimitive element in the XSD file CDT-responsePrimitive-v4_0_0.xsd.

Table 6.4.2‑1: Data Types for Response primitive parameters

	Primitive Parameter
	Data Type
	Multiplicity
	Note

	Response Status Code
	m2m:responseStatusCode
	1
	See clause 6.3.4.2.9

	Request Identifier
	m2m:requestID
	1
	See clause 6.3.3

	Content
	m2m:primitiveContent
	0..1
	See clause 6.3.5.5

	To
	m2m:ID 
	0..1
	See clause 6.3.3

	From
	m2m:ID
	0..1
	

	Originating Timestamp
	m2m:timestamp
	0..1
	See Table 6.3.3‑1

	Result Expiration Timestamp
	m2m:absRelTimestamp
	0..1
	See Table 6.3.3‑1

	Event Category
	m2m:eventCat
	0..1
	See clause 6.3.3

	Content Status
	m2m:contentStatus
	0..1
	See clause 6.3.4.2.44

	Content Offset
	xs:positiveInteger
	0..1
	

	Assigned Token Identifiers
	m2m:dynAuthLocalTokenIdAssignments
	0..1
	See clause 6.3.5.43

	Token Request Information
	m2m:dynAuthTokenReqInfo
	0..1
	See clause 6.3.5.45

	Authorization Signature Request Information
	xs:boolean
	0..1
	

	Release Version Indicator
	m2m:releaseVersion
	1
	This parameter is not present when a response is targeting a Release-1 entity and shall be included in all other cases

	Vendor Information
	xs:string
	0..1
	This parameter is used to convey vendor specific information. No procedures are defined

	M2M Service User
	m2m:ID
	0..1
	If a M2M Service User parameter is included in the request, then this parameter is included in the response and configured with the same M2M-User-ID value. 


-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3-------------------------------------------

7.2.1
Primitive format

7.2.1.1
Request primitive format

Table 7.2.1.1‑1 summarizes the primitive parameters of the Request primitive, indicating their presence depending on the C, R, U, D or N operations. "M" indicates mandatory, "O" indicates optional, "NP" indicates not present. 
Refer to clause 8.1.2 of the oneM2M TS-0001 [6] for additional information on the request primitive parameters.
Table 7.2.1.1‑1: Request Primitive Parameters

	Primitive Parameter
	CREATE
	RETRIEVE
	UPDATE
	DELETE
	NOTIFY

	Operation
	M
	M
	M
	M
	M

	To
	M
	M
	M
	M
	M

	From
	O

See note
	M
	M
	M
	M

	Request Identifier
	M
	M
	M
	M
	M

	Resource Type
	M
	NP
	NP
	NP
	NP

	Content
	M
	O
	M
	NP
	M

	Role IDs
	O
	O
	O
	O
	O

	Originating Timestamp
	O
	O
	O
	O
	O

	Request Expiration Timestamp
	O
	O
	O
	O
	O

	Result Expiration Time
	O
	O
	O
	O
	O

	Operation Execution Time
	O
	O
	O
	O
	O

	Response Type
	O
	O
	O
	O
	O

	Result Persistence
	O
	O
	O
	O
	NP

	Result Content
	O
	O
	O
	O
	NP

	Event Category
	O
	O
	O
	O
	O

	Delivery Aggregation
	O
	O
	O
	O
	O

	Group Request Identifier
	O
	O
	O
	O
	O

	Filter Criteria
	NP
	O
	O
	O
	NP

	Discovery Result Type
	NP
	O
	NP
	NP
	NP

	Tokens
	O
	O
	O
	O
	O

	Token IDs
	O
	O
	O
	O
	O

	Local Token IDs
	O
	O
	O
	O
	O

	Token Request Indicator
	O
	O
	O
	O
	O

	Group Request Target Members
	O
	O
	O
	O
	NP

	Authorization Signature Indicator
	O
	O
	O
	O
	NP

	Authorization Signature
	O
	O
	O
	O
	NP

	Authorization Relationship Indicator
	O
	O
	O
	O
	NP

	Semantic Query Indicator
	NP
	O
	NP
	NP
	NP

	Release Version Indicator
	M
	M
	M
	M
	M

	Vendor Information
	O
	O
	O
	O
	O

	M2M Service User
	O
	O
	O
	O
	NP

	NOTE:
The From parameter is Mandatory for all requests except for AE CREATE. For AE CREATE, it is Optional.


The Content parameter in a Request shall contain one of the following:

1) A partial Resource. This applies to Create and Update request primitives. In the case of Create request the Content parameter shall contain a single root element whose name is the name of the Resource and whose content consists of one or more attributes, child Resources or child Resource references. In the case of an Update request primitive, the Content parameter shall contain the attribute and new values. Attributes to be deleted from the resource shall be indicated without a value. In both cases the resource type is as defined in clause 7.4, however since a partial resource is being transferred it is not required to be valid according to the XSD for that resource in terms of the presence of resource attributes. Any attribute that is present, however, shall comply to the data type defined in the XSD of that resource.

2) A Notification Data Object. This applies to Notification request primitives. The data type of the data object is named <m2m:notification> and is described in clause 7.5.1.

3) An Aggregated Notification. This applies to Notification request primitives. The data type of the data object is named <m2m:aggregatedNotification> and contains multiple <m2m:notification> objects. This is described in clause 7.5.1.

4) An AttributeList element, as described in clause 7.5.2. This is used in partial retrieve request primitives to indicate a list of attribute names whose values shall be retrieved in the response.

5) A ResponsePrimitive object as described in clause 7.5.1. This applies to Notification request primitives which are sent when accessing resources in asynchronous non-blocking mode.

7.2.1.2
Response primitive format

Table 7.2.1.2‑1 summarizes the primitive parameters for Response primitive, indicating their presence depending on the C, R, U, D or N operations of the associated Request primitive and whether this operation was successful or caused an error. "M" indicates mandatory, "O" indicates optional, "NP" indicates not present.

Refer to clause 8.1.3 of oneM2M TS-0001 [6] for additional information on the request primitive parameters.

NOTE:
Response Code and Status Code parameters are merged into the Response Status Code parameter.

Table 7.2.1.2‑1: Response Primitive Parameters

	Primitive parameter
	Ack
	CREATE
Success
	RETRIEVE
Success
	UPDATE
Success
	DELETE
Success
	NOTIFY
Success
	Error

	Response Status Code
	M
	M
	M
	M
	M
	M
	M

	Request Identifier
	M
	M
	M
	M
	M
	M
	M

	Content
	O
	O
	M
	O
	O
	O
	O

	To
	O
	O
	O
	O
	O
	O
	O

	From
	O
	O
	O
	O
	O
	O
	O

	Originating Timestamp
	O
	O
	O
	O
	O
	O
	O

	Result Expiration Timestamp
	O
	O
	O
	O
	O
	O
	O

	Event Category
	O
	O
	O
	O
	O
	O
	O

	Content Status
	NP
	NP
	O
	NP
	NP
	NP
	NP

	Content Offset
	NP
	NP
	O
	NP
	NP
	NP
	NP

	Assigned Token Identifiers
	NP
	O
	O
	O
	O
	O
	O

	Token Request Information
	NP
	NP
	NP
	NP
	NP
	NP
	O

	Authorization Signature Request Information
	NP
	NP
	NP
	NP
	NP
	NP
	O

	Release Version Indicator
	M
	M
	M
	M
	M
	M
	M

	Vendor Information
	O
	O
	O
	O
	O
	O
	O

	M2M Service User
	O
	O
	O
	O
	O
	NP
	O


The Content parameter in a Response shall contain one of the following:

6) A complete or partial Resource. This applies to a response primitive sent in reply to create and retrieve request message. A partial resource also applies to a response primitive sent in reply to update request message. The Content parameter shall contain a single root element whose name is the name of the Resource and whose content consists of one or more attributes, child resources or childResource references. In this case the resource type is as defined in clause 7.4. However if a partial resource is being transferred, it is not required to be valid according to the XSD for that resource, in terms of the presence of resource attributes. Any attribute that is present, however, shall comply to the data type defined in the XSD of that resource.

7) The URI of a resource. This is included directly as the content of the Content parameter (like in case 6).

8) A partial resource and its hierarchical URI. These are included in a root element called m2m:resource defined in clause 7.5.2. The URI is included as an attribute of m2m:resource.

9) A list of URIs. This can be used for transferring the childResource URIs in a Discovery response. These are included in an element called m2m:URIList defined in clause 7.5.2.

10) A list of childResourceRef. This can be used for transferring the child resource references in a Discovery response. These are included in an element called m2m:resourceRefList defined in clause 7.5.2.
11) An Aggregated Response. This is sent as a result of a Group operation. This uses the element m2m:aggregatedResponse defined in clause 7.5.2.

12) A request primitive. A pending request is sent in a polling response. This uses the element m2m:requestPrimitive defined in clause 6.4.1.

13) Human-readable error message. This is included in an element called m2m:debugInfo defined in clause 7.5.2.

-----------------------End of change 3-------------------------------------------

-----------------------Start of change 4-------------------------------------------

7.3
Common operations

7.3.1
Originator actions

7.3.1.1
Compose request primitive
The originator shall compose a Request message that shall be mapped to a specific protocol.

The Request shall include mandatory parameters Operation, To, From and Request Identifier.

The Release Version Indicator parameter shall be included unless the primitive is being sent to a Release 1 entity. The Request may include the time related parameters Originating Timestamp, Request Expiration Timestamp, Result Expiration Timestamp and Operation Execution Time. 
If the originator intends to make use of M2M Service User functionality, then the request shall include a M2M Service User parameter.  
The Request may include the other parameters as specified in Table 7.2.1.1‑1: Request Primitive Parameters.

When including a resource representation in the request primitive for create and update, the originator shall take into account the validation rules as specified in "Check validity for resource representation for create" and "Check validity for resource representation for update" respectively.

EXAMPLE:
Any attributes marked with NP shall not be present in the resource representation for the corresponding request primitive.
-----------------------End of change 4-------------------------------------------

-----------------------Start of change 5-------------------------------------------

7.3.2
Receiver CSE actions

7.3.2.1
Check the validity of received request primitive

The validity checking of the message carrying the received request primitive is specified by the protocol mapping Technical Specifications (CoAP binding [22], HTTP binding [23], MQTT binding [24], and Websocket binding [42]).

If the Request Expiration Timestamp is given in the request and has expired, the Receiver CSE shall reject the request with a "REQUEST_TIMEOUT" Response Status Code parameter value.
If the From parameter is not present in the request, except in the case of an AE Create request, the Receiver CSE shall reject the request with a "BAD_REQUEST" Response Status Code parameter value.
If the From parameter in a request from a Registree AE has any format other than AE-ID-Stem, the Receiver CSE shall reject the request with "BAD_REQUEST" Response Status Code parameter value.
If the received request is communicated within an established Security Association (oneM2M TS-0003 [7]), and

· the Receiver knows that the Registree using the established Security Association is an AE; and 

· the Receiver knows the AE-ID(s) of the Registree using the established Security Association; and

· the From parameter does not match the allowed AE-ID(s) of the Registree using the established Security Association;
then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

· 
· 
· 
· 

If the received request is from a Registree AE and contains a M2M Service User parameter, and 

· the From parameter matches the allowed AE-ID(s) configured within the <serviceSubscribedAppRule> resource of the Registree; and 
· 
· the M2M Service User parameter does not match the value of the M2M-User-ID attribute configured within <serviceSubscribedUserProfile> resource(s) referenced by the allowedUsers attribute of the Registree AE’s <serviceSubscribedAppRule> resource;
then the request shall be rejected with an "UNAUTHORIZED_USER" Response Status Code parameter value.

If the received request did not originate from an AE (i.e. From parameter does not contain an AE-ID) and the request contains a M2M Service User parameter, then the request shall be rejected with a "BAD_REQUEST" Response Status Code parameter value.

If the received request is communicated within an established Security Association, and:
· the Receiver knows that the Registree using the established Security Association is a CSE; and

· the Receiver knows the CSE -ID of the Registree using the established Security Association; and

· if one of the following applies:

· the From parameter is an CSE-ID that matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree using the established Security Association; or

· the From parameter is an CSE-Relative C-Type AE-ID-Stem; or

· the From parameter is an SP-Relative AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem, and the CSE-ID portion of the From parameter matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree for the established Security Association;
then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

NOTE:
An SP-Relative-AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem always includes a CSE-ID portion (see oneM2M TS-0001 [6]).

If the received request is communicated outside of an established Security Association; and:
· if the From parameter includes an AE-ID; and

· the request is not a CREATE <AE> Request; and

· the From parameter does not match the AE-ID of an AE currently registered to the Receiver;
then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

If the received request is communicated outside of an established Security Association, and the From parameter includes a CSE-ID, then the request shall be rejected with a "SECURITY_ASSOCIATION_REQUIRED" Response Status Code parameter value.

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the "CMDH message validation procedure" defined in clause H.2.3 shall be carried out.

If the message is not valid, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

If Resource Type is not present or is invalid in a CREATE request, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

If the Filter Criteria parameter is included in a CREATE request, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.
If the Result Content is invalid for a given operation (Refer TS-0001 Table 8.1.2-1: Summary of Result Content Values) then the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

If the receiver does not support the content format (i.e. type of serialization) requested by the originator, the request may be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error.

If the receiver does not support the content format sent by the originator, the request may be rejected with a Response Status Code indicating "UNSUPPORTED_MEDIA_TYPE" error.

If the Release Version Indicator is not present in the request the Receiver CSE shall add the Release Version Indicator with value set to 1.

If the Receiver CSE is the Hosting CSE and it does not support the release value present in the Release Version Indicator then the request shall be rejected with a Response Status Code indicating "RELEASE_VERSION_NOT_SUPPORTED" error.

-----------------------End of change 5-------------------------------------------
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7.3.2.6
Forwarding

When a receiver CSE is not the Hosting CSE, i.e. the CSE-ID of the receiver CSE is different from the CSE-ID in the To parameter, the receiver CSE shall attempt to forward the primitive. The Receiver CSE checks each of its <remoteCSE> resources to find whether the CSE-ID in the To parameter of the primitive matches either the CSE-ID attribute or one of the CSE-IDs in the descendantCSEs attribute of the <remoteCSE>. 

· If a match is found, the CSE shall retarget the request to the pointOfAccess of the matching <remoteCSE> resource.

· If a match is not found, and the CSE received the request from an AE or a descendant CSE, and the CSE is not the IN-CSE, then it shall retarget the request to its Registrar CSE.

· If a match is not found and the CSE is the IN-CSE, then the CSE shall not forward the request and it shall respond with an error using Response Status Code "NOT_FOUND".

· If a match is not found and the CSE is not the IN-CSE and the CSE receives the request from its registrar CSE, then the CSE shall not forward the request and it shall respond with an error using Response Status Code "NOT_FOUND".

When the receiver CSE forwards the primitive and the From parameter value has CSE-relative-ID format, the receiver shall convert the ID format of the From parameter into SP-relative by pre-pending its own CSE-ID. If the receiver CSE is the IN-CSE and the To parameter targets another SP domain, the IN-CSE shall convert the ID format of the From parameter into Absolute format by pre-pending its own SP-ID.
When the receiver CSE forwards the primitive and if the receiver CSE is the IN-CSE and the To parameter targets another SP domain, the IN-CSE shall convert the M2M Service User parameter value into Absolute format by pre-pending its own SP-ID to the M2M Service User parameter value.
If any of the Request Expiration Timestamp, Result Expiration Timestamp or Operation Execution Time parameters are set in the request, the receiver CSE should forward the request before the earliest of these times. If the any of the timestamps are in the past, it shall reject the request with a "REQUEST_TIMEOUT" Response Status Code parameter value and not forward the request.
A receiver CSE shall remove the Release Version Indicator and Vendor Information from the request or response before retargeting a primitive to a Release 1 entity.
A receiver CSE shall indicate the content serialization to be used in a response in the retargeted primitive. 
Acting as an originator the CSE shall perform the following procedures:

14) "Send a Request to the receiver CSE". Refer to clause 7.3.1.2 for details.
15) "Wait for Response primitive". Refer to clause 7.3.1.3 for details.
When the Response is received the receiver CSE shall:

16) Primitive specific procedure: Forward the Response to the original CSE.

-----------------------End of change 6-------------------------------------------
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7.3.2.7
Check Service Subscription Profile

In order to validate whether or not the AE registration request complies with the subscriber's service subscription profile, the Receiver shall check if a <serviceSubscribedNode> child resource of the subscriber's <m2mService SubscriptionProfile> resource exists, with a CSE-ID attribute that matches the Receiver owned CSE‑ID. If this condition is met, the Receiver shall further check whether the Registree AE complies with the linked (i.e. ruleLinks attribute) <serviceSubscribedAppRules> resource(s), see Clause 10.2.2 of oneM2M TS-0001 [6].  If rule link validation fails for the AE registration request, then the Receiver CSE shall respond with an “APP_RULE_VALIDATION_FAILED” error.
If a request includes a M2M Service User parameter, the Receiver shall check whether the specified user is an authorized user defined in the subscriber’s service subscription profile.  The Registrar CSE shall first check the allowedUsers attribute of the Registree AE’s <serviceSubscribedAppRule> resource.  If the allowedUsers attribute is configured, the Receiver shall check each <serviceSubscribedUserProfile> resource referenced by the allowedUsers attribute. For each <serviceSubscribedUserProfile> resource, the Receiver shall check the M2M-User-ID attribute to see if a match to the M2M Service User parameter value is found. If a match is found, then the Receiver shall process the request, otherwise the Receiver shall reject the request with a Response Status Code indicating “UNAUTHORIZED_USER” error.      
-----------------------End of change 7-------------------------------------------
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7.3.3.12
Create a success response

The Hosting CSE shall create a success response primitive with a Response Status Code indicating:

· "CREATED" in case of Create operation;

· "OK" in case of Retrieve operation;

· "UPDATED" in case of Update operation;

· "DELETED" in case of Delete operation; and

· "OK" in case of Notify operation.

The Hosting CSE shall include Request Identifier parameter in the response primitive. The Release Version Indicator parameter shall be included unless the primitive is being sent to a Release 1 entity.
If the request includes a M2M Service User parameter, the Hosting CSE shall include a M2M Service User parameter in the response primitive configured with the same value as in the request.
The Hosting CSE shall include the Content parameter in a Retrieve Response. The Hosting CSE shall include the Content parameter in a Create/Update/Delete Response unless the Result Content is set to 0 (nothing). If the Result Content is not given in the Request, the default value for Delete is 0 (nothing), for Create/Retrieve/Update it is 1 (all attributes).

The information of the Content parameter shall comply to the value of the Result Content request parameter of the corresponding Request.
More details can be found in clause 7.2.1.2 (Response primitive format).
The response content serialization shall use the type indicated in the received request. If a content serialization cannot be determined from the request then the serialization of the response shall use one of the serialization types specified in the contentSerialization attribute of the originator.
The Hosting CSE may include To, From, Originating Timestamp, Result Expiration Timestamp, Event Category parameters.
-----------------------End of change 8-------------------------------------------
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6.6.3.5
Originator error response class

Table 6.6.3.5-1 specifies the RSCs for Originator error responses.

41xx codes are oneM2M specific.

Table 6.6.3.5‑1: RSCs for Originator error response class

	Numeric Code
	Description

	4000
	BAD_REQUEST

	4001
	RELEASE_VERSION_NOT_SUPPORTED

	4004
	NOT_FOUND

	4005
	OPERATION_NOT_ALLOWED

	4008
	REQUEST_TIMEOUT

	4015
	UNSUPPORTED_MEDIA_TYPE

	4101
	SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE

	4102
	CONTENTS_UNACCEPTABLE

	4103
	ORIGINATOR_HAS_NO_PRIVILEGE

	4104
	GROUP_REQUEST_IDENTIFIER_EXISTS

	4105
	CONFLICT

	4106
	ORIGINATOR_HAS_NOT_REGISTERED

	4107
	SECURITY_ASSOCIATION_REQUIRED

	4108
	INVALID_CHILD_RESOURCE_TYPE

	4109
	NO_MEMBERS

	4110
	GROUP_MEMBER_TYPE_INCONSISTENT

	4111
	ESPRIM_UNSUPPORTED_OPTION

	4112
	ESPRIM_UNKNOWN_KEY_ID

	4113
	ESPRIM_UNKNOWN_ORIG_RAND_ID

	4114
	ESPRIM_UNKNOWN_RECV_RAND_ID

	4115
	ESPRIM_BAD_MAC

	4116
	ESPRIM_IMPERSONATION_ERROR

	4117
	ORIGINATOR_HAS_ALREADY_REGISTERED

	4118
	ONTOLOGY_NOT_AVAILABLE

	4119
	LINKED_SEMANTICS_NOT_AVAILABLE

	4120
	INVALID_SEMANTICS

	4121
	MASHUP_MEMBER_NOT_FOUND

	4122
	INVALID_TRIGGER_PURPOSE

	4123
	ILLEGAL_TRANSACTION_STATE_TRANSITION_ATTEMPTED

	4124
	BLOCKING_SUBSCRIPTION_ALREADY_EXISTS

	4125
	SPECIALIZATION_SCHEMA_NOT_FOUND

	4126
	APP_RULE_VALIDATION_FAILED

	4127
	OPERATION_DENIED_BY_REMOTE_ENTITY

	4130
	ONTOLOGY_MAPPING_ALGORITHM_NOT_AVAILABLE

	4131
	ONTOLOGY_MAPPING_POLICY_NOT_MATCH

	4132
	ONTOLOGY_MAPPING_NOT_AVAILABLE

	4133
	BAD_FACT_INPUTS_FOR_REASONING

	4134
	BAD_RULE_INPUTS_FOR_REASONING

	41XX
	UNAUTHORIZED_USER


-----------------------End of change 9-------------------------------------------
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8.2.2
Primitive parameters

In protocol bindings primitive parameter names shall be translated into short names of Table 8.2.2‑1.

Table 8.2.2‑1: Primitive parameter short names

	Parameter Name
	XSD long name
	Occurs in
	Short Name

	Operation
	operation
	Request
	op

	To
	to
	Request, Response
	to

	From
	from
	Request, Response
	fr

	Request Identifier
	requestIdentifier
	Request, Response
	rqi

	Resource Type
	resourceType
	Request
	ty

	
	
	
	

	Content
	primitiveContent 
	Request, Response
	pc

	Role IDs
	roleIDs
	Request
	rids

	Originating Timestamp
	originatingTimestamp
	Request, Response
	ot

	Request Expiration Timestamp
	requestExpirationTimestamp
	Request
	rqet

	Result Expiration Timestamp
	resultExpirationTimestamp
	Request, Response
	rset

	Operation Execution Time
	operationExecutionTime
	Request
	oet

	Response Type
	responseType
	Request
	rt

	Result Persistence
	resultPersistence
	Request
	rp

	Result Content
	resultContent
	Request
	rcn

	Event Category
	eventCategory
	Request, Response
	ec

	Delivery Aggregation
	deliveryAggregation
	Request
	da

	Group Request Identifier
	groupRequestIdentifier
	Request
	gid

	Filter Criteria
	filterCriteria
	Request
	fc

	Desired Identifier Result Type
	desiredIdentifierResultType
	Request
	drt

	Response Status Code
	responseStatusCode
	Response
	rsc

	Tokens
	tokens
	Request
	tkns

	Token IDs
	tokenIDs
	Request
	tids

	Token Request Indicator
	tokenRequestIndicator
	Request
	tqi

	Local Token IDs
	localTokenIDs
	Request
	ltids

	Group Request Target Members
	groupRequestTargetMembers
	Request
	grtm

	Assigned Token Identifiers
	assignedTokenIdentifiers
	Response
	ati

	Token Request Information
	tokenRequestInformation
	Response
	tqf

	Content Status
	contentStatus
	Response
	cnst

	Content Offset
	contentOffset
	Response
	cnot

	Authorization Signature Indicator
	authorSignIndicator
	Request
	asi

	Authorization Signature Request Information
	authorSignReqInfo
	Response
	asri

	Authorization Signature
	authorSigns
	Request
	aus

	Authorization Relationship Indicator
	authorRelIndicator
	Request
	auri

	Semantic Query Indicator
	semanticQueryIndicator
	Request
	sqi

	Release Version Indicator
	releaseVersionIndicator
	Request, Response
	rvi

	Vendor Information
	vendorInformation
	Request, Response
	vsi

	M2M Service User
	m2mServiceUser
	Request, Response
	msu


XML serialized representations of primitives employ root elements to differentiate between request and response primitive types (see clause 8.3). These elements are also embedded in some oneM2M-defined complex datatypes. These root element names shall be translated into short names as in Table 8.2.2‑2. Their short name serialization shall include the namespace prefix.
Table 8.2.2‑2: Primitive root element short names

	Root Element Name
	Occurs in
	Short Name

	m2m:requestPrimitive
	Request,
transaction
	rqp

	m2m:responsePrimitive
	Response,

aggregatedResponse,
transaction
	rsp


-----------------------End of change 10-------------------------------------------
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7.4.19
Resource Type <m2mServiceSubscriptionProfile>

7.4.19.1
Introduction

The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription Profile. It is used to represent all data pertaining to the M2M Service Subscription Profile, i.e. the technical part of the contract between an M2M Application Service Provider and an M2M Service Provider.

The detailed description can be found in clause 9.6.19 in oneM2M TS-0001 [6].

Table 7.4.19.1‑1: Data type definition of <m2mServiceSubscriptionProfile> resource

	Data Type ID
	File Name
	Note

	m2mServiceSubscriptionProfile
	CDT-m2mServiceSubscriptionProfile-v4_0_0.xsd
	


Table 7.4.19.1‑2: Universal/Common Attributes of <m2mServiceSubscriptionProfile>

	Attribute Name
	Request Optionality 

	
	Create
	Update

	@resourceName
	O
	NP

	resourceType
	NP
	NP

	resourceID
	NP
	NP

	parentID
	NP
	NP

	expirationTime
	O
	O

	accessControlPolicyIDs
	O
	O

	creationTime
	NP
	NP

	labels
	O
	O

	lastModifiedTime
	NP
	NP

	dynamicAuthorizationConsultationIDs
	O
	O


Table 7.4.19.1‑3: Resource Specific Attributes of <m2mServiceSubscriptionProfile> resource
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	M2M-Sub-ID
	M
	NP
	m2m:ID
	

	M2M-SS-ID
	O
	O
	m2m:ID
	


Table 7.4.19.1‑4: Child resources of <m2mServiceSubscriptionProfile>
	Child Resource Type 
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.4.8

	<serviceSubscribedNode >
	[variable]
	0..n
	Clause 7.4.20

	<transaction>
	[variable]
	0..n
	Clause 7.4.61


-----------------------End of change 11-------------------------------------------
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6.3.5.4
m2m:metaInformation
Used for the metaInformation attribute of the <request> resource, and in the m2m:aggregatedRequest data type.
Table 6.3.5.4‑1: Type Definition of m2m:metaInformation

	Element Path
	Element Data Type 
	Multiplicity
	Note

	resourceType
	m2m:resourceType
	0..1
	See clause 6.3.4.2.1

	originatingTimestamp
	m2m:timestamp
	0..1
	

	requestExpirationTimestamp
	m2m:absRelTimestamp
	0..1
	

	resultExpirationTimestamp
	m2m:absRelTimestamp
	0..1
	

	operationExecutionTime
	m2m:absRelTimestamp
	0..1
	

	responseType
	m2m:responseTypeInfo
	0..1
	See clause 6.3.4.2.6

	resultPersistence
	m2m:absRelTimestamp
	0..1
	

	resultContent
	m2m:resultContent
	0..1
	See clause 6.3.4.2.7

	eventCategory
	m2m:eventCat
	0..1
	See clause 6.3.3

	deiveryAggregation
	xs:boolean
	0..1
	

	groupRequestIdentifier
	xs:string
	0..1
	

	filterCriteria
	m2m:filterCriteria
	0..1
	See clause 6.3.5.8

	desiredIdentifierResultType
	m2m:desIdResType
	0..1
	See clause 6.3.4.2.8

	roleIDs
	List of m2m:roleID
	0..1
	

	tokenRequestIndicator
	xs:boolean
	0..1
	

	tokens
	List of m2m:dynAuthJWT
	0..1
	

	tokenIDs
	List of m2m:tokenID
	0..1
	

	localTokenIDs
	List of xs:NCName
	0..1
	

	groupRequestTargetMembers
	List of xs:anyURI
	0..1
	

	authorSignIndicator
	xs:boolean
	0..1
	

	authorSigns
	m2m:signatureList
	0..1
	

	authorRelIndicator
	xs:boolean
	0..1
	

	semanticQueryIndicator
	xs:boolean
	0..1
	

	ontologyMappingResources
	m2m:listOfM2MID
	0..1
	

	ReleaseVersionIndicator
	m2m:releaseVersion
	1
	

	vendorInformation
	xs:string
	0..1
	

	M2M Service User
	m2m:ID
	0..1
	


-----------------------End of change 12-------------------------------------------
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