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Introduction
This contribution proposes to add a solution to the Anonymization KI.

-----------------------Start of change 1-------------------------------------------
8.1 Solution: Key Issue #1 – Support for attribute level anonymization
8.1.1 Introduction
The oneM2M Rel-4 solution for attribute-level access controls defined in clause 7.1.5 of oneM2M TS-0003 supports the capability to filter specified attributes from a resource representation that is shared with a request Originator based on the definition of a new accessControlAttributes parameter within the oneM2M access control policy.  

It is proposed to further enhance this accessControlAttributes parameter to add an additional privacy capability. In addition to the name of an attribute, each element in the list of accessControlAttributes can also include an optional indicator whether the value of the named attribute requires anonymization by the Hosting CSE or not.  If required, the Hosting CSE can anonymize the value before returning it in a response to the request Originator.  This anonymization functionality can help ensure the privacy of the information contained within the attribute is maintained while at the same time still allowing useful data to be shared with the Originator. This provides an alternative to just filtering of attributes.    

8.1.2 Solution Details
The accessControlAttributes is an optional parameter in an access-control-rule-tuple. The accessControlAttributes parameter consists of a list of tuples. Each tuple in the accessControlAttributes list consists of the elements defined in table 8.1.2-1. The attribute element is mandatory and defines the name of an attribute of the targeted resource to which the access-control-rule-tuple applies.  The anonymizationRequired element is optional and indicates whether the value of the named attribute requires anonymization by the Hosting CSE.  If an anonymizationRequired element is present and configured to TRUE, then the Hosting CSE anonymizes the value of the attribute before returning it in a response to the request Originator.  This anonymization functionality can help ensure that the privacy of the information contained within the attribute is maintained while at the same time still allowing useful data to be shared with the Originator.

Note, the method and type of anonymization performed by the Hosting CSE is implementation specific and outside the scope of the present document. 

Table 8.1.2-1: Types of parameters in accessControlAttributes tuples

	Parameter
	Usage Description
	Mandatory/Optional
	Formats

	attribute
	The name of the attribute applicable to this rule
	M
	Name of resource attribute

	anonymizationRequired
	An indicator whether the value of the named attribute requires anonymization by the Hosting CSE when it is returned to a request Originator.  
	O
	TRUE or FALSE

Default is FALSE




8.1.3 Impact on Existing oneM2M Access Decision Algorithm
The impact of adding this additional anonymization capability on the existing oneM2M Access Decision Algorithm would be minimal as illustrated in Figure 8.1.3-1.  The only change required to the algorithm would be in the final decision step involving the accessControlAttributes parameter.  If the final access decision is “Permit” and the access control rule that resulted in the “Permit” decision includes an accessControlAttributes having an anonymizationRequired parameter set to TRUE for an attribute of the targeted resource, then the Hosting CSE would anonymize the value of this attribute before returning it in a response to the request Originator.  This anonymization functionality can help ensure that the privacy of the information contained within the attribute is maintained while at the same time still allowing useful data to be shared with the Originator.
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acr(k) = {acr(k)_accessControlAuthenticationFlag,

                 acr(k)_accessControlOriginators, acr(k)_accessControlOperations, acr(k)_accessControlContexts, acr(k)_accessControlObjectDetails, acr(k)_accessControlAttributes}

Set of originator parameters. 

Examples: 

{CSE-ID1, AE-ID1, AE-

ID2, Role-ID1} 

{all}  Set of allowed operations. 

Examples: 

{Create, Retrieve, Update, Delete, 

Discover, Notify} 

{Retrieve, Discover, Notify} 

Set (list) of M_k context constraints (number of elements M_k can 

be different for each acr(k)): 

{acr(k)_accessControlContext(k, 1), «�

«��acr(k)_accessControlContext(k, m), «�

«��acr(k)_accessControlContext(k, M_k)} 

Set of context constraints consisting of the 3 elements: 

{accessControlTimeWindow(k, m), accessControlLocationRegion(k,m), accessControlIpAddress(k, m), accessControlUserIDs(k,m)} 

Set of time windows defined by start and end time 

Example: 

{daily 04:30 –��������������–��������������–������`�

Set of location regions defined by list of objects 

representing geographical regions 

Example:

{geoRegion1, geoRegion2, geoRegion3} 

Set of IP addresses or address blocks 

Example (IPv4): 

{212.75.201.105, 88.77.0.0/16, 116.27.123.0/24} 

Set of child resource type Ids allowed to be 

created under the target resource . 

Examples: 

(a)   Target resource type =  3 (container)

        Child resource type = {4}  

(contentInstance)

(b)   Target resource type =  2 (AE)

        Child resource type = {3  23}  

(container and subscription)

                                                

Set of M2M Service Users 

Example: 

{homeowner1, supervisor*}

{all} 

Set of allowed attribute names and 

anonymization indicators

Examples:

{creationTime, FALSE}

{labels, FALSE}

{content, TRUE}

 Figure 8.1.3-1: Logic to evaluate privileges in the oneM2M access decision algorithm
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Set of originator parameters. Examples: 
{CSE-ID1, AE-ID1, AE-ID2, Role-ID1} 
{all} 


Set of child resource type Ids allowed to be created under the target resource . Examples: 
(a)   Target resource type =  3 (container)
        Child resource type = {4}  (contentInstance)
(b)   Target resource type =  2 (AE)
        Child resource type = {3  23}  (container and subscription)
                                                




