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Introduction
This CR proposes some updates to the TS-0003 Release 2 according to the conclusions of ITU-T SG20 and oneM2M joint meeting.
This contribution also proposes some changes for the TS-0003 Release 3.

---------------------Start of change 1---------------------------------------------

11.4.1.0
Introduction

……………………

ABAC
Attribute Based Access Control

ACP
AccessControlPolicy Instance
Discs at the same positions within one or more similarly structured "Presented to user Filter Frames" detect clear paths through the Filter Frame stack:

· Where provider terms and conditions and user preferences are in agreement, these discs turn green.

· Where the paths are blocked by one or more conflicts, similar detectors turn the discs red.

EXAMPLE:
If the Application Service Provider expects the user to agree to location information to be collected and shared with a 3rd party, then the ASP selects those two attributes (clear discs) If the end user has set a preference that they do not want location information to be collected and shared, then there will be black discs in the User Preferences Filter Frame and path through the stack will be blocked.

Optional additional Filter Frames may be placed in the stack to "select" or "not select" those same features again by "dropping in" an appropriate coloured filter disc. For example, a country Policy Precedence mandate may overrule an application Service Provider or end user selection. The position of these optional Filter Frames determines the precedence, with those at the front overruling those at the back.

The assumption with this model is that the vast majority of the provider attributes selected by the application Service Provider will not conflict with user preferences and will show green. However, there will be a very large numbers of devices, applications and frequency of software updates, and additions replacements of devices. While most will not result in a conflict, those that do will be instantly identified by one or more red discs which are only displayed to the end user, thus avoiding the need to constantly read and reread hundreds of pages of detailed T&Cs.

There shall be an instance of this stack for each end user who is registered with the PPM and an instance for each Application Service Provider for which they have subscribed. However, the Descriptor Filter Frame and optional city/state/country/region Filter Frames may be shared resources for these instances.

While the description software implementation of this model is outside the scope of the present document, sample code for implementation of the logic is shown in annex K (informative).

-----------------------End of change 1---------------------------------------------

---------------------Start of change 2---------------------------------------------

Annex J (normative):
List of Privacy Attributes

Table J.1

	Tag ID
	Tag Name
	Value
	Parameter
	Tag description (short form)
	full Tag description
	Notes

	1.0
	Who
	Null
	Null
	Name of party
	The trading name of the device or service provider asking for access to the users smart devices/network/data
	

	
	
	variable
	Txt
	company name
	The name of the company that is requesting access to the user's smart devices and specifying their terms
	

	
	
	variable
	Country code
	Location 
	The country where the device or service provider is located
	

	
	
	variable
	Txt
	Company Registration number

	Company Registration number
Company Registration
 number which can be used  as an aid to check the authenticity of the company.
For example you could use the UK company registration numbe available from the UK Companies House.
Other equivalent country registration authorities can be used as an aid to check the authenticity of the company asking to use the data and how much trust to place in it


	

	1.1
	ID
	
	
	
	Options for how applications and devices are uniquely identified
	

	
	
	
	Txt
	Model number 
	These are the mobile number(s) of the device(s) if included in the ASP's service
	

	
	
	
	Txt
	Version 
	These are the version number(s) of the device(s) if included in the ASP's service
	

	
	
	
	oneM2M Defined format 
	Registered App ID 
	These are the Registered App ID of the apps if included in the ASP's service
	

	
	
	
	Country codes
	Country codes where approval has been granted if needed
	Device or app accreditation may only be valid in certain countries
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	2.0
	What
	 
	 
	Data Classification Type
	What is the type of data that the device/service will access? With the higher the value the more sensitive the data is
	

	
	
	Data not collected
	Yes/No
	No data collected.
	the device does not gather any data, this could be output device, such as a light switch, that only receives instructions
	

	
	
	Non personal data
	Yes/No
	data not linked to a person
	The data cannot be linked to a person, this could be applicable if the device was a door sensor that can only report then it was opened or closed
	

	
	
	Anonymized data
	Yes/No
	Data is collected about a person but anonymized
	Data is collected about a person but anonymized to remove or summarize any data that would allow an individual to the identified/profiled
	

	
	
	Personal data
	Yes/No
	Data that can be directly linked to an identify
	The data gather can be linked to an identifier that is unique to an individual or small group (e.g. family members in the same home)
	

	
	
	Sensitive personal data
	Yes/No
	Data that can be linked to identify, of a more sensitive nature.
	The EU DPA defines certain types of sensitive person data. Additional types such as banking should also be considered to see if they fall within this area
	

	
	
	Medical data
	Yes/No
	Data related to an individual's health/fitness, etc.
	Data about illnesses, treatments or general wellbeing
	

	3.0
	When
	Null
	null
	When the data is collected 
	How often data is sent
	

	
	
	Data not collected
	Yes/No
	No data collected
	The device/service does not collect data, e.g. an end device such as a light
	

	
	
	Event based
	Yes/No
	Triggered by an event
	Device only gathers data when triggered, such as a door sensor triggering a camera
	

	
	
	Variable Monthly
	1 to 12
	data Is sent monthly
	The device/services only gathers the data as a monthly transfer. For example a smart fridge, sending a routine operational status report
	

	
	
	Weekly
	Yes/No
	data is sent weekly
	The device/service only gathers the data as a weekly transfer. For example a diagnostic status report from your fire detection system, including sensor test results, predicted remaining battery life
	

	
	
	Daily
	Yes/No
	data is sent daily
	The device/service only gathers the data on a daily transfer. For example a smart fridge sending the items that have run out as a Grocery list to the users preferred retailer so the retailer can short list them for inclusion in the users shopping basket
	

	
	
	Hourly
	1 to 24
	Data is sent every X hours
	The device/service only gathers the data on an hourly transfer. For example a house alarm reporting it is armed and all sensors have reported they are active. So user alarm app/alarm monitoring service knows that system is still operational and someone has not been able to disable the alarm ability to send an alert
	

	
	
	Minutes
	1 to 60
	data is sent every X minutes
	The device/service only gathers the data every 15th minutes. For example smart meters reporting back their usage figures
	

	
	
	Real time-triggered
	Yes/No
	The data is sent continuously then triggered.
	The data is sent in real time, when a specific event triggers it. E.g. The house alarm reports an internal door opening while alarm it set, this triggers the streaming of security cameras
	

	
	
	Real time-full
	Yes/No
	The data is sent continuously at all times
	The data is sent in real time for the duration of the device being active. For example CCTV data being sent to offsite storage
	

	3.1
	Time period
	Null
	 
	time period of data
	When data is sent, does it cover a time period
	

	
	
	Data not collected
	Yes/No
	No data collected
	The device/service does not collect data, e.g. an end device such as a light
	

	
	
	summary/current status
	Yes/No
	The device send its current status
	The Device sends the current status data, with no history e.g. the current status of a door sensor (open/closed) and not the log of when the door was opened and closed
	

	
	
	Sample
	Yes/No
	The data covers a short period of time.
	The data covers a sample of data from a short period of time, such a periodic sampling of heart rhythm being sampled several times a day
	

	
	
	full history
	Yes/No
	The full data captured by the device is provided
	The full data captured by the device is provided, either sent in real time (3.0) or history uploaded retrospectively
	

	3.2
	Sample rate
	Null
	 
	the time period between data sampling
	How long in seconds between samples been taken
	

	
	
	Data not collected
	Yes/No
	Nodata collected
	The device/service does not collect data, e.g. an end device such as a light
	

	
	
	Variable
	
	value is seconds between data capture points
	How long between readings that the device takes measured in seconds
	

	
	
	Streamed data
	Yes/No
	Data is captured continuously
	Data is captured continuously, such as a smart security camera able to stream the feed to the user
	

	4.0
	Where -stored
	Null
	 
	Where the data is stored
	Were the data created by the device or used by the service is stored
	

	
	
	Data not collected’
	Yes/No
	Not data collected
	The device/service does not collect data, e.g. an end device such as a light
	

	
	
	Local
	Yes/No
	The data is only stored locally
	The data is stored within the network of smart devices (e.g. within the home)
	

	
	
	Variable
	
	Country/bloc
	The country where the data is stored, or if part of a wider framework (such as the EU)
	

	4.1
	Where -collected
	 
	 
	Where the data is collected from. 
	Where the data is collected from -note this may be redundant for consumer, but could be used for external feeds such as weather reports. May also be relevant to services so they can state the tries of devices they will pull data from, as they may not want access to all smart devices in the location
	

	
	
	Data not collected
	Yes/No
	Nodata collected
	The device/service does not collect data, e.g. an end device such as a light
	

	
	
	Device
	Yes/No
	Data is collected just the specific device covered by T&C
	The terms & conditions (also well as users privacy settings) are only be evaluated against the data collected by the specific device
	

	
	
	Smart device network
	Yes/No
	Data is collect from all devices on the users network
	The data is collected from all the devices* that form the users smart device network
	

	
	
	Variable
	
	External feed
	Data comes from an external feed, and is combined with data gather. E.g. Weather forecasts combined with users building utilization patens to predict, then to turn heating up so the building is at the desired temperature when the user arrives
	This would be descriptive and the user would have two options. Disable or substitute (e.g. they have their own compatible weather station, instead of getting a feed from the meteorological office

	4.2
	Where -Processed
	Null
	 
	Where is the data processed
	Where (physical location) the data is processed. This may be different from the storage location
	

	
	
	Data not collected
	Yes/No
	No data collected
	The device/service does not collect data, e.g. an end device such as a light
	

	
	
	Local
	Yes/No
	The data is only processed locally
	The data in only processed on the device, or with the user's network of smart devices
	

	
	
	Variable
	
	Country/bloc
	The country where is the data stored, or if part of a wider framework (such as the EU)
	

	4.3
	Where -Accessed
	Hull
	 
	Were the data is accessible from
	Where the supplier/vendor/Policy Precedence restrictions allow the data stored to be accessed from
	

	
	
	Data not collected
	Yes/No
	No data collected
	The device/service does not collect data, e.g. an end device such as a light
	

	
	
	Local
	Yes/No
	The data is only processed locally
	The data in only processed on the device, or with the user's network of smart devices
	

	
	
	Variable
	
	Country/bloc
	The countrywhere the data is stored, or if part of a wider framework (such as the EU)
	

	5.0
	Why
	Null
	 
	 
	The prime reason why personal data is being collected and to allow any change of use to be notified to the user
	

	
	
	Yes/No
	Yes/No
	For Direct Delivery of the service 
	The ASP collects information for the direct delivery of the service
	E.g. using location for paging from a base station that the user is currently registered at

	
	
	Yes/No
	Yes/No
	To improve ASP's and their partners products and services
	The ASP collects information to improve ASP's and their partners products and services
	 

	
	
	Yes/No
	Yes/No
	To personalize services
	The ASP collects information to personalize ASP's and their partners products and services
	"our customers that selected this also selected these"

	
	
	Yes/No
	Yes/No
	A Policy Precedencel requirement 
	The ASP collects information to meet a Policy Precedencerequirement
	E.g. Minimum age of intended user used to determine access to resources

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	6.0
	Retention
	Null
	 
	How long is data retained
	How long the data (defined above) is kept in its current level of detail
	

	
	
	Data not collected
	Yes/No
	No data collected
	The device/service does not collect data, e.g. an end device such as a light
	

	
	
	Zero retention
	Yes/No
	Zero data retention
	After processing data, its immediately deleted
	

	
	
	Minutes
	1 to 60
	Data is kept for X minutes
	Data is kept for 15 minutes before being deleted. E.g. the device only holds the last set of readings and collects new ones every 15 minutes
	

	
	
	hour
	1 to 24
	Data is kept for X hour
	Data is kept for X hours
	

	
	
	Day
	1 to 7
	data is kept for X day
	
	

	
	
	week
	1 to 4
	Data is kept for X week
	
	

	
	
	Month
	1 to 12
	Data is kept for X month
	
	

	
	
	Year
	1 to 10
	data is kept for X year
	
	

	
	
	forever
	
	The data will be kept for ever
	The data will be stored without a defined retention/deletion policy
	

	6.1
	retention -anonymized
	null
	 
	how long anonymized data is kept
	How long any anonymized or other derived data that is not directly linked to a unique identify is kept. E.g. stats on power usage by geo location
	

	
	
	Zero retention
	Yes/No
	Zero data retention
	After processing data, its immediately deleted
	

	
	
	Minutes
	1 to 60
	Data is kept for X minutes
	Data is kept for 15 minutes before being deleted. E.g. the device only holds the last set of readings and collects new ones every 15 minutes
	

	
	
	hour
	1 to 24
	Data is kept for X hour
	Data is kept for X hours
	

	
	
	Day
	1 to 7
	data is kept for X day
	
	

	
	
	week
	1 to 4
	Data is kept for X week
	
	

	
	
	Month
	1 to 12
	Data is kept for X month
	
	

	
	
	Year
	1 to 10
	data is kept for X year
	
	

	
	
	forever
	
	The data will be kept for ever
	The data will be stored without a defined retention/deletion policy
	

	6.2
	retention -summary
	Null
	 
	how long summary data is kept
	How long summary data is kept, e.g. how much total power was used per month based on meter readings taken every 15 minutes
	

	
	
	Zero retention
	Yes/No
	Zero data retention
	After processing data, its immediately deleted
	

	
	
	Minutes
	1 to 60
	Data is kept for X minutes
	Data is kept for 15 minutes before being deleted. E.g. the device only holds the last set of readings and collects new ones every 15 minutes
	

	
	
	hour
	1 to 24
	Data is kept for X hour
	Data is kept for X hours
	

	
	
	Day
	1 to 7
	data is kept for X day
	
	

	
	
	week
	1 to 4
	Data is kept for X week
	
	

	
	
	Month
	1 to 12
	Data is kept for X month
	
	

	
	
	Year
	1 to 10
	data is kept for X year
	
	

	
	
	forever
	
	The data will be kept for ever
	The data will be stored without a defined retention/deletion policy
	

	7.0
	Sharing -full
	Null
	 
	Who the full data is shared with.
	Who outside the company has access to the full data by type
	

	
	
	Data not shared
	Yes/No
	Data is not shared outside the company
	Data is not shared outside the company providing the device/service with not processing contracted out
	

	
	
	Group
	No/scope and reason
	Data is only shared with companies in the same group
	Data is only shared within other companies in the same group
	

	
	
	Infrastructure provider
	Yes/No
	Data is stored on 3rd party infrastructure
	The data is stored on a separate company's servers e.g. the company providing the device/service uses a cloud provider for storage or processing
	Note: the answers for where reflect the 3rd party as well as the company offering the service/device.

	
	
	Subcontractor
	Yes/No
	Data is shared with subcontractor(s)
	Data is shared with one or more subcontractors who provide part of the service
	Note: the answers about location, etc. reflect all subcontractors used.

	
	
	Other contracted parties ancillary functions
	No/scope and reason
	Data is shared with other parties under contract
	Data is shared with other parties under contract that provide additional (non-core) functions to use/operation of device. Such as providing newsletters, marketing offers, etc. Local warranty repair places, etc.
	

	
	
	Affiliate
	No/scope and reason
	Data is shared with other private entities 
	Data is shared with other parties who have no direct or indirect involvement in the device/service. E.g. device suppliers sharing data with channel partners so they can target campaigns
	

	
	
	Public bodies
	No/scope, reason, bodies
	Data is shared with key public bodies
	Data is shared then certain conditions with certain bodies. E.g. on triggering of an alarm, data for your security devices is shared with police so they can respond in a suitable fashion. Or if a medical alarm goes off the ambulance service/hospital, etc. are sent details so they can respond
	

	7.1
	Sharing -anonymized
	Null
	 
	Who the data is shared with.
	Who outside the company has access to anonymized data by type of user
	

	
	
	Data not shared
	Yes/No
	Data is not shared outside the company
	Data is not shared outside the company providing the device/service with no processing contracted out
	

	
	
	Group
	No/scope and reason
	Data is only shared with companies in the same group
	Data is only shared within other companies in the same group
	

	
	
	Infrastructure provider
	Yes/No
	Data is stored on 3rd party infrastructure
	The data is stored on a separate company's servers. E.g. the company providing the device/service uses a cloud provider for storage or processing
	

	
	
	Subcontractor
	Yes/No
	Data is shared with subcontractor(s)
	Data is shared with one or more subcontractors who provide part of the service
	

	
	
	Other contracted parties ancillary functions
	No/scope and reason
	Data is shared with other parties under contract
	Data is shared with other parties under contract that provide additional (non-core) functions to use/operation of device. Such as providing newsletters, marketing offers, etc. Local warranty repair places, etc.
	

	
	
	Affiliate
	No/scope and reason
	Data is shared with other private entities 
	Data is shared with other parties who have no direct or indirect involvement in the device/service. E.g. device suppliers sharing data with channel partners so they can target campaigns
	

	
	
	Public bodies
	No/scope, reason, bodies
	Data is shared with key public bodies
	Data is shared then certain conditions with certain bodies. E.g. on triggering of an alarm, data for your security devices is shared with police so they can respond in a suitable fashion. Or if a medical alarm goes off the ambulance service/hospital, etc. are sent details so they can respond
	

	7.2
	Sharing -summary
	Null
	 
	Who the data is shared with.
	Who outside the company has access to summary data by type of user
	

	
	
	Data not shared
	Yes/No
	Data is not shared outside the company
	Data is not shared outside the company providing the device/service with no processing contracted out
	

	
	
	Group
	No/scope and reason
	Data is only shared with companies in the same group
	Data is only shared within other companies in the same group
	

	
	
	Infrastructure provider
	Yes/No
	Data is stored on 3rd party infrastructure
	The data is stored on a separate company's servers. E.g. the company providing the device/service uses a cloud provider for storage or processing
	

	
	
	Subcontractor
	Yes/No
	Data is shared with subcontractor(s)
	Data is shared with one or more subcontractors who provide part of the service
	

	
	
	Other contracted parties ancillary functions
	No/scope and reason
	Data is shared with other parties under contract
	Data is shared with other parties under contract that provide additional (non-core) functions to use/operation of device. Such as providing newsletters, marketing offers, etc. Local warranty repair places, etc.
	

	
	
	Affiliate
	No/scope and reason
	Data is shared with other private entities 
	Data is shared with other parties who have no direct or indirect involvement in the device/service. E.g. device suppliers sharing data with channel partners so they can target campaigns
	

	
	
	Public bodies
	No/scope, reason, bodies
	Data is shared with key public bodies
	Data is shared then certain conditions with certain bodies. E.g. local councils gathering average water usage by geo-location
	

	8.0
	informing
	Null 
	
	
	
	

	
	
	Y/N
	Y/N
	T&Cs sent to email address registered by the end user 
	The device vendor application providers send their tag values in this table to an email address registered by the end user
	

	
	
	URL
	ACME.com/English/device type/model/T&C
	T&Cs by displayed URL 
	The device vendor application providers make their tag values in this table available at a URL
	Could be automatically processed by the PPM portal 

	
	
	URL
	ACME.com/English/device type/model/T&C
	T&Cs by URL stored in device 
	The device vendor application providers make their tag values in this table available at a URL stored in the device
	Could be automatically processed by the PPM portal and or device

	
	
	Y/N
	Y/N
	T&Cs on local Screen ( if present )
	The device vendor application providers make their tag values in this table available on the device screen ( if present)
	

	
	
	Y/N
	Y/N
	On remote screen associated with user
	The device vendor application providers make their tag values in this table available on remote screen associated with user
	

	
	
	Y/N
	Y/N
	By post
	The device vendor application providers send their tag values in this table to an postal address registered by the end user
	

	
	
	Y/N
	Y/N
	SMS ( txt)
	The device vendor application providers send their tag values in this table to an SMS number registered by the end user
	

	9.0
	Obtaining consent
	Null
	
	
	
	

	
	
	
	Y/N
	Consent by In app default
	User has to accept default by a single click in the app
	

	
	
	
	Y/N
	Consent by End user signed document 
	Summary XML signed with end users private key e.g. digital signature
	

	
	
	
	Y/N
	Consent by oneM2M recommended method
	A oneM2M recommended method {TBA}
	If this is defined in the future 

	10.0
	Protection 
	Null 
	
	
	Five levels to describe how well that the end user privacy and security is protected are defined. Level 1 is the lowest and Level 5 the highest. Each of these levels provides requirements expected for a claim at that level
	These levels align with those already proposed by oneM2M WG4

	
	
	Protection level claimed 
	1
	Protection level claimed = 1
	Level 1: lowest level with minimal claims that the end user privacy and security is protected. This level is used when minimum risk is associated with a breach of end user security and privacy
	

	
	
	Protection level claimed 
	2
	Protection level claimed = 2
	Level 2: provides some level of confidence that the end user privacy and security is protected. Entities prove, through a secure authentication protocol, that the entity has control of the sensitive data/credentials. Controls are in place to protect against attacks on stored sensitive data/credentials
	

	
	
	Protection level claimed 
	3
	Protection level claimed = 3
	Level 3: provides high confidence that the end user privacy and security is protected. This level is needed when substantial risk is associated with breach of end user security and privacy. Multi-factor authentication is used. Any sensitive data or information exchanged in authentication protocols is cryptographically protected in transit and at rest
	

	
	
	Protection level claimed 
	4
	Protection level claimed = 4
	Level 4: provides very high confidence that the end user privacy and security is protected. This level is used when high risk is associated with a breach of end user security and privacy. This level provides the highest level of end user security and privacy. In addition to Level 3 this level requires the usage of tamper resistant hardware devices for the storage of all sensitive data such as cryptographic keys
	

	
	
	Protection level claimed 
	5
	Protection level claimed = 5
	As level 4 but evidence of external accreditation/assurance available
	May depend on work of oneM2M on device certification

	11.0
	Age 
	Null 
	
	
	When relevant to privacy settings options for how the end users age can be determined e.g. DOB age range, etc.
	

	
	
	DD/MM/YYY
	
	Date Of Birth
	Claimed Date Of Birth of the end user to determine access to resources
	

	
	
	Numeric value or range of values
	
	Minimum age of intended user
	Minimum age of intended user used to determine access to resources
	

	
	
	DD/MM/YYY
	
	Maximum age of device ( shelf life)
	Maximum age of device ( shelf life) used to determine access to resources
	For devices with embedded batteries that have a shelf life or chemicals in medical devices, etc.


-----------------------End of change 2---------------------------------------------
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