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Introduction
This CR propses to open action item on “Action to define how to determine relevant service subscription”( refer TS-0004  section 7.3.2.1). This CR tries to associate link between AE-ID and SSP resourceId. 

This CR proposes to make changes in TS-0004 as per changes suggested in CR for TS-0001
-----------------------Start of change 1-------------------------------------------
7.4.20.2
<serviceSubscribedNode> resource specific procedures for CRUD operations

7.4.20.2.0
Introduction

This clause describes <serviceSubscribedNode> resource specific behaviour for CRUD operations.
7.4.20.2.1
Create

Originator:


Addition to the generic procedure in clause 7.2.2.1

· After successful creation of <serviceSubscribedNode> resource, the Originator shall request to Create a <node> resource by using the CREATE  operation. The request shall address a <CSEBase> of a Hosting CSE. The originator shall set nodeID attribute of <node>  resource to a value equal to nodeID attribute of this <serviceSubscribedNode> resource.
· The Originator shall request to Create a [registration] resource by using CREATE operation. The request shall address the above <node> resource. The originator shall set M2M-Sub-ID attribute of [registration]  resource to a value equal to parentID attribute of this <serviceSubscribedNode> resource.
· In case the node which is represented by this <node> resource intends to use Security Association then the Originator shall request to Create an [authenticationProfile] resource by using the CREATE operation. The request shall address the above <node> resource. The originator shall set M2M-Sub-ID attribute of [authenticationProfile]  resource to a value equal to parentID attribute of this <serviceSubscribedNode> resource.
Receiver:

Addition to the generic procedure in clause 7.2.2.2.
Recv-6.4 The following steps are in addition to the procedures defined in clause 7.3.3.3:
If the ruleLinks attribute is present in the resource representation, but the CSE-ID attribute is not present in the resource representation, then the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.
7.4.20.2.2
Retrieve

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

Addition to the generic procedure in clause 7.2.2.2.
Recv-6.4: The following step is in addition to the procedures defined in clause 7.3.3.4
If the ruleLinks attribute is present in the resource representation, but the CSE-ID attribute is not present in the original resource, then the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.
7.4.20.2.3
Update

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

No change from the generic procedures in clause 7.2.2.2.

7.4.20.2.4
Delete

Originator:


Addition to the generic procedure in clause 7.2.2.1
· 
· 
· After successful deletion of <serviceSubscribedNode> resource, the Originator shall request to Delete the <node> resource by using the DELETE  operation. The request shall address the <node> resource having nodeID attribute same as that of of deleted <serviceSubscribedNode> resource.  The Originator can use a discovery request to find the resourceID of this <node> resource.

Receiver:

No change from the generic procedures in clause 7.2.2.2.
-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.3.2.1
Check the validity of received request primitive

The validity checking of the message carrying the received request primitive is specified by the protocol mapping Technical Specifications (CoAP binding [22], HTTP binding [23], MQTT binding [24], and Websocket binding [42]).

If the Request Expiration Timestamp is given in the request and has expired, the Receiver CSE shall reject the request with a "REQUEST_TIMEOUT" Response Status Code parameter value.
If the From parameter is not present in the request, except in the case of an AE Create request, the Receiver CSE shall reject the request with a "BAD_REQUEST" Response Status Code parameter value.
If the From parameter in a request from a Registree AE has any format other than AE-ID-Stem, the Receiver CSE shall reject the request with "BAD_REQUEST" Response Status Code parameter value.
If the received request is communicated within an established Security Association (oneM2M TS-0003 [7]), and

· the Receiver knows that the Registree using the established Security Association is an AE; and 

· the Receiver knows the AE-ID(s) of the Registree using the established Security Association; and

· the From parameter does not match the allowed AE-ID(s) of the Registree using the established Security Association;
then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

If the received request is communicated within an established Security Association, and:
· the Receiver knows that the Registree using the established Security Association is a CSE; and

· the Receiver knows the CSE -ID of the Registree using the established Security Association; and

· if one of the following applies:

· the From parameter is an CSE-ID that matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree using the established Security Association; or

· the From parameter is an CSE-Relative C-Type AE-ID-Stem; or

· the From parameter is an SP-Relative AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem, and the CSE-ID portion of the From parameter matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree for the established Security Association;
then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

NOTE:
An SP-Relative-AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem always includes a CSE-ID portion (see oneM2M TS-0001 [6]).

If the received request is communicated outside of an established Security Association; and:
· if the From parameter includes an AE-ID; and

· the request is not a CREATE <AE> Request; and

· the From parameter does not match the AE-ID of an AE currently registered to the Receiver;
then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

If the received request is communicated outside of an established Security Association, and the From parameter includes a CSE-ID, then the request shall be rejected with a "SECURITY_ASSOCIATION_REQUIRED" Response Status Code parameter value.

If the From parameter indicates that the received request is from a registered AE and the receiver is the Registrar for this AE, check that request is associated with an ACTIVE service subscription as follows: 

·  The receiver CSE shall maintain local mapping of AE-ID and M2M-Sub-ID or CredID and M2M-Sub-ID corresponding to the originator (Refer clause 7.4.20.2). Based on this mapping the receiver CSE shall find the <m2mServiceSubscriptionProfile> resource stored locally or retrieved from the IN-CSE.
· . If the <m2mServiceSubscriptionProfile> resource for the registered AE is not available to the CSE, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error. 

· If a <m2mServiceSubscriptionProfile> resource for the registered AE is available to the Receiver CSE then it shall check the status attribute value in <m2mServiceSubscriptionProfile> resource. If the status attribute value is INACTIVE, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ACTIVE” error.
If the From parameter indicates that the received request is from a registered AE and the receiver is the Registrar for this AE and the request contains a M2M Service User parameter, check that there is a <serviceSubscribedUserProfile> resource that
· is referenced by the allowedUsers attribute of at least one of the Registree AE’s <serviceSubscribedAppRule> resource(s), and 

· has an M2M-User-ID attribute that matches the M2M Service User parameter.
If this is not the case then the request shall be rejected with an "UNAUTHORIZED_USER" Response Status Code parameter value.

If the received request did not originate from an AE (i.e. From parameter does not contain an AE-ID) and the request contains a M2M Service User parameter, then the request shall be rejected with a "BAD_REQUEST" Response Status Code parameter value.

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the "CMDH message validation procedure" defined in clause H.2.3 shall be carried out.

If the message is not valid, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

If Resource Type is not present or is invalid in a CREATE request, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

If the Filter Criteria parameter is included in a CREATE request, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.
If the Result Content is invalid for a given operation (Refer TS-0001 Table 8.1.2-1: Summary of Result Content Values) then the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

If the receiver does not support the content format (i.e. type of serialization) requested by the originator, the request may be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error.

If the receiver does not support the content format sent by the originator, the request may be rejected with a Response Status Code indicating "UNSUPPORTED_MEDIA_TYPE" error.

If the Release Version Indicator is not present in the request the Receiver CSE shall add the Release Version Indicator with value set to 1.

If the Receiver CSE is the Hosting CSE and it does not support the release value present in the Release Version Indicator then the request shall be rejected with a Response Status Code indicating "RELEASE_VERSION_NOT_SUPPORTED" error.

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

7.3.2.7
Check Validity of App Rules
The receiver CSE shall have a  <m2mServiceSubscriptionProfile> resource for the AE registration request stored locally or retrieved from the IN-CSE. If this <m2mServiceSubscriptionProfile> resource is not available to the CSE, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error.
The Receiver shall check if a <serviceSubscribedNode> child resource of this <m2mService SubscriptionProfile> resource exists, with a CSE-ID attribute that matches the Receiver owned CSE‑ID. If this condition is not met, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error.

If the <m2mServiceSubscriptionProfile> resource is available to the Receiver CSE then it shall check the status attribute value in <m2mServiceSubscriptionProfile> resource. If the status attribute value is INACTIVE, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ACTIVE” error. 

If the above conditions are met, the Receiver shall further check whether the Registree AE complies with the linked (i.e. ruleLinks attribute of the <serviceSubscribedNode> resource) <serviceSubscribedAppRules> resource(s), see Clause 10.2.2 of oneM2M TS-0001 [6]. If no linked <serviceSubscribedAppRule> resource(s) is found or if rule link validation fails for the AE registration request, then the Receiver CSE shall respond with an “APP_RULE_VALIDATION_FAILED” error.
-----------------------End of change 3---------------------------------------------


-----------------------Start of change 4-------------------------------------------

7.3.3.21
Check Service Subscription Limits Applicable to Resource Operation
To check the service subscription limits that are applicable to the resource operation requested by the Originator, the Receiver shall validate if the request complies with the service subscription associated with the Originator and defined by the <m2mServiceSubscriptionProfile>, <serviceSubscribedNode>, <serviceSubscribedAppRules> and <serviceSubscribedUserProfile> resources. The Receiver shall have the service subscription profile resources stored locally or retrieved from the IN-CSE. If the Originator’s  service subscription profile is not available or accessible to the Receiver CSE, then the Receiver CSE shall respond with an “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error.  

NOTE:
If the service subscription profile resources associated with the Originator are stored locally on more than one CSE in the oneM2M system and the resources are updated, then synchronization of the updates across the locally stored resources is out of scope of the present document and based on local policies. 
To validate if the operation on the targeted resource(s) defined by the request complies with the service subscription limits defined in the Originator’s service subscription profile, the Receiver shall perform the following:

1) Check whether a <serviceSubscribedAppRules> resource exists that links to the <serviceSubscribedNode> resource (i.e. via the ruleLinks attribute) and has applicableCredIDs, allowedApp-IDs, allowedAEs, allowedRole-IDs and/or allowedUsers attributes that match the Originator (i.e. match the From and M2M Service User parameters). If this condition is not met, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ESTABLISHED” error.
2) Check whether a <m2mServiceSubscriptionProfile> resource exists having a status attribute with a value of ACTIVE and a <serviceSubscribedNode> child resource with a CSE-ID attribute that matches the Receiver’s CSE‑ID. If this condition is not met, then the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_NOT_ACTIVE” error.
3) Check whether the received request complies with any service subscription limits defined in the <m2mServiceSubscriptionProfile> and <serviceSubscribedUserProfile> resources of the Originator and that have applicability to the targeted resource type and operation defined in the request (e.g. a request to create a <container> resource has applicability to the maxNumContainers and maxNumBytes service subscription limits, etc.). See Clauses 9.6.19 and 9.6.68 of oneM2M TS-0001[6]. If the request complies with the applicable service subscription limits or there are no applicable service subscription limits defined, then the evaluation of the service subscription limits of the Originator is successful. Otherwise the Receiver CSE shall respond with a “SERVICE_SUBSCRIPTION_LIMITS_EXCEEDED” error.
NOTE:
If an Originator is permitted to perform operations on resources of more than one Hosting CSE in the oneM2M system, then the method used to check the number and types of resource operations performed by the Originator does not exceed the service subscription limits defined in the <m2mServiceSubscriptionProfile> and <serviceSubscribedUserProfile> resources of the Originator is out of scope of the present document and based on local policies. 
-----------------------End of change 4---------------------------------------------
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