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Introduction
This contribution is for updating IETF references according to the comments from ITU-T. More information about these comments can be found in TP-2018-0195-LS_on_the_progress_of_oneM2M_related_work_items and TP-2018-0198-ITU-T_comments_and_resolutions.
This contribution is written based on the SEC-2018-0085-A-36-3_ITU-T_comments_on_TS-0003_on_IETF_references that has been agreed for the IETF references update.
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2
References

2.1
Normative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the reference document (including any amendments) applies.

The following referenced documents are necessary for the application of the present document.

[1]
oneM2M TS-0001: "Functional Architecture".

[2]
oneM2M TS-0011: "Common Terminology".

[3]
Void.

[4]
oneM2M TS-0004: "Service Layer Core Protocol Specification".

[5]
IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".

[6]
IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".

[7]
ETSI TS 102 225 (V11.0.0): "Smart Cards; Secured packet structure for UICC based applications (Release 11)".

[8]
ETSI TS 102 226 (V11.0.0): "Smart Cards; Remote APDU structure for UICC based applications (Release 11)".

[9]
3GPP TS 31.115 (V10.1.0): "Secured packet structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)".
[10]
3GPP TS 31.116 (V10.2.0): "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)".

[11]
3GPP2 C.S0078-0 (V1.0): "Secured packet structure for CDMA Card Application Toolkit (CCAT) applications".

[12]
3GPP2 C.S0079-0 (V1.0): "Remote APDU Structure for CDMA Card Application Toolkit (CCAT) applications".

[13]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[14]
3GPP2 S.S0109-0: "Generic Bootstrapping Architecture (GBA) Framework".

[15]
IETF RFC 4279: "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".

[16]
Void.

[17]
Void.

[18]
IETF RFC 5705: "Keying Material Exporters for Transport Layer Security (TLS)".
[19]
IETF RFC 3629: "UTF-8, a transformation format of ISO 10646".

[20]
"Unicode Standard Annex #15; Unicode Normalization Forms", Unicode 5.1.0, January 2008.

NOTE:
Available at http://www.unicode.org.

[21]
GlobalPlatform® Device Technology TEE Management Framework Version 1.

[22]
GlobalPlatform® Device Technology TEE System Architecture, Version 1.1.

[23]
ETSI TS 102 671: "Smart Cards; Machine to Machine UICC; Physical and logical characteristics".

[24]
ETSI TS 102 221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics".

[25]
ETSI TS 102 484: "Smart Cards; Secure channel between a UICC and an end-point terminal".

[26]
ISO/IEC 7816-4: "Identification cards - Integrated circuit cards - Part 4: Organization, security and commands for interchange".

[27]
ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application providers".

[28]
Void.

[29]
Void.

[30]
Void.

[31]
IETF RFC 6655: "AES-CCM Cipher Suites for Transport Layer Security (TLS)".

[32]
IETF RFC 5289: "TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM)".

[33]
IETF RFC 2104: "HMAC: Keyed-Hashing for Message Authentication".

[34]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[35]
IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP".

[36]
IETF RFC 6961: "The Transport Layer Security (TLS) Multiple Certificate Status Request Extension".

[37]
IETF RFC 7250: "Using Raw Public Keys in Transport Layer Security (TLS) and Datagram Transport Layer Security (DTLS)".

[38]
IETF RFC 7252: "The Constrained Application Protocol (CoAP)".

[39]
Federal Information Processing Standard (FIPS) 186-4: "Digital Signature Standard (DSS)".

NOTE:
Available at https://csrc.nist.gov/publications/detail/fips/186/4/final.

[40]
IETF RFC 6920: "Naming Things with Hashes".

[41]
IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings".

[42]
IETF RFC 5487: "Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois Counter Mode".

[43]
IETF RFC 8422: "Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS) Versions 1.2 and Earlier".

[44]
IETF RFC 6066: "Transport Layer Security (TLS) Extensions: Extension Definitions".

[45]
IETF RFC 7251: "AES-CCM Elliptic Curve Cryptography (ECC) Cipher Suites for TLS".

[46]
IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information".

[47]
GlobalPlatform® Device Technology Secure Element Remote Application Management v1.0 GPD_SPE_008.

[48]
IETF RFC 5869: HMAC-based Extract-and-Expand Key Derivation Function (HKDF).

[49]
IETF RFC 7518 (2015): "JSON Web Algorithms (JWA)".
[50]
IETF RFC 7516: "JSON Web Encryption (JWE)", 2015.
[51]
IETF RFC 7515: "JSON Web Signature (JWS)", 2015.
[52]
W3C® Recommendation: "XML Signature Syntax and Processing v1.1", 2013.
NOTE:
Available at http://www.w3.org/TR/xmldsig-core1/.

[53]
IETF RFC 7519: "JSON Web Token (JWT)", 2015.
[54]
OpenID Foundation: "OpenID Connect Core 1.0", 2014.

[55]
W3C® Recommendation: "XML Encryption Syntax and Processing v1.1", 2013.

NOTE:
Available at http://www.w3.org/TR/xmlenc-core1/.

[56]
Void.
[57]      

oneM2M TS-0022: "Field Device Configuration”.
[58]

oneM2M TS-0032: "MAF and MEF Interface Specification”.
[59]


IETF RFC 7030, “Enrollment over Secure Transport”.
[60]
ISO/IEC 7816-6: "Identification cards - Integrated circuit cards - Part 6: Interindustry data elements”.

[61]
ISO/IEC 7816-8: "Identification cards - Integrated circuit cards - Part 8: Security related interindustry commands”.
[62]
ISO/IEC 7816-9: "Identification cards - Integrated circuit cards - Part 9: Additional interindustry commands and security attributes”. 
[63]
GlobalPlatform® Card Specification, Version 2.3 (including Amendments A, D, F and G). 
[64]

EN 419 212, Application Interface for Secure Signature Creation Devices, 2014. 
[65]    

IETF Historic draft: “Simple Certificate Enrollment Protocol”, draft-nourse-scep-23.   

NOTE:     Available at 
https://tools.ietf.org/html/draft-nourse-scep-23.
[66]    

IETF Historic draft: “Simple Certificate Enrollment Protocol”, draft-gutmann-scep-10.  
NOTE:     Available at:  https://www.ietf.org/id/draft-gutmann-scep-10.txt.
[67] 



oneM2M TS-0016: "Secure Environment Abstraction Layer".

[68]
BSI TR 03109 Smart Meter Gateway specification.

[69]
NIST Federal Information Processing Standard 201-2, Personal Identity Verification (PIV) of Federal Employees and Contractors, August 2013.

[70]








GSMA: “SGP.01 - Embedded SIM Remote Provisioning Architecture”.

[71]
NIST Federal Information Processing Standard 186-2, Digital Signature Standard (DSS).

[72]
IETF RFC 5116, “An interface and algorithms for authenticated Encryption”, 2008-01.

[73]
ISO 9797 “Information Technology – Security Techniques – Message Authentication Codes (MACs)”, 2011.

[74]
SOG-IS: “SOG-IS Crypto Evaluation Scheme Agreed Cryptographic Mechanisms”, Version 1.0, May 2016.

[75]

IETF RFC 5639
: "Elliptic Curve Cryptography (ECC) Brainpool Standard Curves and Curve Generation".

[76]
oneM2M TS-0008: "CoAP binding protocol".

[77]
3GPP TS 23.246 (V15.0.0): "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description (Release 15)".

[78]
3GPP TS 33.246 (V14.2.0): "Security of Multimedia Broadcast/Multicast Service (MBMS) (Release 14)".

2.2
Informative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the reference document (including any amendments) applies.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules.

NOTE:
Available at http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf.

[i.2]
Void.

[i.3]
Void.

[i.4]
oneM2M TR-0008: "Analysis of Security Solutions".

[i.5]
eXtensible Access Control Markup Language (XACML) Version 3.0. 22 January 2013. OASIS Standard.

[i.6]
Handbook of Applied Cryptography, A. J. Menezes, P. C. van Oorschot, S. A. Vanstone, CRC Press, 1996.

[i.7]
Recommendation ITU-T X.509 (10/2016), Information technology - Open Systems Interconnection - The Directory: Public-key and attribute certificate frameworks.

[i.8]
Void.

[i.9]
OMA-TS-REST-NetAPI-TerminalLocation-V1-0-20130924-A: "RESTful Network API for Terminal Location", Version 1.0.
[i.10]
ISO 3166-1:2013: "Codes for the representation of names of countries and their subdivisions -- Part 1: Country codes".

[i.11]
ISO/IEC 7816-5: "Identification cards - Integrated circuit cards - Part 5: Registration of Application Providers".

[i.12]
Guide to Attribute Based Access Control (ABAC) Definition and Considerations, NIST Special Publication 800-162.

NOTE:
Available at http://nvlpubs.nist.gov/nistpubs/specialpublications/NIST.sp.800-162.pdf.

[i.13]
National Institute of Standards and Technology: "Guide to Protecting the Confidentiality of Personally Identifiable Information (PII)".

[i.14]
Void.
[i.15]
oneM2M TR-0019: "Dynamic Authorization for IoT".

[i.16]
oneM2M TR-0012: "oneM2M End-to-End security and Group Authentication".

[i.17]
oneM2M TR-0001: "Use Cases collection".
[i.18]
IANA JSON Web Token (JWT) registry.
NOTE:
Available at http://www.iana.org/assignments/jwt/jwt.xhtml.

[i.19]
IETF RFC 6455: "The Web Socket Protocol", December 2011.

[i.20]
IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[i.21]
IETF RFC 7252: "The Constrained Application Protocol (CoAP)".
[i.22]
GlobalPlatform Device Technology, Generic API to access Secure Elements, Open Mobila API Spêcifications, Version 3.2. 

[i.23]
ETSI TS 102 600: "Smart Cards; UICC – Terrminal Interface; Characteristics of the USB Interface".

[i.24]
ETSI TS 102 622: "Smart Cards; UICC – Contactless Front-End (CLF) Interface; Host Controller Interface".

[i.25]
IEEE P1363 “Standard Specifications for Public Key Cryptography”.
[i.26] 
https://github.com/certnanny/sscep
[i.27]
https://github.com/jscep/jscep
[i.28]
https://github.com/certnanny/sscep/issues/42
[i.29]
oneM2M TS-0005: "Management Enablement (OMA)".
[i.30]
oneM2M TS-0006: "Management Enablement (BBF)".
-----------------------End of change 1-------------------------------------------
-----------------------Start of change 2-------------------------------------------
5.2.1
Security Service Layer

The security service layer provides the following services:

· Access Management:

· Authorization.

· Authentication.

· Access Control.

· Sensitive Data Handling:

· Sensitive Functions protection.

· Secure Storage.
· Data error detection.
· Security Association Establishment:

· Secure Connection via secure session establishment.

· Secure Connection via object security.

· Security Administration (including remote security provisioning).

· Identity Protection.

Each of these services provides functions and resources on the Security Service and Administration API.

-----------------------End of change 2-------------------------------------------
-----------------------Start of change 3-------------------------------------------
…
Association Security Handshake:

· Each entity shall verify the other entity's certificate as described in clause 8.1.2.2 "Certificate Verification".

· The entities shall authenticate each other using the validated certificates as specified in TLS 1.3 IETF RFC 8446 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications.

· The (D)TLS cipher suite profile for the Certificate-Based Security Association Establishment Framework shall conform to clause 10.2.3.

· Following successful authentication of Entity B, Entity A shall associate the security context with IdB (Entity B's entity identifier) configured to Entity A during Association Configuration.

· Following successful authentication of Entity A, Entity B shall associate the security context with a CSE-ID, AE-ID or list of allowed AE-IDs:

…
-----------------------End of change 3-------------------------------------------
-----------------------Start of change 4-------------------------------------------
…
Bootstrap Security Handshake: The Enrolee and M2M Enrolment Function perform a (D)TLS handshake as specified in TLS 1.3 IETF RFC 8446 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications.to establish a secure session.

· Each entity (Enrolee and M2M Enrolment Function) verifies the other entity's certificate as described in clause 8.1.2.5 "Certificate Verification".

· The Enrolee and M2M Enrolment Function authenticate each other using the validated certificates as specified in TLS 1.3 IETF RFC 8446 [5] and DTLS 1.2 IETF RFC 6347 [6] specifications.

· The (D)TLS cipher suite profile is specified in clause 10.2.3 "TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks". 

…
-----------------------End of change 4-------------------------------------------
-----------------------Start of change 5-------------------------------------------
10.2.3
TLS and DTLS Ciphersuites for Certificate-Based Security Frameworks

The following Security Frameworks:

· Certificate-Based Security Association Establishment Framework;

· Certificate-Based Security Bootstrap Framework;

shall use the standard TLS handshake (IETF RFC 8446 [5]) with the ECDHE_ECDSA Key Exchange (IETF RFC 8422 [43]).

TLS implementations supporting these security frameworks shall implement at least the following ciphersuite:

· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256, IETF RFC 5289 [32].

DTLS implementations supporting these security frameworks shall implement at least the following TLS ciphersuite:

· TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8, IETF RFC 7251 [45].

Implementations supporting these security frameworks shall support authenticating other entities using all available public key certificate flavours (see clause 8.1.2.1 "Public Key Certificate Flavours"):

· Raw public key certificate: using the mechanism specified in IETF RFC 7250 [37], Implementation shall support receiving and processing raw public keys compliant with section 9.1.3.2 "Raw Public Key Certificates" in IETF RFC 7252 [i.21].

· All other certificates: X.509 certificates including device hardware identifier. Implementation shall support receiving and processing raw public keys compliant with section 9.1.3.3 "X.509 Certificates" in IETF RFC 7252 [i.21].

-----------------------End of change 5-------------------------------------------
-----------------------Start of change 6-------------------------------------------
7.1.3
Format of privileges and selfPrivileges Attributes

The privileges and selfPrivileges attributes exhibit the same data type format which is specified as follows.

Each privileges or selfPrivileges attribute comprises a set of access control rules. In the following, the set of access control rules is denoted as acrs and an individual access control rule in this set as acr. The access control rules in acrs are indexed with the letter k. The number of access control rules in the set is denoted with the letter K:


acrs = { acr(1), acr(2), ..., acr(k), ..., acr(K) }

Each access control rule acr(k) is comprised of three type of components, denoted accessControlOriginators, accessControlOperations and accessControlContexts. The accessControlContext component is an optional parameter.

Hence, an access control rule acr(k) is either represented as a pair:


acr(k) = {acr(k)_accessControlOriginators, acr(k)_accessControlOperations} 

or as a 3-tuple:


acr(k) = {acr(k)_accessControlOriginators, acr(k)_accessControlOperations, acr(k)_accessControlContexts}

The generic term "access-control-rule-tuple" is used when referring to a rule acr(k).

A set acrs of access control rules may consist of a mix of pairs and 3-tuples. For pairs, any context parameters associated with a request message are admissible.

The three component parameters of an access-control-rule-tuple supported in the present document are shown in table 7.1.3-1.

Table 7.1.3-1: Parameters of an access-control-rule-tuple

	Parameter
	Usage Description
	Mandatory/Optional
	Format

	accessControlOriginators
	Set of Originators that can be authorized
	M
	List of CSE-IDs and/or AE‑IDs, or keyword "all" to grant access to all originators

	accessControlOperations
	Set of Operations that can be authorized
	M
	Enumerated list of operations Create Retrieve, Update, Delete, Discover, Notify

	accessControlContexts
	See table 7.1.3-3
	O
	See table 7.1.3-3

	accessControlObjectDetails
	See table 7.1.3-2
	O
	See table 7.1.3-2

	accessControlAuthenticationFlag
	Indicates whether the rule applies only to Originators which are considered to be authenticated by the Hosting CSE 
	O
	Boolean


The accessControlOriginators parameter comprises a list of SP domain names, CSE-IDs, AE-IDs, resource-IDs of <group> resources and/or Role IDs of any format defined in oneM2M TS‑0001 [1]. If access for all originators is to be allowed, the reserved keyword “all” may be included into the value space of accessControlOriginators.
Using a SP domain name in accessControlOriginators means all AE-IDs and CSE-IDs matching the given domain name can be authorized. 

It is furthermore allowed to use wildcard character "*", in representations of CSE-ID and AE‑ID. The scope of a “*” is terminated by a  following “/” character.  Table 7.1.3-2 shows examples of using wildcard characters in CSE-IDs and AE-IDs.

Wildcard characters are not applicable to SP domain names, resource-IDs of <group> resources and Role IDs.

Table 7.1.3-2: Examples of using wildcard characters in CSE-IDs and AE-IDs of accessControlOriginators

	
	Form of ID
	Examples
	Meaning

	CSE-ID
	Absolute 
	//m2msp.org/myCSEID   
//*/myCSEID

//*/myCSE*
	Any CSE whose ID matches the wild cards

	
	SP-relative
	/myCSEID
/myCSE*
	Any matching CSE from the SP that is hosting the target resource

	AE-ID
	Absolute
	//m2msp.org/S988
//*/myCSEID/C9886

//*/myCSE*/C9886
	Any AE whose ID matches the wild cards

	
	SP-relative
	/myCSEID/C9886

/myCSEID/C98*

/myCSE*/C98*

/SmyAE*
	Any matching AE from the SP that is hosting the target resource


The data type applicable to accessControlOriginators is defined in oneM2M TS-0004 [4].

The accessControlOperations parameter comprises a list of admissible operations which can be any subset of the following elements: Create, Retrieve, Update, Delete, Discover, and Notify. While Create, Retrieve, Update, Delete, and Notify operation are explicitly indicated in the op parameter of a request message, the Discovery operation is indicated by op = Retrieve in combination with the provisioning of fc and Disrestype parameters in the request message.

The data type applicable to accessControlOperations is defined in oneM2M TS-0004 [4]. 

The accessControlContexts parameters are listed in table 7.1.3-3.

Table 7.1.3-3: Parameters of accessControlContexts

	Parameter
	Usage Description
	Mandatory/Optional
	Formats

	accessControlTimeWindow
	Set of Time Windows that can be authorized
	O
	List of time intervals where access can be granted in extended crontab format

	accessControlLocationRegion
	Set of Location Regions that can be authorized
	O
	1)
Latitude/longitude coordinates, and a radius defining a circular region around the coordinates

2)
Country code

	accessControlIpAddress
	Set of IPv4 and IPv6 addresses that can be authorized
	O
	IPv4: dotted-decimal notation with CIDR suffix

IPv6: colon separated groups of hexadecimal digits with CIDR suffix


The accessControlTimeWindow parameter represents a list of elements that comply with the extended crontab syntax as defined in clause 7.3.8 of oneM2M TS-0004 [4]. It allows definition of periodically recurring time intervals at which access can be granted, when the rq_time parameter associated with the access request message falls into such interval.
For the elements of accessControlLocationRegion there are two representation choices. These can be represented by a 2‑character country code or a circle with radius R centred at a point defined in terms of longitude and latitude parameters. Refer to Annex F for detailed information. Each element of accessControlLocationRegion defines an admissible location region, which is compared with the rq_loc parameter associated with the access request message.

The data types applicable to accessControlLocationRegion and rq_loc are defined in oneM2M TS-0004 [4].

The accessControlIpAddress parameter represents a list of IPv4 and IPv6 addresses in dotted-decimal notation with CIDR suffix or colon separated groups of hexadecimal digits with CIDR suffix, respectively. If the rq_loc parameter associated with the access request message matches one of these addresses, access may be granted with regard to this criterion.

The data types applicable to accessControlIpAddress and rq_ip are defined in oneM2M TS-0004 [4].
The accessControlAuthenticationFlag parameter is a Boolean value. If the accessControlAuthenticationFlag parameter is not present, then the value is assumed to be FALSE. If the accessControlAuthenticationFlag parameter is TRUE, then this indicates that the access control rule applies only to Originators considered to have been authenticated by the Hosting CSE. Clause 7.1.2 specifies the criteria used to decide whether or not the Originator is considered to have been authenticated by the Hosting CSE. 

The accessControlObjectDetails parameters are listed in table 7.1.3-4. 

7.1.3-4: Parameters of accessControlObjectDetails
	Parameter
	Usage Description
	Mandatory/Optional
	Formats

	resourceType
	Resource type on which access control rule applies
	O
	Resource type identifier

	specializationID
	Identifier of mgmtDefinition or containerDefinition
	O
	mgmtDefinition or containerDefinition represented as a string.

	childResourceType
	Set of resource type identifiers that can be created under the parent resource.
	O
	Resource type list.


The accessControlObjectDetails attribute specifies a subset of child resource types of the targeted resource to which the access control rule applies. If an access control rule includes accessControlObjectDetails, then childResourceType is specified.  An access control rule which does not include any accessControlObjectDetails parameters applies to all child resource types of the target resource.  The accessControlObjectDetails parameter is described in table 9.6.2.4-1 of oneM2M TS‑0001 [1]. Child resource types listed in the childResourceType component are subject of access control for the Create operation only. Once a child resource is created, the Access Control Policies assigned directly to it apply.    The resourceType and specializationID elements are optional. If either the resourceType or specializationID element is present in accessControlObjectDetails, the CSE matches the type of resource or specialization of the targeted resource with the value specified in the resourceType or specializationID element. Further checking of childResourceType is done only if the resourceType or specializationID match occurs. However, if the resourceType and specializationID elements are not provided, then only childResourceType match is performed.
-----------------------End of change 6-------------------------------------------
-----------------------Start of change 7-------------------------------------------
6.1.2.1
Enrolment phase

M2M equipment typically requires provisioning and configuration phases before being put in actual operation. This can be performed by a pre-provisioning that can be integrated in the manufacturing or product deployment phase, or by means of a security bootstrapping procedure (i.e. remote security provisioning) that takes place before the equipment starts actual operation.

At the service layer level, such provisioning and configuration requires selection of the stakeholder that will provide services through the equipment, especially the M2M Service Provider.
Enrolment phase may occur several times during the lifecycle of an M2M equipment, but is only repeated when a change in the Service Provider affects the provisioning or configuration of the equipment.

The security provisioning phase for the different layers can be combined using a common method of security pre-provisioning.

Remote Security Provisioning Frameworks (RSPF) provides post-provisioning of the essential information to establish a security association between a Field Domain entity and the M2M Authentication Function of a chosen M2M Service Provider. The essential security information includes the security credentials and identifiers. Remote Security Provisioning procedures rely on an M2M Enrolment Function which can be external to the M2M Service Provider to establish appropriate credentials.

· Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework: A symmetric key is pre-provisioned to the Enrolee and M2M Enrolment Function for the mutual authentication of those entities. For more details, see clause 8.3.2.1.

· Certificate-Based Remote Security Provisioning Framework: The Enrolee and M2M Enrolment Function are each issued and authenticate themselves with private signing keys and Certificates containing the corresponding Public Verification Key. For more details see clause 8.3.2.2.

· GBA-based Remote Security Provisioning Framework. In this case, the M2M Enrolment Function includes the functionality of a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric keys to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA BSF). The details are specified by 3GPP TS 33.220 [13] and 3GPP2 S.S0109-A [14]. For more details see clause 8.3.2.3.

Figure 6.1.2.1-1 illustrates the different Remote Security Provisioning Frameworks. Note there is no communication between M2M Entities A and B in the Remote Security Provisioning procedure. After successful completion of the Remote Security Provisioning procedure, a Security Association Establishment procedure is applied.
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Figure 6.1.2.1-1: Entities involved in Remote Security Provisioning

-----------------------End of change 7------------------------------------------
CHECK LIST

· Does this Change Request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror CRs been posted?
· Does this Change Request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not include a proposal to change only 3 tables?Does this Change Request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
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