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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.
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Mirror CR: applies only when the text, including clause numbering are exactly the same.

Companion CR: applies when the change means the same but the baselines differ in some way (e.g. clause number).
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made e.g. a change impacting 5 tables should not only include a proposal to change only 3 tables. Include any changes to references, definitions, and abbreviations in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar.
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When subsequent changes are made to the content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
This CR proposes some updates to the TS-0003 Release 2 according to the conclusions of ITU-T SG20 and oneM2M joint meeting.
This contribution also proposes some changes for the TS-0003 Release 3.

---------------------Start of change 1---------------------------------------------
6.2.1
Access Management

6.2.1.1
Identification and Authentication

This component provides authentication services to the Application Layer. Annex B provides a general description of Authentication mechanisms. oneM2M mutual authentication schemes allow oneM2M entities to prove that they know related credentials such as Master Credentials, without having to exchange value of those credentials, and sensitive data such as security identities and security identifiers. To prevent reading and copying of credentials, a secure environment within the Security CSF provides protection against tampering of those credentials and related processed information. For more information see Annex B .
6.2.1.2 Considerations for Long term Key Storage

Long term Provisioned Secure Connection Keys can pose a security risk if not adequately secured, and for this reason long term Provisioned Secure Connection Keys are recommended to be stored in Secure Environments.

Long term Pre-Provisioned Symmetric Enrolee Keys can pose a security risk if not adequately secured, and for this reason it is recommended that Long term Pre-Provisioned Symmetric Enrolee Keys are stored in Secure Environments.

Since by definition, there will be a very wide range of non-3GPP based devices with many different implementations. As these are not likely to be standardised, this is not in the scope of oneM2M or 3GPP. However, security best practice guides are available from: 

ETSI-  Cyber Security For Consumer Internet Of Things [i-27]

IoTSF- Secure Design: Best Practice Guide. Release 2. November 2019[i-28]

GSMA- IoT Security Guidelines and Assessment [i-29 ]
---------------------End of change 1---------------------------------------------
---------------------Start of change 2---------------------------------------------

Annex O (informative):
Considerations on Long Term Key Storage

Long term Provisioned Secure Connection Keys can pose a security risk if not adequately secured, and for this reason long term Provisioned Secure Connection Keys are recommended to be stored in Secure Environments.

Long term Pre-Provisioned Symmetric Enrolee Keys can pose a security risk if not adequately secured, and for this reason it is recommended that Long term Pre-Provisioned Symmetric Enrolee Keys are stored in Secure Environments.

Since by definition, there will be a very wide range of non-3GPP based devices with many different implementations. As these are not likely to be standardised, this is not in the scope of oneM2M or 3GPP. However, security best practice guides are available from: 

ETSI-  Cyber Security For Consumer Internet Of Things [i.31]

IoTSF- Secure Design: Best Practice Guide. Release 2. November 2019[i.32]

GSMA- IoT Security Guidelines and Assessment [i.33 ]

---------------------End of change 2---------------------------------------------
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