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Introduction
This CR proposes to modify allowedApp-IDs attribute definition in <serviceSubscribedAppRule> resource.
-----------------------Start of change 1-------------------------------------------
9.6.29
Resource Type serviceSubscribedAppRule
The <serviceSubscribedAppRule> resource represents a rule that defines allowed Role-ID, App-ID and AE-ID combinations that are acceptable for registering an AE on a Registrar CSE and is only stored on IN-CSE. In addition, the <serviceSubscribedAppRule> resource also represents a rule that defines the users that are allowed to issue requests via the allowed AEs defined by this resource. The rules in a <serviceSubscribedAppRule> resource shall apply for CSEs for which the associated <serviceSubscribeNode> resource is linked with the <serviceSubscribedAppRule> via the ruleLinks attribute of the <serviceSubscribedNode> resource. The rules contained in a <serviceSubscribedAppRule> resource defines a mapping between:

a) one or more Credential-ID(s); 

b) combinations of one or more Role-ID(s), one or more App-ID(s) and one or more AE-ID(s) which are allowed to be used for registering AE(s) that issued a registration request via a Security Association established with the credentials associated with the Credential-ID(s) listed in a); and

c) a list of identifiers of <serviceSubscribedUserProfile> resources that represent the users that are allowed to issue requests via the allowed AEs defined by this resource.
When AEs are allowed to register with no Security Association, then a Credential-ID is not applicable.

The parent resource of a <serviceSubscribedAppRule> resource is the <CSEBase> resource of the IN-CSE hosting the <serviceSubscribedNode> resource(s) that point to the <serviceSubscribedAppRule> resource.

The <serviceSubscribedAppRule> resource shall contain the child resource specified in table 9.6.29-1.

Table 9.6.29-1: Child resources of <serviceSubscribedAppRule> resource

	Child Resources of <serviceSubscribedAppRule>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 where the type of this resource is described.

	[variable]
	<transaction>
	0..n
	See clause 9.6.48.


The <serviceSubscribedAppRule> resource shall contain the attributes specified in table 9.6.29-2.

Table 9.6.29-2: Attributes of <serviceSubscribedAppRule> resource

	Attributes of <serviceSubscribedAppRule>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. 

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	custodian
	0..1
	RW
	See clause 9.6.1.3

	applicableCredIDs
	0..1 (L)
	RW
	List of credential IDs for which this rule is applicable, i.e. for registration requests coming into a CSE via a Security Association Endpoint (SEA) [2], that was authenticated using credentials that match with any of these credential-IDs, the current rule applies. This can contain a '*' for any credential ID or not specified' for a case when there is no security association. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any Credential ID that starts with 'C123' and ends with 'X') to define sets or ranges of Credential-IDs.

	allowedApp-IDs
	0..1 (L)
	RW
	List of App-IDs that shall be considered to be allowed for AE registration requests received via Security Association Endpoint (SEA) [2] associated with credentialID stored in the attribute applicableCredID.
This can contain '*' for any App-ID. Also Wildcards within an element of this list are possible (e.g. 'R123*X' for any App-ID that starts with 'R123' and ends with 'X') to define sets or ranges of App-IDs. The list of App-IDs shall conform to the App-ID format defined in clause 7.2.

	allowedAEs
	0..1 (L)
	RW
	List of allowed AE-ID-Stems to be used for the registering AEs. This can contain zero or more specific AE-ID-Stem values, 'S*' for any SP-Assigned AE-ID-Stem, 'C*' for any CSE-assigned AE-ID-Stem, or '*' for any AE-ID-Stem. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any AE-ID that starts with 'C123' and ends with 'X') to define sets or ranges of AE-ID-Stems.

	allowedRole-IDs
	0..1(L)
	RW
	List of Role-IDs that shall be considered to be allowed in Request operations.

	allowedUsers
	0..1 (L)
	RW
	A list of identifiers of <serviceSubscribedUserProfile> resources.  The M2M Service Users specified within the M2M-User-ID attributes of the referenced <serviceSubscribedUserProfile> resources represent the users that are allowed to issue requests via the allowed AEs defined by this resource. 


-----------------------End of change 1---------------------------------------------

-----------------------Start of Changes to References Clause -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf))
2.2
Informative references
 [i.1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf) 
-----------------------End of Changes to References  -------------

-Start of changes to Definition of terms symbols and abbreviations-

3
Definition of terms, symbols and abbreviations  3.1
Terms
<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations 
<ABBREVIATION/ACRONYM>
<Explanation>
---End of changes to Definition of terms, symbols and abbreviations---
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