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Introduction
This CR proposes to add validation in Create and Update procedure of <serviceSubscribedAppRule> resource for attribute allowedApp-IDs.
-----------------------Start of change 1-------------------------------------------
7.4.29
Resource Type <serviceSubscribedAppRule>

7.4.29.1
Introduction

The <serviceSubscribedAppRule> resource represents a rule that defines allowed App-ID and AE-ID combinations that are acceptable for registering an AE on a Registrar CSE. The <serviceSubscribedAppRule> resource also represents a rule that defines the users that are allowed to issue requests via the allowed AEs defined by this resource. The detailed description can be found in the clause 9.6.29 in oneM2M TS-0001 [6].
Table 7.4.29.1‑1: Data type definition of <serviceSubscribedAppRule> resource

	Data Type ID
	File Name
	Note

	serviceSubscribedAppRule
	CDT-serviceSubscribedAppRule.xsd
	


Table 7.4.29.1‑2: Universal/Common Attributes of <serviceSubscribedAppRule> resource
	Attribute Name
	Request Optionality

	
	Create
	Update

	resourceType
	NP
	NP

	resourceID
	NP
	NP

	parentID
	NP
	NP

	creationTime
	NP
	NP

	lastModifiedTime
	NP
	NP

	labels
	O
	O

	accessControlPolicyIDs
	O
	O

	expirationTime
	O
	O

	dynamicAuthorizationConsultationIDs
	O
	O

	custodian
	O
	O


Table 7.4.29.1‑3: Resource Specific Attributes of <serviceSubscribedAppRule> resource
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	applicableCredIDs
	O
	O
	m2m:listOfM2MID
	

	allowedApp-IDs
	O
	O
	m2m:listOfM2MID
	

	allowedAEs
	O
	O
	m2m:listOfM2MID
	

	allowedRole-IDs
	O
	O
	List of m2m:roleID
	

	allowedUsers
	O
	O
	m2m:listOfURIs
	


Table 7.4.29.1‑4: Child resources of <serviceSubscribedAppRule> resource

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.4.8

	<transaction>
	[variable]
	0..n
	Clause 7.4.61


7.4.29.2
<serviceSubscribedAppRule> resource specific procedures for CRUD operations

7.4.29.2.0
Introduction

This clause describes <serviceSubscribedAppRule> resource specific primitive behaviour for CRUD operations.
7.4.29.2.1
Create

Originator:

No change from the generic procedures in clause 7.2.2.1.
Receiver:
Addition to the generic procedures in clause 7.2.2.2.
If allowedApp-IDs identifier pattern is starting with other than ‘*’, 'R' or 'N' then the request shall be rejected with "BAD_REQUEST" Response Status Code.
7.4.29.2.2
Retrieve

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

No change from the generic procedures in clause 7.2.2.2.

7.4.29.2.3
Update

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

Addition to the generic procedures in clause 7.2.2.2.
If allowed App-ID identifier pattern is starting with other than ‘*’, 'R' or 'N' then the request shall be rejected with "BAD_REQUEST" Response Status Code.
7.4.29.2.4
Delete

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

No change from the generic procedures in clause 7.2.2.2.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.4.5.2
<AE> resource specific procedures for CRUD+N operations

7.4.5.2.0
Introduction

This clause describes AE resource specific behaviour for CRUD+N operations.

The entire AE registration procedure including <AE> resource creation procedure below is defined in clause 10.1.1.2.2 of oneM2M TS-0001 [6] ("Application Entity registration procedure").

7.4.5.2.1
Create

Originator:
No change from the generic procedures in clause 7.2.2.1 with the following exception:
· A CSE shall not originate a Create <AE> resource request.
Receiver:
Recv-6.0.1 "Requested operation is an AE registration?" will return Yes so Recv-6.0.2 step “ Check Service Subscription Profile” (refer to clause 7.3.2.7) shall be executed.
The generic procedures in clause 7.2.2.2 shall be executed except for Recv-6.3 which shall be skipped.

The following operations shall be added to step Recv-6-4:

· The Hosting CSE shall check for the presence of any resources having an AE-ID that matches the one specified in the request and that have the same parent as the new resource being created.
· If such a resource exists, then the Hosting CSE shall reject the request with a Response Status Code indicating "ORIGINATOR_HAS_ALREADY_REGISTERED" error.
· If App-ID is not starting with ‘R or ‘N’ then the Hosting CSE shall reject the request with “BAD_REQUEST”  Response Status Code.
The following additional primitive specific operations shall be performed in Recv-6.5:

1) If the request is for an <AE> resource and if it is received at a MN-CSE or ASN-CSE with "/S" in the From parameter, but no specific AE-ID-Stem was provided with the CREATE request of the Registree AE, then this is an initial registration and the receiver shall execute the following steps in order:

a)
Compose a Create <AEAnnc> Request primitive with the following attribute values:

· The link attribute of the <AEAnnc> resource to be created shall be set to the SP-Relative-Resource-ID format of a - not yet existent - <AE> resource hosted on the Registrar CSE constructed with a Unstructured-CSE-relative-Resource-ID that is equal to the AE-ID-Stem value used for the Registree AE.

· The App-ID attribute of the <AEAnnc> resource to be created shall be set to the App-ID attribute value of the Registree AE.

· The concatenation of the string 'Credential-ID:' and the actual Credential-ID of the Security Association used by the Registree AE - if any - shall be placed into the labels attribute of the <AEAnnc> resource. If no Security Association was used by the Registree AE, then no value shall be used for Credential-ID, i.e. the labels attribute shall include the string ‘Credential-ID:’.

b)
The From parameter of the CREATE request for the <AEAnnc> resource shall be set to the SP-relative-CSE-ID or Absolute-CSE-ID followed by '/S'.

c)
Send Create request to the IN-CSE that is associated with the Registree AE.

d)
Wait for Response primitive.

· Upon receipt of a successful response from the IN-CSE, the Registrar/Host CSE shall use the Unstructured-CSE-relative-Resource-ID that was used for the <AEAnnc> resource on the IN-CSE also as the assigned Unstructured-CSE-relative-Resource-ID for the <AE> resource to be created on the Registrar/Host CSE.

1) If the request is for an <AE> resource and if it is received at a MN-CSE or ASN-CSE with an AE-ID-Stem starting with "S", and this is an initial registration or a re-registration to the same Registrar CSE, then the receiver shall execute the following steps in order:
a)
Determine if <AEAnnc> resource already exists in the IN-CSE for the Registree AE. If so, compose an Update <AEAnnc> Request primitive to update the <AEAnnc> resource. If no <AEAnnc> resource already exists in the IN-CSE for the Registree AE, the receiver shall compose a Create <AEAnnc> Request primitive. In both cases, the request primitive shall have the following attribute values:

· The link attribute of the <AEAnnc> resource shall be set or updated to the SP-Relative-Resource-ID format of a - not yet existent - <AE> resource hosted on the Registrar CSE constructed with a Unstructured-CSE-relative-Resource-ID that is equal to the AE-ID-Stem value used for the Registree AE.
· The labels attribute of the <AEAnnc> resource shall be set or updated to the concatenation of the string 'Credential-ID:' and the Credential-ID of the Security Association used by the Registree AE, replacing the existing entry starting with 'Credential-ID:' if present. If no Security Association was used by the Registree AE, then no value shall be used for Credential-ID, i.e. the labels attribute shall include the string ‘Credential-ID:’.

b)
The From parameter of the CREATE or UPDATE request for the <AEAnnc> resource shall be set to the SP-relative-CSE-ID or Absolute-CSE-ID followed by '/' and the AE-ID-Stem value.

c)
The To parameter shall contain the SP-relative-Resource-ID format of the Resource ID for the <AEAnnc> resource which shall be constructed from the CSE-ID of the IN-CSE and the AE-ID-Stem that the Registree AE provided.

d)
Send Create or Update request to the IN-CSE that is associated with the Registree AE.

e)
Wait for Response primitive.

· Upon receipt of a successful response from the IN-CSE, the Registrar/Host CSE shall use the Unstructured-CSE-relative-Resource-ID equal to the AE-ID-Stem provided by the Registree AE for the <AE> resource to be created on the Registrar/Host CSE.

2) If the request is for an <AE> resource and if it is received at a MN-CSE or ASN-CSE with an AE-ID-Stem starting with "S", and this is a re-registration to a new Registrar CSE, then the receiver shall execute the following steps in order:
a)
Determine if <AEAnnc> resource already exists in the IN-CSE for the Registree AE. If so, compose an Update <AEAnnc> Request primitive to update the <AEAnnc> resource. If no <AEAnnc> resource already exists in the IN-CSE for the Registree AE, the receiver shall compose a Create <AEAnnc> Request primitive. In both cases, the request primitive shall have the following attribute values:

· The link attribute of the <AEAnnc> resource shall be set or updated to the SP-Relative-Resource-ID format of a - not yet existent - <AE> resource hosted on the Registrar CSE constructed with an Unstructured-CSE-relative-Resource-ID that is equal to the AE-ID-Stem value used for the Registree AE.

· The labels attribute of the <AEAnnc> resource shall be set or updated to the concatenation of the string 'Credential-ID:' and the Credential-ID of the Security Association used by the Registree AE, replacing the existing entry starting with 'Credential-ID:' if present. If no Security Association was used by the Registree AE, then no value shall be used for Credential-ID, i.e. the labels attribute shall include the string ‘Credential-ID:’.

b)
The From parameter of the CREATE or UPDATE request for the <AEAnnc> resource shall be set to the SP-relative-CSE-ID or Absolute-CSE-ID followed by '/' and the AE-ID-Stem value.

c)
The To parameter shall contain the SP-relative-Resource-ID format of the Resource ID for the <AEAnnc> resource which shall be constructed from the CSE-ID of the IN-CSE and the AE-ID-Stem that the Registree AE provided.

d)
Send Create or Update request to the IN-CSE that is associated with the Registree AE.

e)
Wait for Response primitive.

· Upon receipt of a successful response from the IN-CSE, the Registrar/Host CSE shall use the Unstructured-CSE-relative-Resource-ID equal to the AE-ID-Stem provided by the Registree AE for the <AE> resource to be created on the Registrar/Host CSE.
And the addition of new steps following step Recv-6.11:

1) If the enableTimeCompensation attribute within the request is set to true and the Registrar/Host CSE does not support time compensation functionality, the Registrar/Host CSE shall reject the request with the "NOT_IMPLEMENTED" Response Status Code.
2) If the Hosting CSE supports time compensation functionality and the enableTimeCompensation attribute of the <AE> resource is set to true, the Registrar/Host CSE shall perform time compensation functionality upon the AE’s requests and responses as defined in clause 10.2.24.3 of oneM2M TS-0001 [6].
-----------------------End of change 2---------------------------------------------

-----------------------Start of Changes to References Clause -------------

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf))
2.2
Informative references
 [i.1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf) 
-----------------------End of Changes to References  -------------

-Start of changes to Definition of terms symbols and abbreviations-

3
Definition of terms, symbols and abbreviations  3.1
Terms
<defined term>: <definition>

<defined term>[N]: <definition>

3.2
Symbols

<symbol>
<Explanation>

3.3
Abbreviations 
<ABBREVIATION/ACRONYM>
<Explanation>
---End of changes to Definition of terms, symbols and abbreviations---
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