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Introduction
TS-0008 defines a set of new CoAP options, for use by oneM2M.  We would like to register these values with IANA.
Reasons for registering with IANA:

1. Legitimise oneM2M’s use of these option values and show we are good standards player

2. Avoid clashes with other applications or protocol specs.  This is only really an issue if we are concerned with interactions with other applications:

a. Intermediaries such as proxies that might be inserted in the communications path between a oneM2M originator and receiver
b. Third party applications or tools that attempt to interact directly with a oneM2M endpoint, for example generic CoAP discovery tools
IANA have 
raised questions about the numeric values we have used for these options, since RFC7252 assigns meanings depending on the values chosen.  I have given details in the next section,

The actual comments from the IANA expert were:

· Marking the oneM2M options as critical or elective is not about a oneM2M implementation knowing what to do when a oneM2M option is missing. It's about non-oneM2M implementations knowing what to do when a oneM2M option is present. ("critical" in CoAP is very similar to "mustUnderstand" in SOAP.) Based on my cursory understanding of oneM2M, it seems unlikely that non-oneM2M server implementations will be able to process oneM2M requests successfully without understanding/implementing oneM2M. So some (all?) of the options should be critical. The question is which ones.

· Including unrecognized options in the cache key is a safe choice. However, the more options are included in the cache key, the less likely it is that there will be a cache hit. This is extremely the case when one of the option contains a unique request identifier; there will be no cache hits at all. So, to improve the effectiveness of caches, it would be worth thinking about whether really all options should be part of the cache key when unrecognized.
Also Table 6.2.2.4.0-1 has columns to show the C U N R flags corresponding to the numeric values, but they haven’t been filled in.
There are several alternative ways that we can address these problems:
1. Stick with the current numeric values, and set the flag values in the table to match them
2. Do the best we can to interpret the meaning of the flags in a oneM2M context and update the numeric values to match (this would be a breaking change, but there’s already a note in the TS-0008 warning that the number might change)

3. Change the values so that they all match flag setting C=1, U=1, N=0. Again a breaking change.
4. Stop using CoAP options altogether and do everything in the URL

Background

In the CoAP specification (RFC 7252)  the  C U N R flags are related to the option numbers as follows:
                       0   1   2   3   4   5   6   7

                     +---+---+---+---+---+---+---+---+

                     |           | NoCacheKey| U | C |

                     +---+---+---+---+---+---+---+---+

          Figure 10: Option Number Mask (Least Significant Byte)

For reference, RFC 7252 defines these flags as follows:

· C (Critical)  An option that would need to be understood by the CoAP endpoint ultimately receiving the message in order to properly process it. 

The receiver of a request must send a 4.0.2 Bad Option error if the request contains a Critical option that the receiver doesn’t recognize. Similarly the receiver of a response must reject the response if it contains a Critical option that it doesn’t recognise. If a receiver doesn’t recognize an option that is not marked as Critical, it must silently ignore it 

· U (Unsafe)  An option that would need to be understood by a CoAP proxy receiving the message in order to safely forward the message. 
A CoAP proxy is required to reject any message that contains an Unsafe option, if it doesn’t know what that option means. 
· N (NoCacheKey). This only applies to options that are Safe to forward (i.e. which are not marked as U). It is used to tell a CoAP proxy that doesn’t understand (e.g. have special processing for) an option whether it should use the option’s value as part of the cache-key. An option has NoCacheKey set if all the bits 3..5 are set to 1.

A CoAP proxy uses the cache-key to decide when it can reuse the response from an earlier request. If a new request contains an option marked as N then it can reuse a cached response even if the earlier request had a different value for that option. 
· R (Repeatable). This indicates whether a message (request or reply) can contain more than one instance of the option
Relevance of these flags to OneM2M

As the IANA expert says, the flags are intended to be used by CoAP software that isn’t aware of oneM2M. The idea is that they can handle these options in an appropriate way without having to know anything about what they mean.
1. C flag

This flag is meant for use by the final endpoint that receives a request or response and indicates whether the sender of that request or reponse would mind if that endpoint ignored the parameter. 
oneM2M has no concept of “silently ignoring” a Parameter, and the target is a genuine oneM2M one we would expect it to process it, so that would say that in general oneM2M options behave as if they are Critical.  In the case where the endpoint isn’t a oneM2M one, we don’t really care. However even in the oneM2M->oneM2M case there are some parameters where the sender of a request or response is not really affected by whether the recipient does anything with the Parameter.  These are:
· Originating Timestamp

· ResponseStatusCode

· Vendor Information

2. U flag / N flag
These flags are about the handling of requests and responses by proxies and in particular by caching proxies. TS-0008 does not mention CoAP proxies, but it does have a section on caching (clause 5.2.2). This section seems to imply that caching can be enabled, but given that every oneM2M request is required to contain a Request Identifier it’s not clear that CoAP caching can be used.
· Because oneM2M requires every request to have a Request Identifier, and the corresponding response primitive must contain the same Request Identifier, the Request Identifier needs to be part of the cache key to avoid the cache serving up a response with an incorrect Request Identifier in it. As the IANA expert observes, if each Request Identifier is unique this means that there will be no cache hits at all
· Things are actually more complicated than this because TS-0001 allows for Request Identifier values to be re-used. It says “If a Receiver CSE receives a request from an Originator for which another request with the same Request Identifier is already pending, the request shall be rejected. Otherwise - even if the same Request Identifier was already used by the same Originator sometime in the past, the request shall be treated as a new request”. This means that we can’t have the Request Identifier being part of the cache key,

The logical conclusion of this is that oneM2M CoAP cannot travel through a oneM2M-unaware proxy – i.e. the Request Identifier is Unsafe.
Given that every oneM2M primitive has to contain a Request Identifer, the setting of these flags for other parameters is rather irrelevant. Having said that, they would appear all to be Safe (i.e. no additional proxy processing required) but that means we have to decide whether to set the N flag or not. 

The flag could be set to N if it’s a response option only, or if it’s a request option has no effect on the response that’s returned. That includes
· Originating Timestamp

· Event Category

· ResponseStatusCode

· Content Status

· Content Offset
3. R flag
A oneM2M primitive is not allowed to contain more than one instance of each parameter, so all options have the R flag set to false.  The R flag is just something that appears in the table, and is not related to the numeric option value.
Option 1.  Keep the current numeric values. 
Table 6.2.2.4.0-1: Definition of New Options

	No
	C
	U
	N
	R
	Name
	Format
	Length
	Default

	256
	
	
	
	
	oneM2M-FR
	string
	0-255
	(None)

	257
	X
	
	
	
	oneM2M-RQI
	string
	0-255
	(None)

	259
	X
	X
	
	
	oneM2M-OT
	string
	15
	(None)

	260
	
	
	
	
	oneM2M-RQET
	string
	15
	(None)

	261
	X
	
	
	
	oneM2M-RSET
	string
	15
	(None)

	262
	
	X
	
	
	oneM2M-OET
	string
	15
	(None)

	263
	X
	X
	
	
	oneM2M-RTURI
	string
	0-255
	(None)

	264
	
	
	
	
	oneM2M-EC
	uint
	1
	(None)

	265
	X
	
	
	
	oneM2M-RSC
	uint
	2
	(None)

	266
	
	X
	
	
	oneM2M-GID
	string
	0-255
	(None)

	267
	X
	X
	
	
	oneM2M-TY
	uint
	2
	(None)

	268
	
	
	
	
	oneM2M-CTO
	uint
	2
	(None)

	269
	X
	
	
	
	oneM2M-CTS
	uint
	2
	(None)

	270
	
	X
	
	
	oneM2M-ATI
	string
	0-255
	(None)

	271
	X
	X
	
	
	oneM2M-RVI
	string
	1
	(None)

	272
	
	
	
	
	oneM2M-VSI
	string
	0-255
	(None)

	273
	X
	
	
	
	oneM2M-GTM
	string
	0-512
	(None)

	274
	
	X
	
	
	oneM2M-AUS
	string
	0-255
	(None)

	275
	X
	X
	
	
	oneM2M-ASRI
	string
	0-255
	(None)

	NOTE 1:
C, U, N, R means Critical, Unsafe, NoCacheKey and Repeatable respectively [1]. Table 6.2.2.4.0-1 follows the template used in clause 5.10 Option Definitions of CoAP specification [1].

NOTE 2:
CoAP Option numbers specified in table 6.2.2.4.0-1 are subject to change after review by IANA registration.


In this option we simply set the values of C and U to match the numbers already assigned, without trying to fit with the definitions in the RFC.  This option assumes that in practice the flag settings are irrelevant, as we won’t being trying to interact with CoAP processors that aren’t aware of oneM2M.  
As it happens, the numbers we have currently chosen all have N = 0 so that means that all options with U=0 would get included in the cache key of a proxy.
The numbers we have chosen are still available (the only ones that have been assigned between 256 and 2048 are 258 and 292).
Option 2.  Attempt to interpret the meanings of the flags 

In this option we pick values for the flags and then select new numeric values to match.  My somewhat uninformed analysis above leads to a choice like this: 
Table 6.2.2.4.0-1: Definition of New Options

	No
	C
	U
	N
	R
	Name
	Format
	Length
	Default

	257
	X
	
	
	
	oneM2M-FR
	string
	0-255
	(None)

	259
	X
	X
	-
	
	oneM2M-RQI
	string
	0-255
	(None)

	284
	
	
	X
	
	oneM2M-OT
	string
	15
	(None)

	265
	X
	
	
	
	oneM2M-RQET
	string
	15
	(None)

	269
	X
	
	
	
	oneM2M-RSET
	string
	15
	(None)

	273
	X
	
	
	
	oneM2M-OET
	string
	15
	(None)

	277
	X
	
	
	
	oneM2M-RTURI
	string
	0-255
	(None)

	316
	
	
	X
	
	oneM2M-EC
	uint
	1
	(None)

	348
	
	
	X
	
	oneM2M-RSC
	uint
	2
	(None)

	281
	X
	
	
	
	oneM2M-GID
	string
	0-255
	(None)

	321
	X
	
	
	
	oneM2M-TY
	uint
	2
	(None)

	317
	X
	
	X
	
	oneM2M-CTO
	uint
	2
	(None)

	349
	X
	
	X
	
	oneM2M-CTS
	uint
	2
	(None)

	325
	X
	
	
	
	oneM2M-ATI
	string
	0-255
	(None)

	329
	X
	
	
	
	oneM2M-RVI
	string
	1
	(None)

	256
	
	
	
	
	oneM2M-VSI
	string
	0-255
	(None)

	333
	X
	
	
	
	oneM2M-GTM
	string
	0-512
	(None)

	337
	X
	
	
	
	oneM2M-AUS
	string
	0-255
	(None)

	341
	X
	
	
	
	oneM2M-ASRI
	string
	0-255
	(None)

	NOTE 1:
C, U, N, R means Critical, Unsafe, NoCacheKey and Repeatable respectively [1]. Table 6.2.2.4.0-1 follows the template used in clause 5.10 Option Definitions of CoAP specification [1].

NOTE 2:
CoAP Option numbers specified in table 6.2.2.4.0-1 are subject to change after review by IANA registration.


Option 3. Choose new numeric values for which C=1, U=1, N=0 throughout
This is the choice we made on 29 September 2022
The rationale for it is:

· Non-oneM2M endpoints won’t be able to do much with a oneM2M request or response, so we should mark all the options are Critical
· We don’t have any situations where a proxy would be useful, and if a proxy so marking all the Options as Unsafe would mean that oneM2M CoAP cannot flow through a proxy, unless that proxy is oneM2M aware.
With this option all values must give a remainder 3 after division by 4, i.e. come from the sequence 259, 263, 267, 271 ..
We are already using 5 of these, so for minimal change we can keep them unchanged and reallocate the others as shown in change 1 below. 
This option has the following benefits:

1. Simplicity. We don’t have to make subjective decisions about whether each attribute is Critical or Unsafe.
2. Conforms with RFC 7252 so it should be acceptable to IANA.
3. The Release Version indicator has the same value (271) as it had previously. This means that an R4 implementation can detect whether a device is using R2 or R3, irrespective of whether it is using the “old” or the “new” option numbers
NOTE that this a breaking change from the ratified versions of R2 or R3.   Any existing oneM2M AE or CSE implementation will have to be modified to use the new option numbers.  There is a note in the existing specifications warning users that this might happen.
We can require that all R4 requesters will be using the new option numbers in their requests and expecting the new option numbers in responses.
R4 CSEs that support interoperation with R2 and R3 can choose to support the old numbers and/or the new numbers when sending to and receiving from an R2 or R3 CoAP endpoint.
· If the CSE supports only the new numbers it will reject requests from an old-number R2 or R3 originator because it will be looking for the presence of an option 283 (new RQI) and it won’t find one, as 283 is not one of the old option numbers

· If the CSE supports only the old numbers it will reject requests from a new-number R2 or R3 originator because it will be looking for the presence of an option 257 (old RQI) and it won’t find one, as 283 is not one of the old option numbers

· If the CSE supports both numbering schemes it can tell which one the originator is using based on whether the request contains 257 or 283.
********** Start of change 1 **********

6.2.2.4
Definition of New Options

6.2.2.4.0
Introduction

This clause describes new CoAP Options used for binding several oneM2M request/response parameters. Table 6.2.2.4.0-1 contains definitions of the new CoAP Options and sub-clauses specify oneM2M parameter mapping with the newly defined CoAP Options in the table 6.2.2.4.0-1.

Table 6.2.2.4.0-1: Definition of New Options

	No
	C
	U
	N
	R
	Name
	Format
	Length
	Default

	279
	X
	X
	
	
	oneM2M-FR
	string
	0-255
	(None)

	283
	X
	X
	
	
	oneM2M-RQI
	string
	0-255
	(None)

	259
	X
	X
	
	
	oneM2M-OT
	string
	15
	(None)

	291
	X
	X
	
	
	oneM2M-RQET
	string
	15
	(None)

	295
	X
	X
	
	
	oneM2M-RSET
	string
	15
	(None)

	299
	X
	X
	
	
	oneM2M-OET
	string
	15
	(None)

	263
	X
	X
	
	
	oneM2M-RTURI
	string
	0-255
	(None)

	303
	X
	X
	
	
	oneM2M-EC
	uint
	1
	(None)

	307
	X
	X
	
	
	oneM2M-RSC
	uint
	2
	(None)

	311
	X
	X
	
	
	oneM2M-GID
	string
	0-255
	(None)

	267
	X
	X
	
	
	oneM2M-TY
	uint
	2
	(None)

	319
	X
	X
	
	
	oneM2M-CTO
	uint
	2
	(None)

	323
	X
	X
	
	
	oneM2M-CTS
	uint
	2
	(None)

	327
	X
	X
	
	
	oneM2M-ATI
	string
	0-255
	(None)

	271
	X
	X
	
	
	oneM2M-RVI
	string
	1
	(None)

	331
	X
	X
	
	
	oneM2M-VSI
	string
	0-255
	(None)

	335
	X
	X
	
	
	oneM2M-GTM
	string
	0-512
	(None)

	339
	X
	X
	
	
	oneM2M-AUS
	string
	0-255
	(None)

	275
	X
	X
	
	
	oneM2M-ASRI
	string
	0-255
	(None)

	NOTE 1:
C, U, N, R means Critical, Unsafe, NoCacheKey and Repeatable respectively [1]. Table 6.2.2.4.0-1 follows the template used in clause 5.10 Option Definitions of CoAP specification [1].

NOTE 2:
CoAP Option numbers specified in table 6.2.2.4.0-1 are subject to change after review by IANA registration.


********** End of change 1 **********
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