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Introduction
In releases of TS-0008 up to and including R4 the oneM2M primitive parameters are mapped into CoAP options (the URI-Path, URI-Query or oneM2M-specific custom options). 
When we applied to register the custom option numbers with IANA, the CoAP experts we talked to advised that our use of CoAP options could cause problems if the primitive parameter values were large, so this CR has been prepared to allow the Primitive Parameters to be carried in the CoAP message payload instead.   
This change applies only from R5 onwards. In R4 and earlier the primitivs parameters will continue to be carried as CoAP options.  

See SDS-2023-0177R07 for more background and a discussion of alternative approaches. 
R01. Minor updates to the text.  Topics for further discussion include:

1. The lists of parameters in 6.2.2.4.0.  Which parameters should we allow to be sent as options (in addition to being permitted in the payload)?

2. What should we say about the oneM2M-specific Content-Formats (e.g. application/onem2m-preq+json)?
a. Allow them to be used, but also allow the use of either application/json, application/xml, application/cbor? 

b. Require them to be used and disallow application/json, application/xml, application/cbor? 

c. Require application/json, application/xml, application/cbor and disallow the oneM2M-specific ones.

3. NB two of the numbers being used for the oneM2M-specific Content-Formats (10001 and 10002) have now been assigned to other protocols so they will need to be renumbered.
4. RSC mapping. It is clear that Responses have to include the CoAP response code, as shown in table 6.2.4-1, and that the RSC parameter has to be included if it can’t be uniquely determined from the response code. 
a. The current spec is unclear about what is required in the case where a response code value maps to just one RSC value:

i. Are you allowed to omit the the RSC?  That appears to be the intention, but the spec doesn’t say that explicitly.

ii. Are you allowed to include the RSC?  Spec doesn’t say.
b. Should we simplify things by saying that the RSC is always required? 
5. What do we want to say about CoAP caching?  Spec has a number of references to it but I’m not sure it makes much sense (particular with FETCH). 
.
********** Start of change 1 **********

2.1
Normative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

The following referenced documents are necessary for the application of the present document.

[1]
IETF RFC 7252: "The Constrained Application Protocol (CoAP)".
[2]
oneM2M TS-0004: " Service Layer Core Protocol Specification".
[3]
IETF RFC 7959: "Block-Wise Transfers in the Constrained Application Protocol (CoAP)".
[4]
oneM2M TS-0003: "Security solutions".
[5]
IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".
[6]
IETF RFC 8132: "PATCH and FETCH Methods for the Constrained Application Protocol (CoAP)".
********** End of change 1 **********

********** Start of change 2 **********

5.1
Required Features
This clause explicitly specifies the required features of the CoAP layer for oneM2M to properly bind oneM2M primitives into CoAP messages:
· The 4-byte binary CoAP message header is defined in section 3 of IETF RFC 7252 [1].

· Confirmable (CON), Non-confirmable (NON), Acknowledgement (ACK) and Reset (RST) messages shall be supported. The Reset message is used to send an error message in response to a malformed Confirmable message in CoAP layer.

· GET, PUT, POST and DELETE methods shall be supported, as shall the FETCH method defined in IETF RFC 8132 [6]. oneM2M primitives map to these methods.

· The CoAP Response Codes specified in clause 6.2.4 shall be supported for oneM2M Response Status Code parameter mapping.

· The Uri-Host, Uri-Port, Uri-Path, and Uri-Query shall be supported.

· The Content-Type Option shall be used to indicate the media types of the payload.

· Block-wise transfers feature may be supported to carry large payloads.

· The Caching feature may be supported.

********** End of change 2 **********

********** Start of change 3**********

 6.2.1
Header

This clause specifies how to configure CoAP header information:

· The Version field shall be configured as 1.

· The Type field shall be configured according to clause 6.3. The Reset message is used to indicate an error in response to a malformed message in the CoAP layer.

· In case of a request, the Code field indicates the CoAP Method. If the oneM2M operation is sent as a Blocking request the oneM2M Operation parameter shall be mapped to a CoAP Method according to the table 6.2.1-1. In non-blocking and flex blocking cases, the request shall use the CoAP POST method, and the Operation parameter shall be mapped as described in clause 6.2.2.3.

· In case of a response, the Code field indicates the CoAP Response Code. The oneM2M Response Status Code parameter shall be mapped to a CoAP Response Code as specified in clause 6.2.4.
· The Originator and Receiver shall set the 16 bit MessageId in accordance with the CoAP specification [1] and shall retry transmission of all unacknowledged Confirmable messages, as required by that specification. 
Table 6.2.1-1: oneM2M Operation Parameter Mapping

	oneM2M Operation Parameter
	CoAP Method
	CoAP Method Code

	CREATE
	POST
	0.02

	RETRIEVE
	FETCH or GET
	0.05 (FETCH) or 0.01 (GET)

	UPDATE
	PUT
	0.03

	DELETE
	DELETE
	0.04

	NOTIFY
	POST
	0.02


The Originator shall use the GET method when sending a RETRIEVE request to a Receiver that is running Release 4 or earlier, otherwise it shall use FETCH as defined in RFC 8132 [6]. See clause 6.6 for more details on the use of FETCH.
At the Receiver, a CoAP request message with a POST method that does not carry an Operation parameter shall be mapped to a oneM2M CREATE or NOTIFY operation in accordance with the existence of the Resource Type parameter. If a Resource Type parameter exists then the value of the Operation parameter is CREATE and if the Resource Type parameter does not exist, the value of the Operation parameter is NOTIFY.
********** End of change 3 **********

********** Start of change 4**********

6.2.2.3
URI Options
This clause describes how to configure CoAP Uri-Host, Uri-Port, Uri-Path, and Uri-Query Options.

Host and port part of the address specified in pointOfAccess attribute of <remoteCSE> resource shall be mapped to Uri-Host and Uri-Port respectively.

If To parameter contains absolute format, then the first URI-Path Option shall contain a letter "_" and map To parameter removing starting "//" into next URI-Path Option(s).

If To parameter contains SP-relative format, then the first URI-Path Option shall contain a letter "~" and map To parameter removing starting "/" into next URI-Path Option(s).

If To parameter contains CSE-relative format, then To parameter shall be mapped to URI-Path Option(s).

Table 6.2.2.3-1 shows valid mappings between the To request primitive parameter and the Uri-Path of the CoAP.

CSEBase represents the resource name of a <CSEBase> resource, CSEBase/ae12/cont27/contInst696 represents a structured CSE-relative resource ID, and cin00856 an unstructured CSE-relative resource ID.

Table 6.2.2.3-1: Mapping examples between To parameter and Uri-Path of the CoAP

	Method 
	Request Scope

	
	CSE-Relative
	SP-Relative
	Absolute

	Structured
	To
	CSEBase/ae12/cont27/contInst696
	/CSE178/CSEBase/ae12/cont27/contInst696 
	//mym2msp.org/CSE178/CSEBase/ae12/cont27/contInst696

	
	Uri-Path
	CSEBase
	
	_

	
	
	
	~
	mym2msp.org

	
	
	
	CSE178
	CSE178

	
	
	
	CSEBase
	CSEBase

	
	
	ae12
	ae12
	ae12

	
	
	cont27
	cont27
	cont27

	
	
	contInst696
	contInst696
	contInst696

	Unstructured
	To
	cin00856 
	/CSE178/cin00856 
	//mym2msp.org/CSE178/cin00856 

	
	Uri-Path
	cin00856
	
	_

	
	
	
	~
	mym2msp.org

	
	
	
	CSE178
	CSE178

	
	
	
	cin00856
	cin00856

	NOTE:
How to read this table: To primitive - from left to right, Uri-Path - from top to bottom.


If either the Originator or the Receiver is running as oneM2M Release 4 or earlier the responseTypeValue element of Response Type, the elements of Filter Criteria and the Result Persistence, Delivery Aggregation, Result Content, Desired Identifier Result Type, Token Request Indicator, Tokens, Token IDs, Local Token IDs,  Role IDs, Authorization Relationship Indicator, Authorization Signature Indicator, Semantic Query Indicator and Operation parameters shall be carried, if needed, in the Uri-Query Option in a short name form as specified in clause 8.2.2 of oneM2M TS-0004 [2]. If neither the Originator nor the Receiver are Release 4 or earlier these elements and parameters, if needed, shall be carried in the CoAP payload as described in clause 6.3.
6.2.2.4
Definition of New Options

6.2.2.4.0
Introduction

This clause describes new CoAP Options used for binding several oneM2M request/response parameters. Table 6.2.2.4.0-1 contains definitions of the new CoAP Options and sub-clauses specify oneM2M parameter mapping with the newly-defined CoAP Options in the table 6.2.2.4.0-1.
Table 6.2.2.4.0-1: Definition of New Options

	No
	C
	U
	N
	R
	Name
	Format
	Length
	Default

	279
	X
	X
	
	
	oneM2M-FR
	string
	0-255
	(None)

	283
	X
	X
	
	
	oneM2M-RQI
	string
	0-255
	(None)

	259
	X
	X
	
	
	oneM2M-OT
	string
	15
	(None)

	291
	X
	X
	
	
	oneM2M-RQET
	string
	15
	(None)

	295
	X
	X
	
	
	oneM2M-RSET
	string
	15
	(None)

	299
	X
	X
	
	
	oneM2M-OET
	string
	15
	(None)

	263
	X
	X
	
	
	oneM2M-RTURI
	string
	0-255
	(None)

	303
	X
	X
	
	
	oneM2M-EC
	uint
	1
	(None)

	307
	X
	X
	
	
	oneM2M-RSC
	uint
	2
	(None)

	311
	X
	X
	
	
	oneM2M-GID
	string
	0-255
	(None)

	267
	X
	X
	
	
	oneM2M-TY
	uint
	2
	(None)

	319
	X
	X
	
	
	oneM2M-CTO
	uint
	2
	(None)

	323
	X
	X
	
	
	oneM2M-CTS
	uint
	2
	(None)

	327
	X
	X
	
	
	oneM2M-ATI
	string
	0-255
	(None)

	271
	X
	X
	
	
	oneM2M-RVI
	string
	1-2
	(None)

	331
	X
	X
	
	
	oneM2M-VSI
	string
	0-255
	(None)

	335
	X
	X
	
	
	oneM2M-GTM
	string
	0-512
	(None)

	339
	X
	X
	
	
	oneM2M-AUS
	string
	0-255
	(None)

	275
	X
	X
	
	
	oneM2M-ASRI
	string
	0-255
	(None)

	343
	X
	X
	
	
	oneM2M-OMR
	string
	0-255
	(None)

	347
	X
	X
	
	
	oneM2M-PRPI
	string
	0-255
	(None)

	351
	X
	X
	
	
	oneM2M-MSU
	string
	0-255
	(None)

	NOTE 1:
C, U, N, R means Critical, Unsafe, NoCacheKey and Repeatable respectively [1]. Table 6.2.2.4.0-1 follows the template used in clause 5.10 Option Definitions of CoAP specification [1].

NOTE 2:
CoAP Option numbers specified in table 6.2.2.4.0-1 are subject to change after review by IANA registration.


If either the Originator or Receiver is using oneM2M release 4 or earlier the oneM2M primitive parameters listed in these subclauses shall be mapped to the CoAP options shown in this table.
If both Originator or Receiver are release 5 or later the following parameters, if needed, shall be carried either using the CoAP option shown in the table or in the CoAP payload as described in clause 6.3:

· Request Identifier 
· Originating Timestamp 
· Request Expiration Timestamp 
· Result Expiration Timestamp 
· Operation Execution Time
· Event Category 
· Response Status Code 
· Resource Type
· Content Offset
· Content Status
· Release Version Indicator
If both Originator or Receiver are release 5 or later the following parameters, if needed, shall be carried in the CoAP payload as described in clause 6.3 and not using the CoAP option:
· From
· The notificationURI of Response Type
· Group Request Identifier
· Assigned Token Identifiers
· Vendor Information 
· Group Request Target Members 
· Authorization Signatures 
· Authorization Signature Request Information
· Ontology Mapping Resources
· Primitive Profile Identifier
· M2M Service User
6.2.2.4.1
From
The From parameter shall be mapped to the oneM2M-FR Option.

6.2.2.4.2
Request Identifier

The Request Identifier parameter shall be mapped to the oneM2M-RQI Option.
6.2.2.4.3
Void
6.2.2.4.4
Originating Timestamp
The Originating Timestamp parameter shall be mapped to the oneM2M-OT Option.
6.2.2.4.5
Request Expiration Timestamp
The Request Expiration Timestamp parameter shall be mapped to the oneM2M-RQET Option.
6.2.2.4.6
Result Expiration Timestamp
The Result Expiration Timestamp parameter shall be mapped to the oneM2M-RSET Option.

6.2.2.4.7
Operation Execution Time
The Operation Execution Time parameter shall be mapped to the oneM2M-OET Option.

6.2.2.4.8
notificationURI of Response Type
The notificationURI element of Response Type parameter shall be mapped to the oneM2M-RTURI Option.
6.2.2.4.9
Event Category
The Event Category parameter shall be mapped to the oneM2M-EC Option.

6.2.2.4.10
Response Status Code
The Response Status Code parameter shall be mapped to the oneM2M-RSC Option.
6.2.2.4.11
Group Request Identifier
The Group Request Identifier parameter shall be mapped to the oneM2M-GID Option.

6.2.2.4.12
Resource Type
The Resource Type parameter shall be mapped to the oneM2M-TY Option.
6.2.2.4.13
Content Offset

The Content Offset parameter shall be mapped to the oneM2M-CTO Option.
6.2.2.4.14
Content Status

The Content Status parameter shall be mapped to the oneM2M-CTS Option.
6.2.2.4.15
Assigned Token Identifiers

The Assigned Token Identifiers parameter shall be mapped to the oneM2M-ATI Option. The format of the oneM2M-ATI option shall be represented as a sequence of lti-value:tkid-value pairs separated by a colon ':' and multiple pairs separated by a '+' character. 

EXAMPLE:
The option looks as follows:


oneM2M-ATI: lti-value1:tkid-value1 + lti-value2:tkid-value2 + …
if the XML representation of the Assigned Token Identifiers parameter is given as (using short element names):

    <ati>        

        <ltia>

            <lti>lti-value1</lti>

            <tkid>tkid-value1</tkid> 

        </ltia>

        <ltia>

           <lti>lti-value2</lti>

           <tkid>tkid-value2</tkid>

        </ltia>

        …

     </ati>

The data type m2m:dynAuthlocalTokenIdAssignments of the Assigned Token Identifiers parameter is defined in clause 6.3.5.43 of oneM2M TS-0004 [2].

6.2.2.4.16
Release Version Indicator

The Release Version Indicator parameter shall be mapped to the oneM2M-RVI Option.
6.2.2.4.17
Vendor Information

The Vendor Information parameter shall be mapped to the oneM2M-VSI Option.
6.2.2.4.18
Group Request Target Members

The Group Request Target Members parameter shall be mapped to the oneM2M-GTM Option.

6.2.2.4.19
Authorization Signatures 

The Authorization Signatures parameter shall be mapped to the oneM2M-AUS Option.

6.2.2.4.20
Authorization Signature Request Information

The Authorization Signature Request Information parameter shall be mapped to the oneM2M-ASRI Option.
6.2.2.4.21
Ontology Mapping Resources
The Ontology Mapping Resources parameter shall be mapped to the oneM2M-OMR Option. The format of the oneM2M-OMR option shall be represented as a sequence of oneM2M resource identifiers separated by a '+'. 

EXAMPLE:
The option looks as follows:


oneM2M-OMR: /IN-CSE-0001/omr1+/IN-CSE-0001/omr2+…

6.2.2.4.22
Primitive Profile Identifier
The Primitive Profile Identifier parameter shall be mapped to the oneM2M-PRPI Option.  

6.2.2.4.22
M2M Service User 
The M2M Service User parameter shall be mapped to the oneM2M-MSU Option.  
6.2.3
Payload
If both the Originator or Receiver are using oneM2M Release 5 or later the CoAP payload shall contain the Request or Response primitive serialised using the rules given in clause 8 of oneM2M TS-0004 [2] applied to m2m:requestPrimitive defined in clause 6.4.1 of oneM2M TS-0004 [3] or the m2m:responsePrimitive defined in clause 6.4.1 of oneM2M TS-0004 [2]. 

Clause 6.2.2 requires some Primitive Parameters (e.g. the To parameter) to be mapped to CoAP Options and it permits some other parameters (e.g. the Response Status Code) to be passed as CoAP options. If a parameter is passed as a CoAP option it shall not be included in the serialized request or response primitive. 
If either the Originator or Receiver is using oneM2M Release 4 or earlier the CoAP payload shall contain the value of the Token Request Information parameter (if present in a response primitive) otherwise it shall contain the value of the Content parameter (if present). All other Primitive Parameters that are needed shall be passed as CoAP options, as described in clause 6.2.2.
The CoAP Blockwise transfer mechanism shall be used to deliver the payload if it is too large to fit into one CoAP message. Refer to clause 6.5 for more information.
If the Content parameter contains URI and resource representation in a response to a create request, the URI shall be mapped to the CoAP Location-Path Option instead of being included in the CoAP payload.
The CoAP Content-Format option shall be set compliant with the data representation. 
6.2.4
Response Codes Mapping

Table 6.2.4-1 defines a mapping between oneM2M Response Status Code parameter specified in [2] and CoAP Response Code.

In case of where multiple oneM2M Response Status Code parameters are mapped to a single CoAP Response Code, the Response Status Code parameter shall be included in the response.

Table 6.2.4-1: Mapping between oneM2M Response Status Code and CoAP Response Code

********** End of change 4 **********

********** Start of change 5**********

6.6
Use of the CoAP FETCH method

When both Originator and Receiver are using oneM2M Release 5 or later all Blocking RETRIEVE requests shall be sent using the CoAP FETCH method defined in RFC 8132 [6]. The FETCH method differs from the GET method in that it contains a CoAP payload.
The CoAP payload shall be set to contain the oneM2M Request primitive, serialized as described in clause 6.2.2.
RFC 8132 requires that the CoAP Content-Format option be present in the request to indicate the nature of the payload. The Content-Format shall be set to one of the oneM2M-specific MIME media types values defined in clause 6.2.2.2. The value to use depends on the encoding used for the request as follows:
· application/vnd.onem2m-preq+xml 
if the request is encoded using XML
· application/vnd.onem2m-preq+json 
if the request is encoded using JSON
· application/vnd.onem2m-preq+cbor 
if the request is encoded using CBOR

********** End of change 5 **********
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