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Introduction

New TPs for Access Control Policy Release 4.
	


-----------------------Start of change 1-------------------------------------------


7.2.2.10.3	BASIC OPERATION
BASIC OPERATION
TP/oneM2M/CSE/SEC/ACP/017
	TP Id
	TP/oneM2M/CSE/SEC/ACP/017

	Test objective
	Check that the IUT accepts the OPERATION request on <accessControlPolicy> resource when at least one of the access control rules defined in the selfPrivileges attribute allows the operation

	Reference
	TS-0001 [1], clause 10.2.3.1, TS-0004 [2], clause 7.4.2.2

	Config Id
	CF01

	Parent Release
	Release 4

	PICS Selection
	PICS_CSE

	Initial conditions
	with {
     the IUT being in the "initial state"
     and the IUT being a Hosting CSE
     and the IUT having registered the AE as ORIGINATOR
     and the IUT having an <accessControlPolicy> resource at
          TARGET_RESOURCE_ADDRESS containing
               selfPrivileges attribute containing
                    access control rule(s) to allow the OPERATION
 
     and AE having the privileges to perform the OPERATION on
          TARGET_RESOURCE_ADDRESS
}

	Expected behaviour
	Test events
	Direction

	
	when {
     the IUT receives a valid OPERATION Request containing 
          To set to TARGET_RESOURCE_ADDRESS and
          From set to AE_ID
}
	IUT  AE

	
	then {
     the IUT sends a valid Response containing 
          Response Status Code set to RESPONSE_STATUS_CODE
}
	IUT  AE



	TP Id
	OPERATION
	RESPONSE_STATUS_CODE

	TP/oneM2M/CSE/SEC/ACP/001_RET
	RETRIEVE
	2000 (OK)

	TP/oneM2M/CSE/SEC/ACP/001_UPD
	UPDATE
	2004 (UPDATED)

	TP/oneM2M/CSE/SEC/ACP/001_DEL
	DELETE
	2002 (DELETED)




-----------------------End of change 1---------------------------------------------




-----------------------Start of change 2---------------------------------------------


7.2.2.3.1	RETRIEVE Operation
RETRIEVE OPERATION
TP/oneM2M/CSE/SECDMR/ACP/RET/02801
	TP Id
	TP/oneM2M/CSE/DMRSEC/ACP/RET/02801

	Test objective
	Check that the IUT successfully returns the privileges of the ORIGINATOR on the TARGET_RESOURCE_ADDRESS when the RETRIEVE request contains Result Content set to permissions	Comment by Muhammad Rehan Abbasi: Reference: rcn:permissions from SDS-2020-0350R03-TS-0001-permissions_result_content_value_R4

	Reference
	TS-0001 [1], clause 8.1.2, TS-0004 [2], clause 6.3.4.2.7, clause 7.5.2

	Config Id
	CF01

	Parent Release
	Release 4

	PICS Selection
	PICS_CSE

	Initial conditions
	with {
     the IUT being in the "initial state"
     and the IUT having registered the AE as ORIGINATOR
     and the IUT having resource at TARGET_RESOURCE_ADDRESS
     and AE having the privileges to perform the RETRIEVE operation on
          TARGET_RESOURCE_ADDRESS
     and AE having  the privileges privileges to perform the RETRIEVE operation on
          selfPrivileges attribute of the <accessControlPolicy> resources mentioned in accessControlPolicyIDs attribute of TARGET_RESOURCE_ADDRESS
}

	Expected behaviour
	Test events
	Direction

	
	when {
     the IUT receives a valid RETRIEVE Request containing 
          To set to TARGET_RESOURCE_ADDRESS and
          From set to AE_ID and
          no Content and
[bookmark: _GoBack]          Result Content set to 12 (permissions)
}
	IUT  AE

	
	then {
     the IUT sends a valid Response containing 
          Response Status Code set to 2000 (OK) and
          Content containing
               permissions containing
                    representation of access control privileges
}
	IUT  AE













TP/oneM2M/CSE/SEC/ACPDMR/RET/02902
	TP Id
	TP/oneM2M/CSE/SEC/ACPDMR/RET/02902

	Test objective
	Check that the IUT rejects a RETRIEVE request from the AE containing Result Content set to permissions when AE has no RETRIEVE privileges on the selfPrivileges attribute of <accessControlPolicy> resources associated with the TARGET_RESOURCE_ADDRESS resource

	Reference
	TS-0001 [1], clause 8.1.2, TS-0004 [2], clause 6.3.4.2.7

	Config Id
	CF01

	Parent Release
	Release 4

	PICS Selection
	PICS_CSE

	Initial conditions
	with {
     the IUT being in the "initial state"
     and the IUT having registered the AE as ORIGINATOR
     and the IUT having resource at TARGET_RESOURCE_ADDRESS
     and AE having the privileges to perform the RETRIEVE operation on
          TARGET_RESOURCE_ADDRESS
     and AE not having the privileges to perform the RETRIEVE operation on
          selfPrivileges attribute of <accessControlPolicy> resources mentioned in accessControlPolicyIDs attribute of TARGET_RESOURCE_ADDRESS
}

	Expected behaviour
	Test events
	Direction

	
	when {
     the IUT receives a valid RETRIEVE Request containing 
          To set to TARGET_RESOURCE_ADDRESS and
          From set to AE_ID and
          no Content and
          Result Content set to 12 (permissions)
}
	IUT  AE

	
	then {
     the IUT sends a valid Response containing 
          Response Status Code set to 4130 (ORIGINATOR_HAS_NO_PRIVILEGE)	Comment by Muhammad Rehan Abbasi: Error code regarding this scenario is not explicitly mentioned in the documents.
Create an issue indicating that clause 7.3.3.15 of TS-0004 should be updated to include procedures for rcn:12.
}
	IUT  AE







-----------------------End of change 2---------------------------------------------
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