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1. [bookmark: _Toc300919384][bookmark: _Toc103066681]
Scope
The present document …
EXAMPLE:	The present document provides the necessary adaptions to the endorsed document.
The Scope shall not contain requirements.
2. [bookmark: _Toc300919385][bookmark: _Toc103066682]References
The following text block applies. 
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
2.1. [bookmark: _Toc300919386][bookmark: _Toc103066683]Normative references
As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.
2.2. [bookmark: _Toc300919387][bookmark: _Toc103066684]Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]	oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
3. [bookmark: _Toc300919388][bookmark: _Toc103066685]Definitions, symbols and abbreviations
Delete from the above heading the word(s) which is/are not applicable.
3.1. [bookmark: _Toc300919389][bookmark: _Toc103066686]Definitions
Clause numbering depends on applicability.
A definition shall not take the form of, or contain, a requirement. 
The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 
The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:
Definition format
<defined term>: <definition>
If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>
example 1: text used to clarify abstract rules by applying them literally
NOTE:	This may contain additional information.
3.2. [bookmark: _Toc300919390][bookmark: _Toc103066687]Symbols
Clause numbering depends on applicability.
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
Symbol format
<symbol>	<Explanation>
<2nd symbol>	<2nd Explanation>
<3rd symbol>	<3rd Explanation>
3.3. [bookmark: _Toc300919391][bookmark: _Toc103066688]Abbreviations
Abbreviations should be ordered alphabetically.
Clause numbering depends on applicability.
For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
Abbreviation format
<ABBREVIATION1>	<Explanation>
<ABBREVIATION2>	<Explanation>
<ABBREVIATION3>	<Explanation>
[bookmark: _Toc300919392]
4. [bookmark: _Toc103066689]4	Conventions
The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5. [bookmark: _Ref102849795][bookmark: _Toc103066690]Overview of oneM2M Interworking with 3GPP
5.1. [bookmark: _Toc103066691]Introduction
The oneM2M Service Layer can operate over a variety of underlying network connections.  The API’s that are exposed by the oneM2M Service Layer allow working with many types of devices and treating different devices as if they are all the same. A oneM2M service layer supports interworking with non-oneM2M devices (OCF, LWM2M, zigbee, etc.),  management of the devices, grouping of devices, access controls for the device data and other capabilities. This guide focuses on describing a oneM2M based Cellular IoT Deployment and the API’s for applications to interface to those cellular devices through a oneM2M Service Layer. The use case scenarios described in this guide focus on features the oneM2M service layer will map to the 3GPP SCEF/NEF interfaces for IoT devices.

[image: ]
Figure 5.1‑1: oneM2M support of IoT devices

Figure 1
oneM2M Release 3 includes additional support for interworking to underlying 3GPP network services. The new services available support devices located in remote areas where low power and long battery life is necessary.
[image: ]
Figure 5.1‑2: oneM2M support of 3GPP network based cellular IoT devices 2
There are more features in both oneM2M and the 3GPP SCEF beyond what is described above. This developer’s guide describes how a cellular based IoT system that utilizes the oneM2M 3GPP Interworking capabilities could be deployed. The procedures described can be applied to a variety of use cases such as electrical meters, water meters, traffic light systems, parking meters or street lighting systems. The oneM2M 3GPP Interworking procedures described below show how to support device deployment and low-power/long battery life communications.
The scenario used to highlight the oneM2M 3GPP Interworking capabilities depicts an application such as a management console that is used to provision and monitor a group of Cellular IoT devices. The devices use 3GPP core networks for all or part of their communications to the IoT Application Server. 
[image: ]
Figure 5.1‑33: Smart Traffic Light Use Case
5.2. [bookmark: _Ref524328112][bookmark: _Toc103066692]UE Provisioning and Deployment
When new UE based devices are deployed they can be provisioned remotely using the 3GPP identifier assigned by the core network service provider. Using oneM2M APIs, a remote device can be provisioned with a designated registrar CSE as needed. Additionally, a device can be remotely reconfigured and managed.

[image: ]
Figure 5.2‑14: CIoT device provisioning
The cellular device in this example is a oneM2M AE that needs to be configured with information regarding which CSE to register to. The “owner” of the device can provision the cellular device through the oneM2M CSE. The oneM2M CSE will use a 3GPP SCEF API to send a trigger request to the target cellular device. When the cellular device receives the trigger request from the core network, it will initiate a oneM2M registration to the specified oneM2M CSE. Once the cellular device is registered, the application server will be notified.
1) 	The infrastructure application (IN-AE) enrols a device by specifying the UE device using its 3GPP identifiers and providing the CSE Registration information in a oneM2M <triggerRequest> resource that is sent to an infrastructure node (IN-CSE).
2) 	The infrastructure node (IN-CSE) will send a message to the 3GPP SCEF interface to trigger the AE or CSE hosted on the UE specified by the 3GPP identifier.
3) 	The AE receives the 3GPP trigger message from the UE and extracts the Registration information. 
4) The AE/CSE sends a registration request to the oneM2M Service Layer.
5) 	The oneM2M Service Layer notifies the infrastructure application that the device is registered.
In clause XX the specific messages are described in further detail.
We are used to cellular devices today having location services such as GPS included on the device. But a cellular IoT device can further extend the life of its battery by not including a GPS receiver which requires time to track multiple satellites. In the case of a cellular IoT device with no onboard location features, 3GPP has made a location monitoring API available through the SCEF interface. A oneM2M application can access the location of a device and be notified of changes.

[image: ]
Figure 5.2‑25: Location Monitoring

An important characteristic of cellular IoT devices is that they are generally in remote locations or otherwise in locations where physical access to the device is difficult to the extent that it is desirable to minimize the need for physical access as much as possible. This implies that the device may be unattended which can expose the cellular IoT device to tampering. In addition to the monitoring of the physical location of the device it is also possible to monitor physical access or tampering with the device’s SIM card. A oneM2M CSE can receive notifications that a cellular device’s SIM card has changed which could indicate that communications from that device may be compromised causing the CSE to return an error when messages are sent to that device.
[image: ]
Figure 5.2‑36: Device tampering
5.3. [bookmark: _Toc103066657][bookmark: _Toc103066693]
5.4. EDITOR’S NOTE – A figure showing remote deployment over a core network is needed
5.5. triggering
5.6. [bookmark: _Toc103066696]UE Long-Life Operations
An AE or CSE hosted on a UE can meet the needs of many different types of use cases. The UE can run in an “always connected mode” that allows the AE or CSE to always be available or reachable from the IN-CSE. The UE can also run in an “connect when needed” mode where the device reachability can be scheduled by the IN-CSE, resulting in much lower power consumption and longer lifetime of a battery supply. The oneM2M APIs of the IN-CSE can be used to configure the UE to operate in the mode that best meets the requirements of the application while minimizing the power consumption of the device. By specifying a communication schedule and requirements for the reachability of the device the oneM2M CSE and the 3GPP core network can determine PSM/eDRX settings that will maximize the battery life of the device.
[image: ]
Figure 5.3‑17: Battery Life Management
5.7. [bookmark: _Toc103066697]UE Message Handling 
When a cellular IoT device is in a power saving mode that makes it unavailable to receive messages the oneM2M CSE can store messages targeted to that device until the device becomes available. A device can be configured to come out of low power modes to check for message indications from the core network, but not need to reestablish a connection to communicate with the CSE, further optimizing the battery life and core network usage. Since the CSE is aware of the sleep schedule of the device, it can send a message to trigger the device to restablish communications with the CSE, for example to get pending notifications or other requests. This results in minimizing communications from the device unless there are messages pending.
[image: ]
[bookmark: _Ref104802452]Figure 5.4‑18: Message Delivery for cellular devices
In a related manner, a cellular device can be configured with communication policies that can be dynamically changed based on network utilization or congestion.  For example, a policy for low congestion periods can allow for the cellular device to communicate each hour if there are messages ready to be sent.  However if the core network becomes congested the device may be given a new policy that configures it to send messages every two hours.

[image: ]
Figure 5.4‑29: Communication Policies

6. [bookmark: _Toc103066698]Use Case
This developer’s guide describes how a cellular based IoT system that utilizes the oneM2M 3GPP Interworking capabilities could be deployed. The procedures described can be applied to a variety of use cases such as electrical meters, water meters, traffic light systems, parking meters or street lighting systems. The oneM2M 3GPP Interworking procedures described below show how to support device deployment and low-power/long battery life communications.
The scenario used to highlight the oneM2M 3GPP interworking capabilities depicts an application such as a management console that is used to provision and monitor a group of Cellular IoT devices (some may be NB-IoT devices). The devices use 3GPP core networks for all or part of their communications to the IoT Application Server. It should be noted that it is generally not a good idea for a cellular device to have a server that is “always” reachable, such as a http server.  So in this guide the cellular device will create a polling channel to retrieve notifications. CoAP is a good option for communication when non-IP Data Delivery, NIDD, is available in the 3GPP Core Network. Since NIDD is not available at the time of writing this example will use HTTP as the client on the cellular IoT device.

[image: ]

[bookmark: _Ref99897905]Figure 5.4‑110: Smart Traffic Light Use Case

The cellular IoT device can be implemented with an AE or CSE on the device. Some use cases mentioned in clause 5 require a AN-CSE on the cellular IoT device, such as the message handling using CMDH policies. This use case will demonstrate scenarios that are sufficient for an AE on the cellular IoT device. The cloud application controlling and monitoring the cellular IoT device is also an AE. The IN-CSE must be located at a publically accessible IP address when using IP based protocols so that the cellular device can communicate with it.

[image: ]
Figure 5.4‑211: oneM2M Architecture
Using this architecture, clause 7 will demonstrate provisioning a cellular IoT device, device triggering to “force” a device to perform an action and configuring its communication schedule.
7. [bookmark: _Ref102849884][bookmark: _Toc103066699]oneM2M interworking with 3GPP devices architecture
7.1. [bookmark: _Toc103066700]Introduction
The oneM2M service layer CSE can use several interfaces exposed by the 3GPP Core Network, shown in Figure 7‑112Figure 11. Some of the features that oneM2M exposes from the 3GPP core network are described in clause Error! Reference source not found.5.1. The API’s and call flows made available by 3GPP core networks are abstracted into procedures that are exposed using oneM2M resources. This makes configuring and communicating with the cellular devices easier for an application developer. 


[image: ]
[bookmark: _Ref524327955]Figure 7.1‑112: Interfaces exposed by a 3GPP Core Network

Figure 7‑2 Figure 13 shows the components that are developed by the application service provider and/or device provider. The management console is a oneM2M IN-AE that communicates with the devices through the oneM2M Service Layer connected the 3GPP Core Network. Each of these Cellular IoT devices host either a oneM2M AE(ADN) or CSE(ASN) that performs application-specific logic. If there is a ASN-CSE on the cellular device there are many more features made available to the device developer and the end-to-end system in general. This developer guide will focus on the Client application communicating with the Cellular IoT device and will not need to distinguish between an AE or CSE running on the Cellular IoT device other than describing the behavior and resulting primitives that are sent to the IN-CSE from the cellular IoT device.

[image: ]
[bookmark: _Ref104802149][bookmark: _Ref99899105]Figure 7.1‑213: IoT Deployment with oneM2M



7.2. [bookmark: _Toc103066701]Provisioning of UEs
Configuring oneM2M AEs or CSEs to communicate with a Registrar CSE requires either pre-configuration or device management in most deployments. However, using the triggering capabilities exposed by the 3GPP core network, the oneM2M IN-CSE can support remote configuration of those oneM2M entities hosted on a UE device. In the use case described in Figure 5‑8 Figure 10 the management console communicates with the devices through the oneM2M Service Layer, an IN-CSE, connected to the 3GPP Core Network. Each of these cellular IoT devices need to be provisioned to communicate back to the same IN-CSE.
[image: Graphical user interface

Description automatically generated][image: ]
[bookmark: _Ref104802562][bookmark: _Ref102753475][bookmark: _Ref103056821]Figure 7.2‑114: Call Flow for Cellular Device provisioning
The call flow shown in Figure 7.2‑1 Figure 14 assumes that the IN-CSE is connected to a SCEF or NEF component in the same CN core network as the cellular IoT device. The IN-AEclient application will send a oneM2M <triggerRequest> message to provision the AE hosted on the UE device and cause it to register to the IN-CSE. 


5 -> update POA and other important attributes. Also create <node>
The call flows to provision a oneM2M entity depicted in Figure 7‑3Figure 7‑314 are described as follows:
1 IN-CSE establishes connection to 3GPP Core Network via SCEF interface (exact procedure is out of scope and service provider specific)
2 IN-AE registers to the IN-CSE 
3 A cellular device is turned on and attaches to the core network (call flows use 3GPP signalling and are out of scope)	
4 The infrastructure application (IN-AE) creates a <triggerRequest> resource on an infrastructure node (IN-CSE), specifying the UE device using its 3GPP identifiers. 

The IN-CSE processes the <triggerRequest> resource and sends messages to the 3GPP Core Network SCEF. The specific messages sent are outside the scope of this developer guide, but are described further in TS-0026. 
The 3GPP Core Network will deliver the 3GPP trigger information to the entity on the UE device. The message details of the 3GPP Core Network are out of scope of this documents.
The 3GPP Core Network sends messages to the IN-CSE that indicate the status of the trigger delivery. The IN-CSE updates the triggerStatus attribute of the <triggerRequest> resource.  The IN-AE could subscribe to the <triggerRequest> resource to receive notifications of the status.
5  The entity on the UE device performs the registration request to the IN-CSE.

7.3. [bookmark: _Toc103066702]Call Flow xDevice Schedule and Power Savings
For cellular IoT devices many deployments assume devices that will be low power and battery operated with battery life expectations potentially measured in years. This is achieved by having the device operate in power saving mode which means that the device will not be communicating with the oneM2M CSE often. This could be a remote sensor that collects measurements during the day and then transmits them in bulk one time per day. A client application may not be aware of the limited communication schedule and send requests to the cellular device while it is in power savings mode. When this occurs in a oneM2M deployment, the IN-CSE is able to check whether the device is able to receive a message, and if not then store the message until the device is able to receive the message.  This is shown in 

[image: ]
[bookmark: _Ref104840460]Figure 7.3‑1: Call Flow for message handling when a device is in sleep mode
The call flow depicted in Figure 7.3‑1 are described as follows:
1 IN-CSE establishes connection to 3GPP Core Network via SCEF interface (exact procedure is out of scope and service provider specific)
2 IN-AE registers to the IN-CSE 
3 A cellular device is turned on and attaches to the core network (call flows use 3GPP signalling and are out of scope)	
4 The entity on the UE device performs the registration request to the IN-CSE.
5 The IN-CSE subscribes to receive notifications from the 3GPP Core Network when the registered cellular device enters or exits power savings mode.
The UE enters a power savings mode to conserve battery life. 
6 3GPP Core network sends a notification to the IN-CSE that the device has entered power saving mode.
A client application issues a request to the UE.
7 The infrastructure application (IN-AE) retrieves a resource from the UE hosted ASN-CSE, through a request sent to the IN-CSE, targeting the ASN-CSE
The IN-CSE checks the reachability of the ASN-CSE and determines that it is not reachable. The IN-CSE stores the request. 
The UE exits power savings mode to communicate with the IN-CSE.
8 3GPP Core network sends a notification to the IN-CSE that the device has exited power saving mode.
9 The IN-CSE retargets the stored messages to the ASN-CSE, when the ASN-CSE processes normally and sends responses.
10 The IN-CSE then sends the responses from the UE to the client application.

7.4. [bookmark: _Toc103066703]Device Triggering
[image: ]
[bookmark: _Ref104841508]Figure 7.4‑1: Call Flow for Cellular Device triggering
The call flow shown in Figure 7.4‑1 assumes that the IN-CSE is connected to a SCEF component in the same core network as the cellular IoT device. The client application will send a oneM2M <triggerRequest> message to trigger the AE hosted on the UE device and cause it to initiate the long polling procedure:
1 IN-CSE establishes connection to 3GPP Core Network via SCEF interface (exact procedure is out of scope and service provider specific)
2 IN-AE registers to the IN-CSE 
3 A cellular device is turned on and attaches to the core network (call flows use 3GPP signalling and are out of scope)	
4 The entity on the UE device performs the registration request to the IN-CSE.
The low power cellular device is generally not able to receive direct requests, such as http requests, and therefore uses the oneM2M long polling procedure to get notifications from the IN-CSE. The cellular device can use power saving modes or simply not communicate with the IN-CSE until a scheduled time according to the application specific needs.
However, if the client application needs to reconfigure the communication schedule of the UE then it can issue a request to force the AE hosted on the UE to begin a long polling request procedure immediately.
5 The infrastructure application (IN-AE) creates a <triggerRequest> resource on an infrastructure node (IN-CSE), specifying the UE device using its 3GPP identifiers and the long polling procedure that should be executed.
The IN-CSE processes the <triggerRequest> resource and sends messages to the 3GPP Core Network SCEF. The specific messages sent are outside the scope of this developer guide, but are described further in TS-0026. 
The 3GPP Core Network will deliver the 3GPP trigger information to the entity on the UE device. The message details of the 3GPP Core Network are out of scope of this documents.
The 3GPP Core Network sends messages to the IN-CSE that indicate the status of the trigger delivery. The IN-CSE updates the triggerStatus attribute of the <triggerRequest> resource.  The IN-AE could subscribe to the <triggerRequest> resource to receive notifications of the status.
6  The entity on the UE device performs the lon g polling request to the IN-CSE.

8. [bookmark: _Toc486319369][bookmark: _Toc103066704]Implementation
<Text> Describe the detail implementation procedure of the specified use case.


[bookmark: _Toc300919394][bookmark: _Toc103066705]Proforma copyright release text block
This text box shall immediately follow after the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.
Notwithstanding the provisions of the copyright clause related to the text of the present document, oneM2M grants that users of the present document may freely reproduce the <proformatype> proforma in this {clause|annex} so that it can be used for its intended purposes and may further publish the completed <proformatype>.
<PAGE BREAK>
[bookmark: _Toc300919395][bookmark: _Toc103066706]Annexes
Each annex shall start on a new page (insert a page break between annexes A and B, annexes B and C, etc.).
Use the Heading 9 style for the title and the Normal style for the text.
Annex <A>:
Title of annex (style H9)
<Text>
<PAGE BREAK>
[bookmark: _Toc300919400][bookmark: _Toc103066707]History
This clause shall be the last one in the document and list the main phases (all additional information will be removed at the publication stage).
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