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Mission

oneM2M is working to unify the Global
M2M Community, by enabling the

federation and interoperability of M2M
systems, across multiple networks and
topologies
By O. Elloumi



ETSI vs. oneM2M Bz

By O. Elloumi

oneM2M architecture IS NOT an extension of ETSI M2M

Current oneM2M architecture USE SIMILAR, to ETSI M2M, architecture
style : RESTFull, but oneM2M adopts full HATEOAS (Hypermedia as the
Engine of Application State) principles, no mandated resource structure

However, other Service Oriented approaches ARE NOT EXCLUDED, in
particular for componentization of the service layer.

oneM2M leverages underlying network capabilities: triggering, location,
charging. While ETSI M2M assumes an IP capable network.

Extended capability set include: delivery handling, device triggering,
location, Role based access control, M2M service subscription, etc.

Protocol binding include MQTT (in addition to HTTP and CoAP)

However an ETSI M2M platform could easily be upgraded to become
oneM2M compliant. Interworking is also possible.
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Security

ETSI TC M2M only addressed the security needs of M2M Service
Providers: Protection of the M2M service infrastructure only

Yet the purpose of an M2M Service Platform is to provide services
to M2M Applications: Why not “Security as a Service"?

« The goal in oneM2M is to leverage on security capabilities present in the M2M
infrastructure (Service Layer or Underlying Network) to provide Security
Services for M2M applications

Some oneM2M Security Services:
* Credentials deployments and management
» Secure connection establishment and management
* Authorization and Access Control, supporting roles and context attributes

oneM2M Security Solutions:
« Support of Symmetric (Pre-Shared Keys) and Asymmetric (PKI) credentials

« Support of static trust scenarios, based on pre-provisioned credentials
» Support of dynamic configurations, involving a Centralized Key Distribution
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Contents

Mapping of 3GPP GBA terminology

General Mutual Authentication Mechanism

Security protocols associated to specific SE technologies

UICC Security framework to support oneM2M services (normative)

Precisions for the UICC framework to support M2M Services

mmonNnwmp

Acquisition of Location Information for Location based Access
Control (normative)

G. Access Control Decision Request
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References [ch.2]

e Normative references

 oneM2M TS-0001 "oneM2M Architecture"

» Open Mobile API specification V2.0.2

e GP TEE Client API

e oneM2M TS-0004 “oneM2M Core Protocol” @| 4374 (O =0 IETF 224)

e Informative references

« oneM2M Drafting Rules

» oneM2M-TR-0004 Definitions and abbreviations

« oneM2M TR-0008, Security Analysis Technical Report
» oneM2M TS-0011 Definitions and Acronyms 2| 1171
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Abbreviations [ch.3] e

« Kc  M2M Secure Connection Key

« Ke  Enrolment Key

« Km Master Credential

« Kom pre-provisioned credential for Master Credential provisioning
« Kpsa pre-provisioned credential for M2M SAE

« Ks temporary Key material referred to in GBA

e Ks_(ext/int) NAF

 Derived key in GBA_ME or Derived key in GBA_U which remains on UICC
e Ks..NAF Abbreviation of Ks_(int/ext) NAF

» Ks_NAF Derived key in the ME

o Ks_ext_NAF Derived key in GBA_U sent to the ME

» Ks_int_NAF  Derived key in GBA_U which remains on UICC



Security Architecture [Ch.5.1]

 Security Function layer

» A set of security functions
« Exposed at reference point Mca and Mcc
 Classified into six categories

 Security Environment Abstraction

layer

 Various security capabilities

» To do the operation related to the SE by
invoking from Security function layer

» Physical access through the SE
e Protection Level
* 0: No protection
e 1: Passive attackZt Bt X|
e 2: Remote attack 2, local SW attack 2=
e 3: Local HW attack E=

» Secure Environment layer
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Securiry Services ) o
—————————— Security APH{Mcea, Mcc) (not specified in the present document)- —_———— - —
Security Functions Layer
Identification - Identity Security Sensitive Data Security
and Authorization Munagement Associution Hundling Admimistration
Authentication e nE

Secure Environment Abstruction Laver (nol specified m the present document)

Secure Environments Layer

|

Secure Enviromment n

Sensitive Data

Sensitive Functions

» To provide various security services over one or multiple secure environments

e Sensitive data & sensitive functions
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Security Architecture [Ch.5.1] e

* Six categories of Security Function Layer

» Identification & Authentication

« Identification: the process of checking if the identity provided for authentication is
valid

« Authentication: the process of validating if the identity supplied in the identification
step is associated with a trustworthy credential

e Authorization

» The authorization function is responsible for authorizing services and data access to
authenticated entities according to provisioned access control policies and assigned
roles

» e.g., Access Control List (ACL), Role Based Access Control (RBAC)

» Access control policy is defined as sets of conditions that define whether entities
should be permitted access to a protected resource

» Authorization evaluation process is based on the Service Subscription resource
« After mutual authentication between the originator CSE or AE and hosting CSE

10
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Security Architecture [Ch.5.2] e

 Identity Management

« oneM2M identifiers is treated as sensitive data that are accessible to AEs or CSEs and
used independently of Authentication or Authorization functions.

« Identity protection
 Security Association
» Secure Connection via secure session establishment
« Secure Connection via object security
* Sensitive Data Handling
 Sensitive Functions in AEs/CSEs: cryptographic operations, bootstrapping methods, etc.
« Secure Storage in AEs/CSEs through the Security API
« Security Administration
 Security pre-provisioning
» Remote security administration of SE
 Trust Enabler security functions

» Two security functionalities within the infrastructure doamin
e M2M Enrolment Function (MEF)

« M2M Authentication Function (MAF)
11



Integration [ch. 5.3]

* Integration within overall oneM2M architecture
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e This document addresses the security over Mcc and Mca in hop-by hop

scenario

Field Domain

AE

Mca

Mcc

Infrastructure Domain

AE

CSE

—— Mcn

NSE

CSE

=T~ Mcn

NSE

MAF
MEF
GBA BSF

To Infrastructure
Domain of other
Service Provider

12
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Integration [ch. 5.3]

* Integration within overall oneM2M architecture

A Nlliil;,:ion vizvi ML l Wiz
psr:ervice Application Application | User
service service
By ASP/User By ASP/User ~—
M2M M2M T
System Application
(solutions) Service Service Service Service service
logic | logic logic logic |
M2M common se-rvices
// 1 1 \
Vo CSE ||| CSE || CSE | CSE B Gy
Sohlllu;Ii\jl)n M2M Service Infrastructure
. (e.g., MAF, MEF, BSF)
Device Network layer (NSE)

13



Security services and Interactions s
[ch. 6]

 High level sequence of events
A.

Enrolment phase

M2M equipments typically require provisioning and configuration phases before
being put in actual operation.

* by a pre-provisioning in the manufacturing phase, or by means of a security bootstrapping
procedure (i.e. remote security provisioning)

Provisioning and configuration requires selection of the stakeholder (e.g., the M2M
Service Provider)

This Enrolment phase requires contractual agreements between the stakeholders.
Enrolment phase may occur several times during the lifecycle of an M2M equipment

Remote Security Provisioning Frameworks (RSPF)

* Provisioned Symmetric Enrolee Key RSPF: A symmetric key for the mutual authentication
between the Enrolee and M2M Enrolment Function(MEF)

* Certificate-Based RSPF: Private signing keys and Certificates with the Public Verification Key
« GBA-based RSPF: 3GPP or 3GPP2 symmetric keys

14



Security services and Interactions s
[ch. 6]

* Entities involved in Remote Security Provisioning in Fig. 6.1.2.1-1

Field Domain | UN-SP Domain | 3rd Party Domain M2M-SP

| | or M2M-SP | Infrastructure
I I Infrastructure I Domain
: : Domain :
| | |
| | |
| |
| |
| |
| |
| |
| |
| |
| |

|

|

N M2M
Entity |~ AR '~<_ | Entity
< >
A Vool T--i‘_t‘_"_ ___________ I RREREEE - B
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Security services and Interactions s
[ch. 6]

 High level sequence of events

B. Operational phase
1. M2M Service Access

AEs and CSEs need to be mutually identified and authenticated with the M2M Service
Infrastructure, in order to provide protection from unauthorized access and DoS attacks.

This mutual authentication enables to provide encryption and integrity protection for the
exchange of messages across a single Mca, Mcc or Mcc' reference point.

Reference points in Security association establishment (SAE) procedure
» SAE between a field domain AE or CSE, respectively, and an IN-CSE is mandatory.

» SAE between IN-CSE and IN-CSE is mandatory.

» SAE between AE and the CSE in the field domain is strongly recommended.

Authentication mechanisms for SAE in clause 8.2.1

* Provisioned M2M Secure Connection Key SAEF: A symmetric key

 Certificate-Based SAEF: private signing keys and Certificates with Public Verification Key

« M2M Authentication Function (MAF) SAEF: the centralized key distribution server is MAF hosted either by a 3rd party
service provider or by the M2M-SP itself. Using a symmetric key

« GBA-Based SAEF: the centralized key distribution server is a Bootstrap Server Function (BSF) of the 3GPP Generic
Bootstrap Architecture (GBA) hosted by the Underlying Network Service Provider. 3GPP or 3GPP2 symmetric keys are
used to authenticate Field Domain entities.

2. Authorization to access M2M resources
e Access control

16



Security services and Interactions

[ch. 6]
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* Entities involved in Security Association Establishment in Figure

6.1.2.2-1

Field Domain

BSF

UN-SP Domain | 3rd Party Domain | M2M-SP
I or M2M-SP I Infrastructure
: Infrastructure : Domain
| Domain |
| |
| |
| |
el I MAF I
| |
| |
|

GBA and MAS Based SAEF

PMSCK and Certificate-Based SAEF

M2M
Entity

17



Security services and Interactions s
[ch. 6.2]

A high level Overview of the authorization architecture in Figure 6.2.2-1

* Policy Enforcement Point (PEP): making access control decision request
 Policy Decision Point (PDP): Evaluation for access request
 Policy Retrieval Point (PRP): Applicable authorization policies

 Policy Information Point (PIP): Attributes for evaluating authorization policies
» Release 1 does not support separation of PRP and PIP on different CSE from PDP.

Trust Relationship

&Making access
canfrol decision

Requester Hoating Entity FEF POP PRF PIP
Palic
e | RS | pp e : : : : | |
boesy AT ||:Muma| aumarumalmnl | | : |
Requester Point — = : | ! |
[PE‘F] ,]I 3:Decision request | : :
| | 4:Policy request | I
| |
= = 1 1 | | 1 |
Decision Decision | B ooy responsa |
Il.'E n l'l, N i | | H:Attribute request |
ques E3Panse | , o
| |
|
|
|
|

Policy | Pobey Request | pojy | Attribute Request | pyligy
Retrieval + Drecision I [nlormation

Foint p Dot g Point
(FRP) Policy Response (PDP) Atribute Response (PIP)

| 8-Dacision rasponsa
|

|

|

10:Enforcing acocass I
control decision :
|

|

|

11:Access response |
|
|
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Authorization (ch.7)

e Access control mechanism

» Attribute based access control (ABAC)
 Relation between Resource Instances and Access Control Policies in fig.7.1.1-1
* privileges: 0| 2| AAE EHZESHE 2|AAS0A 8L AE9
. ieFIfPriviIeges: <accesscontrolPolicy> 2| AA XA HE&|= "access control rule” &
=

List of IDs in
accessControlPolicylD
attribute of Resource 1

Resource_1 Example:

ACP set = (ACP_1, ACP_2)
assigned to Resource_1

Resource_2
Each ACP includes one

privileges and one
selfPrivileges attribute.

Resource_3

privileges and selfPrivileges
attributes include a set of
access control rules (defined in
Section 7.3)

Instances of
accessControlPolicy
resources (ACP)

Resource_N

19



Authorization (ch.7)

e Access control
mechanism

 Logic to evaluate
privileges in fig. 7.1.5-1
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Apo|ojafol 34

acrs ={acr(1), acr(2), ..., acr(k), ..., acr(K) }
r A \
acr(k) = {acr(k)_accessControlOriginators, acr(k)_accessControlOperations, acr(k)_accessControlContexts}

s

Set of originator parameters. Examples:
{CSE-ID1, AE-ID1, AE-ID2}
{all}

Set of allowed operations. Examples:
{Create, Retrieve, Update, Delete, Discover, Notify}
{Retrieve, Discover, Notify}

Set (list) of M_k context constraints (number of elements M_k can be different
for each acr(k)):
{acr(k)_accessControlContext(k, 1), ...

acr(k)_accessControlConte7<, m), ...

Set of time windows defined by start and end time
Example:
{daily 04:30 — 06:00, 11:30 — 12:30, 22:15 — 00:30
Set of location regions defined by list of objects
representing geographical regions
Example:
{geoRegionl, geoRegion2, geoRegion3}

Set of IP addresses or address blocks
Example (IPv4):
{212.75.201.105, 88.77.0.0/16, 116.27.123.0/24}

20



Security framework (ch.8)
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» The security frameworks

e Direct Security Frameworks
» the Symmetric Key Direct Security Framework

each pair of entities that need to authenticate each other has to be provisioned with its own
shared symmetric key

o the Certificate-Based Direct Security Frameworks

Public Key Certificate Flavours: Raw public key certificate, device certificate, CSE-ID certificate,
AE-ID certificate, FQDN certificate (in MEF/MAF)

Path validation and certificate status verification
Credential configuration for certificate-based security frameworks
 Entity’s private signing key, entity’s certificate (chain), CSE-ID certificate & AE-ID certificate

Information needed for certificate authentication of another entity
* A public key identifier, a globally unique identifier (e.gl, OID or URI or FQDN) and trust ancho certificate

Certificate verification

« Centralized Security Frameworks
» the GBA (Generic Bootstrapping Architecture) Framework

* RSPF vs. SAEF

21



Remote Security provisioning e
framework (ch. 8.3)

* The purpose of RSPF

 Security Bootstrap Frameworks enable the provisioning of a symmetric key
shared between two entities

e Either a CSE/AE and a M2M Authentication Function (MAF) or two CSEs/Aes

» Usage of provisioned symmetric key
* Provisioned Symmetric Key SAEF
* Kpsa, KpsalD
* MAF-based Symmetric Key SAEF
e Km, KmId

e Overview on RSPF

 Security bootstrap framework: Centralized RSPF

* Pre-provisioned symmetric enrolee key RSPF
o Certificate-based RSPF
» GBA-based RSPF

22



Remote Security provisioning e
framework (ch. 8.3.2.1)

* Pre-Provisioned
Symmetric Key
RSPF in fig.
8.3.2.1-1

M2M Enrolment

Function

Enrolment Target

{MAF, Enroles B)

| Enroiment Target is already
| configured with its identity

|

|

|

|

|

|

I |

Bootstrap Enrolment Handshake : :

| ATLS PSK or TLS DHE PSK ciphersuite.is used | |
TLS psk_identity (s set to Krphd , TLS psk is sel to Krp |
(DJLS hondshoke indlcates Key Export Is required, as per RFC 5705 I
|~ T T T T T T T T T T T T T T T T T T T T T T e T T 1 ,
| Enrolee generates MIC for session information using Krp, MEF verifies MIC using Krp | |
| MEF generates MIC for session information using Krp, Enrolee verifies MIC using Krp | I
| I \
|

|

|

|

|

|

| 1
I Enrolment Key Generation
e
Ir. Export Ke ond LocalKeld from [D)TLS = Export Ke and Localkeld from [D)TLS Sl'.':-.'u'l'.:"l-‘l
| Session secrets as per RFC 5705 Il secrels af per REC 5705 1
| Generate Keld from LocalKeld ond MEF-URI || » Generate Keld from LocalKeld ond MEF-URI
\*  Stores Ke & Keld Il  Stores Ke & Keld
A — ——— — e Sl —————— ———————————
I Integration to Association Security Handshake

— Keld } }
' e Ked |——

| 1
( Derive KmyKpsa from Ke and Enrolee Target 1D ::l (: Derive KmfKpsa from Ke and Enrolee Target 1D :]
I

A

T
| | Km/Kpsa, Enrolee's assigned

1

1

:“ AMutwal Authenticotion CSE-ID or AE-ID
g Set Kmid/ Kpsald = Keld ) ( Set Kmid/ Kpsald = Keld P !
Key —{[parameter]| -+ Communication of [parameters] < 00l suthentication

[parameter] Internal peneration of [parameters) 2 3




Remote Security provisioning
framework (ch. 8.3.2.2)

e Certificate-Based RSPF
in fig. 8.3.2.2-1

Enralment Tar

[IAF, Enrx

—— k=
| Bootstrap Credential l.'.onﬂ;watjl_nn : e
e e dFQET &8
I earoles Private ey, Enralee Certificate & | | MEF Private Key, MEF Certificate & N | aieady |
I fa) Chai, ) | Chain Il | configured |
— ] ———
- - 1 with it |
T T -
| fdantity |
| Bootstrap Instruction Configuration - -
|————ll———————————— — o - I
Enralment Target identifier, MEF URY, MEF's 1 Enrodee-ID, Enraiment Torget identifier, |
: Certificate information 1 | & Enrolee’s Certificate fnformation I
_______________ e
| | |
I I |
| Bootstrap Enrolment Handshake |
| {OITLS handshoke indicates Key Expart Is | |
| required, as per AFC 5705 ] |
=  Enrolee sends Enrolew Cert& (o] Chain I
o MEF sends MEF Cert & Chain |
|
irlrﬂ.'r-,‘-ﬂ MEF Cert conforms to MEF certiflcate N werifies thut CertEnroles agrees wy' |
Unsfn Il Enroiees certificate information | |
S e |
| Within the TLS Hoadshake, i |
|= Envales sigas session iformartion wsing Earalee Private Key, WEF verifiss that | |
1 sigaature using pubiic kep In Enrales Certifica e, | |
1" MEF signs sessian infarmation wsing MEF Privete Key, Eorplae verifias that signature | |
1 wsing pubiic key ir MEF Certificate. | I
1 | 1
I Enrclment Key Generation | I
_———d e e e = —— L I
s Export Ke and Relativekald from 'ir- Export Ke and Relativeleld from i 1
| L% Spssion secrots as por ~ET0E | 5 Sescion Sedrals ac par T
| DITLE 5 RFC &M% |I D¥TLS & RAFC5TO5S 1
| = Farm EglD fram MEF FOQDN and I'= Fares KebD frors IMEF FODN ard | I
I RelativeHalll /! RelativeHelD I N
| * Stores Ke & KelD ;l - Store: Ke & KelD J I
e —— e
- | t
I Integration to Association Security Handshake I
Keld ; } =
| | ked |
( Berive Km{Kpsa from Ke and ) Derive KmJKpsa from Ke and I
Enralment Target Identity Enrolmant Target (dentity |
|
: |—| Hmﬂ(p:, Enroles-1D, H
Mutuail Authenticetian
i
Set Kmid/Kpsald = Keld Sot KmidfKpsald = Keld
ey [parameter] Communication of |paramaters] g ) authenticatian
Internal generation of [parameters)
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Remote Security provisioning
framework (ch. 8.3.2.3)

« GBA-Based RSPF
in fig. 8.3.2.3-1

M2 Enrodment
Fumction J B5F

Bootstrap Credential Configuration J'_

Enralment Tangret

[MAF, Enroles-B)

|
[Enrolment Target is already |
| configured with its identity |

I
|
[
| Enralment Target 1D ] | Enroles’s GUSS ] [
——— == - i
| 1 |
t T |
I Bootstrap Enrolment Handshake 1 I
| === - | |
| Gt tiootstrapping | | |
R —. i | |
i L™
k E | |
s, B-TIDD ¥s, BT '
(2 ) (50 ) i
[ I
T I
Enrolment Key Generation I I
| I
P |
Ke = K5 |
Keld = 8-TiD |
| I
| 1 |
T ] T
| Integration to Assoclation Security Handshake |
I ] [ |
—| KelD
' I I KelD 1
|
Derve KmfKpsa (HAF-koy| from Ke and )( Derive Km/Epsa [NAF kay) from Ke and ) |
Enrolment Target-1D Enr:ulrnant Target-1D |
I I Formy K, LS5 [inc. I
I Mutunl Authenbication f Enrolee- 10} A
d i -
{ set Kmid/Kpsald = Ketd ) ('_ Set Kmid/Kpsald = Keld } 1
- |

ey [parameter] Communicaticn of |sarameters) - B 1utual zuthentieation
|parameter] Internal generation of [parameters|
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Security Association Establishment s
Frameworks(ch. 8.2)

* In the present document, security associations are restricted to
single hop on Mcc, Mcc’ or Mca reference point.

« The oneM2M system supports the following Security Association
Establishment Frameworks:

 Direct Security Association Establishment Frameworks:
* Provisioned M2M Secure Connection Key Security Association Establishment
o Certificate-Based Security Association Establishment
 Centralized Security Association Establishment Frameworks
» GBA based Security Association Establishment
 M2M Authentication Function (MAF)-based Security Association Establishment.

* Procedural aspects of the SAEF
 Credential Configuration
» Association Configuration

» Association Security Handshake
» Central Key Distribution Server Handshake

26



Security Association Establishment s
Frameworks (ch. 8.2.2)

e Direct SAEF

+ Provisioned T

Symmetric Key SAEF

_____________E_____'

8 is alreody configured with IdB |

° I e A _
U S I n g t h e P re :— Kpsa & Kpsald aore provisioned to RegistA and Regsitd using one of: |
Provisioned Secure . « Pre-provisioning or |

. I L Remote Provisioning Fromework |
Connection Key e H—
SAEF in fig. 8.2.2.1-1 LA configued with 43 o be cssocitedwith Kpsad ({8 confiqured it i o be associiedwith Kpsod

e e -

Ir 1dB is rssocicoted w Security Contexts i | 1da is gssociated wi Security Contexts I

| authenticated using Kpsa | l guthenticoted using Kpso I

R e e e e e e e e e e S S | ________________ P -
Association Cunﬁguratinn

Association Security Handshake: (D)TLS Handshake

Mot mesded dn this Security Association Estabiishment Framewark

I I
| A initiates TLS with Busing o TLS PSK or TLS_DHE PSK ciphersuite. |
| TLS psk_identity 1s set to Kpsald I
I TLS psk pararmieter (s 5ot to Kpsa |

| . A generates MIC for session information using Kpse, 8 verifies MIC vsing Kpsa. [
| . B generates MIC for session information wusing Kpsa, A verifles MIC using Kpsa. |




Security Association Establishment s
Frameworks (ch. 8.2.2)

 Direct SAEF — —

| credential Configuration i

L e Jd_
g C e rt | fl Ca te - B a S e d I-.r-'l is pre-pravisioned w' A's PrivateKeyd, and 4°s | | 8is pre-provisioned w/ B's PrivateKeyA, ond B's Cert, & Bl
! Cert, & optional Chain. I | eptiohal Chain. I
SA E F I If A's Cert is o CSE-ID ar AEID Cert, then A s olsa | 1 IFB% Cert js o CSE-I0 Cert, then A {5 also pre-provisioned |
| Pre-provisianed with IdA. I | with a8,

 Using the Certificate- T e |
Based SAEF in fig. :

8.2.2.2-1

—_—
T Association Configuration J'_

ot
A's configured with IdB,and B's certificate 1 . . 5 B . I
: inf on i : B configured with idA, and A's certificate information :
I_m____._e;;;_._;_______ll _______________________ !
| Is associoted wy Securlty Contexts L ) _ |
| quehenticated by a Certificate matching 8% ] I?mj assnﬂamd_w_,."ﬁil:unty n'_'-::urm:w!::f authmh;a!ﬂby o |
) certificote i , ] ertificate contalning A's certificate information |
[ [— e Al o e e |

. ar . |

1 Association Security Handshake: (D)TLS Handshake ,

Not needed in this Security Associgtion Estoblishment Framework

| A and B authenticate each other using certificates |
| - - e e e s e
| = Asends A's Cert & fo) Chafn |
\ = Bsends B's Cert& (o] Chain :
e _::::::::::::::‘T:::::::\
Ir A verifies that B's Cert & fo) Chaln matches B | : B verifies that 4's Cert& (o) Chain matches A's certificate I
lcerrﬂ‘kure infarmation I information I
- CI---------------_-_----_-------j-zz--=—r-

= Asigns session information using A's Private Key, B verifies thot signoture using public key in A's Cert.
' B sigrs session Information using B's Private Key, A verlfies that sighature using public key in B's Cert.

C e =
er ossociotes this securty context wy’ idB I rS mesociotes this security context wy idA i 28




Security Association Establishment
Frameworks (ch. 8.2.3)

e Centralized SAEF

« MAF-Based
Symmetric Key SAEF

» Using the MAF-Based
Symmetric Key SAEF
in fig. 8.2.3.1-1

ETRI Creative Opinion

Apo|ojafol 34

Pan A.s.sm:latlun: {:onﬁguratlnn
| r'.l". MhF FQDN, Km I{mld |
| 0 MAE: Km, KmiD, 1dA ]

: IdB I

s e e e e e - - ! [

T T I
1 Association Establishment Parameters 1 _

T e e e e e e e ! :

rxl configured with id8 I | MAF configured with 1aB |
I::::l:::::::::::::::__I ::::::::::::::::'::::
I IdB s assocloted wy Security Contexts authenticoted : : B with identity IdB is issued o Ko generated from
I by o MAF using Kc generated from Km and IdB i Km and |dB I
e e o r——-

PSK-TLS handshake [
The “psk_identity"parameter is set o the volue of the Master Credential identifier Kmid, [
|

'.' & “nak” porometer (s set o the value of the Moster Credentiol Km
.................................... I
I - HI-

1
K'ilrkc Kcid, IdA I_—I

.

[parameter]

[parameter]

5y Communication of [parameters] - = autual authentication

Internal generation of [parameters|
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Security Association Establishment &
Frameworks (ch. 8.2.3)

» Centralized SAEF [ e | | oo | “

I
Credential Configuration '
______________________________ JE
® G BA - B a S e d SA E F : | Credentials are configured as described in 3GPP :
* Using the GBA-Based , E— S— |
. . Entity B is olready configured with IdB |
e — -
SAEF in fig. 8.2.3.2-1 | ! |
1 Association Configuration I
| A configured with idA | i J_— = =1 [ BSF is configured with |
londtas _ _ _ _ _ | y B configured with IdA _y | idA’s GUSS :
. : e
I | [
I Association Security Handshake: [IDITLS Handshake :
| Initiation I |
L e N |
(e | l
L7| SorverHalio _:n J |
- 1 |
1 |
Centralized Key Distribution Sejver Handshake :
: GBA Bootstropping phase : :
_________ — —
| (s, 8-1i0 )
|
| I
Derives NAF-spacific | |
Key(s) | |
Kt = NAF specific key ——— = | II
= Jletkeytocharge ——— o
I :{—lWAT'—!';.mTr;fE' g Ry = 7 4 |
I I | Lifetime, LSSy _ _ _ _ _ !
|
| |
i_I ChangeCipherspecFinished I
|

[parameter] Communication of [parameters] P sl authentication

Internal generation of [parameters) 30



IoT/M2M 7 & XIE |3t oneM2M E=7|= M|O|L}

Thank you

R2) 72 ZAFY o

EE=PN B S
Ol Y _ pjs@etri.re.kr
A2  042-860-6514

—
_.—=—"-
e—_— —
—
— =

b
)
L
-

[
|

u’
!

ETRI Creative Opinion

Apo|nj2yoiF A

31



	oneM2M Security �Solutions�oneM2M-TS-0003-Security-Solutions-V-2014-08
	슬라이드 번호 2
	슬라이드 번호 3
	슬라이드 번호 4
	Contents
	Contents
	References [ch.2]
	Abbreviations [ch.3]
	Security Architecture [Ch.5.1]
	Security Architecture [Ch.5.1]
	Security Architecture [Ch.5.2]
	Integration [ch. 5.3]
	Integration [ch. 5.3]
	Security services and Interactions [ch. 6]
	Security services and Interactions [ch. 6]
	Security services and Interactions [ch. 6]
	Security services and Interactions [ch. 6]
	Security services and Interactions [ch. 6.2]
	Authorization (ch.7)
	Authorization (ch.7)
	Security framework (ch.8)
	Remote Security provisioning framework (ch. 8.3)
	Remote Security provisioning framework (ch. 8.3.2.1)
	Remote Security provisioning framework (ch. 8.3.2.2)
	Remote Security provisioning framework (ch. 8.3.2.3)
	Security Association Establishment Frameworks(ch. 8.2)
	Security Association Establishment Frameworks (ch. 8.2.2)
	Security Association Establishment Frameworks (ch. 8.2.2)
	Security Association Establishment Frameworks (ch. 8.2.3)
	Security Association Establishment Frameworks (ch. 8.2.3)
	Thank you

