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1.0 Title
Use cases for public building and surveillance energy management system based on M2M
1.1 Description 
This deliverable provides an overview of smart grid service based M2M. 
This deliverable specifies the M2M smart grid use case for energy management system for public buildings and surveillance.
This information is as follows:
· General requirements : Business support services for energy management, service planning, service expansion, and technical support measures
·  Functional Requirements : Device domain, network domains, service domain functional requirements and energy management capabilities requirements
· Security requirements : Authentication, secure data transmission, integrity and prevent misuse or abuse, Privacy
1.2 Source
· KT, from  ETSI TR 102 689 V1.1.1
· KT, from  ETSI TR 102 935 V0.1.3
1.3  Actors 

· Public buildings and facilities manager : Management and control of energy usage
· Telecommunications operator : Provider of the access network (Wire/Wireless)
· Application Service Provider: Provides building and surveillance energy management system application for the user through the M2M system
1.4 Pre-conditions
The energy information consumption and gathering
Information transfer local or remote management system using wire/wireless communication technology.
Provide service functions of the energy statistics, analysis, management, control.
1.5 Triggers
None 
1.6 Normal Flow
M2M-based smart grid services are composed of three areas for public buildings and surveillance energy management. Each area consists of device, network, and service domains.
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The device domain is composed of sensors, devices, and gateway.
Device domain is similar to ETSI TS 102 689, "M2M High Level System". And BACnet, Modbus, DNP, PLC, Zigbee technology standards that apply.
Transfer measurement information to the management system using communication technology in the domain network.
Composed of mobile networks and wired networks, such as LAN, WAN, CDMA, WCDMA, LTE, etc.

Alone or combination, can be configured according to the situation of the scene. 
Provide a variety of statistical and analysis information, such as energy savings by processing the information that is sent from the service domain.

Device management, control, and events provided for the management and monitoring system. 

Provision of information for the linking services, administrators, and related agencies.

Provide real-time messages and status information services.

1.7 Post-conditions
Energy measurement service scenarios are as follows:
· Indoor temperature/humidity measured at approximately 1.2m and Temperature/humidity is a weighted average.
·  Indoor temperature / humidity measurement cycles and storage time should be set.
· CO2 measurement cycle and the store should be able to set the time.
· Power Company provides information and actual measurement information collected by synchronizing power.
· Energy usage analysis is based on the cumulative amount of power.
· Should be able to set the power output cycle
· Should be able to set the flow measurement period setting and the storage period.
M2M service scenario is as follows:
· M2M applications, M2M devices, or to support communications between the M2M Gateway.
· Support a variety of wired and wireless networks (WCDMA, Wi-Fi, LTE, etc.). 
· Support for sending commands to control devices/gateways. 
· Packet security, encryption algorithm, VPN, appropriate security measures should be taken.
· Devices and the gateway must be accessible to the naming.
Energy management services scenario is as follows:
· Group, buildings, Zone-specific real-time energy monitoring information.
· Provide real-time or cumulative carbon emission information.
· Real-time monitoring provides power, piping, equipment, etc.
· Provides statistical information, energy usage, reduce, accumulation.
· Amount of peak energy usage alarms, alarm, and control history information.
· Use trends, periodic rates and usage, compared to usage, area-specific usage statistics information.
· Building, control equipment, instrumentation, communications equipment, facilities, and management information.
· Targets, usage, events, schedules, and information services operating.
· User information, connection history, manipulating history.
· Building, district, facility code, drawing management capabilities.
1.8 High Level Illustration

M2M-based public buildings and facilities energy management services divided into General requirements and functional requirements.
General requirements defined business support, service planning, service expansion, and technical support requirements.
Functional requirements define the service requirements in each domain.
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General requirements are as follows:
· M2M services platform rental business and service provider business.
· A third-party leasing business service using telecommunication infrastructure.
· Provide personalized service for customers and consumers with Open API or SDK.
· Build for customer-oriented service system and infrastructure projects.
· Provide energy analysis and power control services using BEMS service.
· Determine the energy-optimal control policy and provide operational information.
· Scalable architecture system of hardware and software components.
· Ensuring the system scalability and performance due to the increasing amount of data.
· Modular and upgradeable platform units, and ease of maintenance.
Functional requirements are divided as follows:
· Device domain requirements.
· Network domain requirements.
· Service domain requirements.
Device domain requirements are as follows:
· Command transfer function should support for device/gateway control.
· Send and receive messages, check the error message, message transformation, and message routing functions should be supported.
· Device/gateway status monitoring and management functions shall be provided.
· Device/gateway configuration and management functions shall be provided.
· Device/gateway performance monitoring, control, management functions shall be provided.
· Send and receive message traffic detect, control, management functions shall be provided with device/gateway.
· Failure of the device/gateway monitoring, control and management functions shall be provided.
· Group basis managed functions shall be provided.
· Device/gateway session connection functions shall be provided.
· Shall provide capabilities for remote maintenance and upgrade (OTA).
· Shall provide the ability to store and manage log.
Requirements of the network domain are as follows:
· Support for wired and wireless networks (WCDMA, Wi-Fi, LTE, etc.)
· Support wake-up function and control commands, the transfer of information, the reset command transmission for the device access.
· Always-On device should support in the Bi-directional communication environment.
· Provide the same time send a message to a particular group, or all devices/gateway.
· Supports various communication protocols between the platform and the device.
· Flexible structure of the domestic and international standard protocol.
· Real-time wireless network management should be available.
· Shall support the ability to retransmit the message (for QOS).
· Sleep mode of communication with M2M device.
· Support Annie-cast, unicast, multicast and broadcast.
· Support network access scheduling and message transmission scheduling.
· Select the optimized message communication path.
The requirements of the service domain are divided as follows:
· General Service requirements.
· Energy management services requirements.
General Services Requirements in the service domain are as follows:
· Provide user profile information management capabilities.
· Provide service registration, delete, and version management functions.
· Provide register, service, modification, or termination functions.
· Provide service usage, billing information management functions.
· Provide fault detection and fault history management functions.
· Provide redundant ways for real-time energy information.
· Provide access rights of the service user and administrator functions.
· Notify to the operator that the history of disability services and platforms.
· Provide SMS/MMS notification messages via transfer functions.
· API shall provide status monitoring, and management capabilities.
· Enable or disable the M2M service functions.
· Provide a method that can reduce the large amounts of data traffic.
Energy management services requirements in the service domain are as follows:
· Public buildings and facilities management: Building management, device management, Weighing / instrument management, sensor management.
· Energy Information Administration: Goal management, energy usage management, real-time event management.
· User Management: User management, access history information, and manipulate the history information.
· Indoor air conditioning: Temperature control, occupancy control, demand control, automatic seasonal transition.
· Air Conditioner: Schedule control, optimum start-stop, nighttime cooling/heating, variable setting.
· Power: Maximum load limit.
· Lighting: schedule, motion detection, illumination control, blind control.
· Real-time monitoring: Group monitoring, building monitoring, Zone monitoring, real-time data analysis, weather data (daily/weekly).
· Carbon Emissions: carbon emissions.
· Energy usage information: Energy usage, weather, energy-saving, time-phased usage.
· Energy Efficiency Information: Energy use trends, building comparisons, price verification, usage, energy consulting.
· Energy performance indicators: Standards/performance indicators converted, Carbon emissions performance indicators, Energy Baseline, Maximum power demand performance indicators, Energy demand and maximum demand forecasts indicators.
Requirements for security and other services are as follows:
· Certification:
· Support mutual authentication between network domain and M2M Device/Gateway.
· Support one-way authentication from network domain to M2M Device/Gateway.
· Data transfer security: 
· Packet security its own protocol.
· Encryption algorithm support (WEP, WAP, AES 128, etc.)
· Support asymmetric key encryption algorithm (SEED, ARIA, etc.)
· Security through a VPN
· Data integrity and prevent misuse:
· Does not allow unauthorized access devices and gateways.
· Unauthorized access countermeasures.
· Save log records unauthorized access.
· Provide countermeasures for denial-of-service attacks.
· Provide for the protection of personal privacy.
1.9 Other Requirements
· Device and gateway of naming, identifying, and addressing.
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