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1
Scope

The scope of the present document is to define a common understanding of what the subjects are that oneM2M is working on. To achieve this, descriptions of roles of stakeholders in M2M systems and the focus areas of work to be undertaken in oneM2M are collected and a set of codidate terms for a common vocabulary to be used in other documents is derived.
2
References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

Not applicable.

2.2
Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
 [i.1]
oneM2M TR 0004: "Definitions and Acronyms".

3
Symbols, Abbreviations  and Acronyms
Editor’s note: This Clause needs to be updated in line with changes in the TR template as a result of the agreement on drafting rules that were not finalized at the time when this draft was produced.

3.1
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

3.3
Acronyms

For the purposes of the present document, the following acronyms apply:

<ACRONYM1>
<Explanation>

<ACRONYM2>
<Explanation>

<ACRONYM3>
<Explanation>

4
Conventions, 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Introduction
Note: by necessity, this introduction (Clause 5) of the present document includes terminology that is not clearly defined. The terminology used in this introduction should not be considered as defined for usage in other documents unless clearly defined in later Clauses. This terminology is assumed to be sufficiently well understood for the purpose of explaining the purpose of the present document.
5.1
Purpose
The field of “M2M communication” incorporates industry stakeholders from a wide variety of backgrounds – perhaps wider than any other organization that has attempted to generate common specifications. 

Discussion in such a diverse group is challenging for many reasons.

•
Differing terminology

•
Use of overloaded terminology such as “application”, “service”, “transport”.

•
Differing assumptions about the roles of industry stakeholders and relationships between these stakeholders

•
Differing assumptions about what technical areas oneM2M will focus on. This point is perhaps the most important, since progress on technical specifications will be very difficult until an agreement on these focus areas is achieved.

The goals of the present document include an introduction of high-level descriptions of roles of stakeholder and relationships and the focus areas for technical work in oneM2M. Based on these high-level descriptions, a set of candidates for vocabulary terms is derived in a consistent manner. These vocabulary terms will be useful in expressing requirements and/or other oneM2M specifications. The present document will allow the reader to better understand why certain vocabulary terms have been defined in the agreed way. The high-level descriptions of roles and focus areas as well as the explanations in the derivation of the vocabulary terms provide a rationale that the reader may want to look up at a later stage when some of the derived vocabulary terms are reffered to in other documents. So one of the main goals of the present document – beside the descriptions of roles and focus areas as well as the actual derivation of a consistent set of vocabulary terms – is the documentation of the rationale for those definitions. 
5.2
Structure of the TR
Clause 6 of the present document contains a high-level description of the industry stakeholder roles in the field of M2M communications and the focus areas that oneM2M is working on. This Clause 6 – by necessity similar as explained in the leading note of this introduction – is not based on a consistent set of well defined vocabulary terms, since those terms will be derived based on the descriptions contained in Clause 6.
Clause 7 contains the actual set of derived vocabulary terms that serve as candidates for being used in other documents. 

Clause 8 gives examples how the derived vocabulary terms would map to entities in practical use cases or deployments.
Annex A summarizes the derived vocabulary terms by listing them in alphabetical order. 
5.3
Relationship with other documents
Since the derived vocabulary candidates in Clause 7 / Annex A are only candidates for use in other oneM2M documents, there is a need to select and agree which subset of these candidates is needed to express requirements and/or other normative specifications in oneM2M. For that reason, a subset of the derived candidates for vocabulary terms is collected in a separate Technical Report titled ‘Definitions and Acronyms’ [i.1] which can be used by reference in other normative documents of oneM2M.
6
High-Level Descriptions of Roles and Focus Areas
6.1
Assumptions

Due to the objective to start with a high-level description of roles and focus areas before arriving at an agreeable set of vocabulary candidates, it is necessary to use some terms in the descriptions without having defined them clearly. Therefore in this Clause 6, some terms will be used to explain what the possible roles are and what focus areas oneM2M is working on even though they may only be defined in a more precise manner later on in Clause 5 or may not be defined at all if a common understanding can be assumed. 

6.2
Roles of Stakeholders
In order to establish a common understanding of the entities interacting in a M2M system from a oneM2M perspective and what their possible roles are, this sub-clause provides a high-level description. The provided descriptions are not pre-empting the derivation of   precise definitions further-below in Clause 7 of this document. The oneM2M scope statement is setting out from some layering of an M2M system as expressed for instance by the following excerpts taken from the oneM2M scope statement:

“…

· Use cases and requirements for a common set of Service Layer capabilities;

· Service Layer aspects with high level and detailed service architecture, in light of an access independent view of end-to-end services;

…

· Common use cases, terminal/module aspects, including Service Layer interfaces/APIs between:

· Application and Service Layers;

·  Service Layer and communication functions

“

Therefore is seems appropriate to stick with a high-level layering of the  in line with the oneM2M scope statement. As a consequence a simple layered model as depicted below is used in the context of describing stakeholders and roles.

	M2M Application Layer

	M2M Service Layer

	Underlying Network Layer


Figure 1. High-level layered model. 

In this layered view of an M2M system some potential stakeholders would play together. Please note that the following list is NOT intended as precise definitions of stakeholders and their roles, but rather serves the purpose of establishing an easy to understand description. Stakeholders playing any of the stakeholder roles in an M2M System are entities that can be held responsible for their actions (e.g. they can be sued).Also note that a single stakeholder in an M2M system could play, at the same time, multiple of the roles described below:

· A M2M Application Service Subscriber in an M2M system is a role of a stakeholder that is interested to use communication and management means provided by the M2M Application Layer to achieve one or more of the following 

· Influencing events external to the system (for example, sending an instruction to an actuator to switch something external to the communication system on or off);

· Getting informed about events external to the system (for example, receiving a reading from a sensor external to the communication system);

· Influencing the operation of a component of the M2M system (for example, sending a set of configuration parameters to a particular component);

· Getting informed about the operation of a component of the M2M system (for example, receiving an error log or performance report from a particular component).

· An M2M Application Service Provider is a role of a stakeholder that provides the functions in the Application Layer as a service to one or more M2M Application Service Subscribers. The functions residing inside the M2M Application Layer can be very specific to the M2M Application Service Subscriber’s needs. Those functions will serve as the means that allow the M2M Application Service Subscriber to interact with the external events mentioned above and process that information based on the business needs of theM2M Application Service Subscriber. For instance, the M2M Application Layer functions could contain all the logic to monitor a certain type of external machine assets including evaluation of sensor data and generation of commands for actuators.

· An M2M Service Subscriber is a role of a stakeholder in the M2M System that is interested to use communication and management means provided by the M2M Service Layer. Note that, by using the M2M  Service Layer, the M2M Service Subscriber is enabled to provide M2M Application Services to other stakeholders (in this case the M2M Service Subscriber is also an M2M Application Service Provider). However, a stakeholder playing the role of an M2M Service Subscriber could also play other roles in an M2M System at the same time.

· An M2M Service Provider is a role of a stakeholder that provides the functions in the M2M Service Layer to one or more M2M Service Subscriber. Those functions are communication and management functions that should be useful for one or more industry segments, and could be used by a number of different M2M Service Subscribers. The main goal for that set of functions is to allow efficient and easy to use communications between the different components in the M2M Application Layer and to enable management of the operation of the components in the M2M System. For instance, the functions provided by the M2M Service Provider could allow for an easy and efficient access to data generated by a number of sensors connected to devices located in several distributed machine assets that need to be monitored so that some remote applications could process that information in order to check the correct functioning of these machine assets and then generate some alarms in case of an error. 

· An Underlying Network Service Subscriber is a role of a stakeholder that is interested to use communications services for data transport and other capabilities of an underlying network. 
· An Underlying Network Service Provider is a role of a stakeholder that provides communications services for data transport and exposes other capabilities of an underlying network to an M2M Service Provider. 

It is important to note that the precise boundary between the layers depicted in Figure 1, and as a consequence the precise responsibility of the respective stakeholders, need to be very flexible in order to allow for various valid business models. For instance it is possible that a single stakeholder plays the role of an Underlying Network Service Provider and a M2M Service Provider at the same time. 
6.2.1
Roles related to M2M services

6.2.1.1
Roles related to security of M2M services
When considering M2M services, different roles with separate business implications can be differentiated:

· A main role deals with the routing of application data between nodes of the M2M systems, including discovery of device data and distribution to interested entities. The focus here is to handle the dissemination of M2M data from data source (e.g. sensors) to data consumers (e.g. actuator od data analytics service) to support the needs of M2M  applications. This role typically only assumes that the applications trust the stakeholder for the dissemination of M2M data, and does not imply that the stakeholder assumes  liability in case of leakage or corruption of critical information, as such information may be secured at the source by the application. 

· Another role requires trust from application actors and bears potential liability when confidentiality, integrity or availability of information becomes compromised: It is in charge of ensuring the confidentiality of information and managing access to it. This includes authenticating the entities involved in a data transaction and handling authorization for data access, e.g. by delivering a group key to a data source to encrypt its data flow and securely distributing the proper decryption key to authorized entities. 

Though by default the term “M2M Service Provider” refers to a stakeholder dealing with all aspects of M2M services, typically encompassing both of the above roles, there are scenarios that will benefit from distinction between the routing and trust based roles. In such cases, the term “M2M exchange service provider” will be used to refer specifically to the first role, while the second role will be referred to as “M2M trust enabler”. For example, in terms of authorization for data access, the above role split enables the distinction between policy decision points and policy enforcement points: The M2M trust enabler is in charge of the decisions while the M2M exchange service provider is in charge of their enforcement. 

6.3
Focus Areas
6.3.1
General Areas of Interest

The goals of the M2M Service Layer is to facilitate interactions amongst components in the M2M System that allow the Users of an M2M System or other stakeholders to 

· control and monitor events external to the M2M System (e.g. reading of sensor data or influencing the state of an actuator), as well as

· manage the operation of components inside the M2M system


In order to be able to control or monitor events external to the M2M System, there need to be equipment in place that can translate between such events and an informational representation (e.g. sensors or actuators). This equipment is conceptually located at the ‘edge’ of an M2M System to the real world.

In order to achieve these goals, the M2M Service Layer as defined by oneM2M will expose a set of commonly useful functions across a number of different use cases grouped into capabilities to be consumed by entities on top a the M2M Service Layer (e.g. by an Application Service Provider).

In this context ‘facilitating’ means to expose easy to use functions that allow for resource efficient use of communications networks and their capabilities without burdening consumers of those Service Layer functions to have expert knowledge on the underlying technologies.

The focus in oneM2M specifications will be on defining which capabilities such a Service Layer should provide. Without trying to be exhaustive, a few examples for such functionality are:

· Communication means that allow for requesting information which represents events or status of sources external to the M2M Communication System (e.g. reading of sensor data, checking status of actuators etc)

· Communication means to influence events and/or status of entities external to the M2M Communication System (e.g. sending commands to an actuator, setting the content of some external source etc.)

· Communication means to indicate which events (external to the M2M Communication System or internal) are of interest to a User and to get notified about events of interest to a User of the M2M Communication System

· Managing and controlling access to the above mentioned communication means to authorized Users of the M2M Communication System

· Providing means to control and monitor how the M2M Communication System components operate (e.g. device management, provisioning of policies for using communication means etc)

· Means to make more efficient use of communication resources e.g. by storing and forwarding communication requests at a later time or by aggregating data to be communicated over some period of time etc.

· Providing communication means that satisfy the security and privacy needs of Users of the M2M Communication System


This list of functionality examples in an M2M Service Layer should help the reader to understand the need for defining a framework of consistent vocabulary terms first, before clear requirements and functions to meet those requirements can be specified. 

A specific deployment of an M2M Service Layer may not cover all capabilities that oneM2M is specifying. It is important to realize that while oneM2M is specifying commonly needed functions for an M2M Service Layer, the stakeholder that provide and use a oneM2M compatible M2M Service Layer will be able to flexibly decide which capabilities are supported in a particular deployment.
7
Derivation of Vocabulary Candidates

7.1
General Vocabulary Candidates

7.1.1
Meaning and usage of the term “Privacy”

Privacy is defined by one SDO as “The right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed." It has a much wider and evolving meaning often used in politics & regulation, with different meanings in different countries. The remainder of this clause summarises several aspects of “Privacy”, and provides guidelines regarding the term’s usage in TRs and TSs.

7.1.1.1
Meaning of the term “Privacy”

Privacy is a broad term, which has both technical and non-technical aspects. For example, legislation (non-technical) may define what information is considered “sensitive” and how it should be managed, which is translated into technical aspects of how a system is to handle data marked as “sensitive”. The following list summarises these aspects, it is not prioritised or all-inclusive but serves to provide appreciation of the broad meaning of “privacy”:

· Data classification (personally identifying, sensitive e.g. health, financial, religious, etc.)

· Granularity minimisation (age e.g. underage/overage vs. birthdate, location e.g. region vs. exact latitude/longitude, etc.)

· Data ownership (of raw data, aggregated data, anonymised data, etc.)

· Management of data owner’s rights (consent/withdrawal methods, specification, creation, inheritance, permission duration, policies, etc.)

· Data Management (encryption, authentication, deletion e.g. right to be forgotten, etc.)

· Confidentiality (basic control over disclosure may be extended with permitted purpose(s), duration(s) for each prospective user of data, etc.)

· Anonymity (generally of data-but may include network traffic, unlinkable identifiers, pseudo anonymity, etc.)

· Unobservability (A user may use a resource or service without others, especially third parties, being able to observe that the resource or service is being used.)
7.1.1.2
Usage of the term “Privacy”

Careful consideration should be given to the term used in a given context. When a broad term is needed, “privacy” may be used in a TR or TS. However, “privacy” should not be used as a synonym for more specific technical terms. Where appropriate the use of a more specific technical term is preferred.
7.2
Service Layer Vocabulary Candidates

8
Examples

Proforma copyright release text block

This text box shall immediately follow after the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.

Notwithstanding the provisions of the copyright clause related to the text of the present document, oneM2M grants that users of the present document may freely reproduce the <proformatype> proforma in this {clause|annex} so that it can be used for its intended purposes and may further publish the completed <proformatype>.

Annex A:
Alphabetical List of Vocabulary Candidates
<Text>

History

This clause shall be the last one in the document and list the main phases (all additional information will be removed at the publication stage).
	Publication history

	V.1.1.1
	<dd Mmm yyyy>
	<Milestone>

	
	
	

	
	
	

	
	
	

	
	
	


	Draft history (to be removed on publication)

	V.0.0.1
	05-04-2013
	oneM2M-REQ-2013-0211R01 – Agreed skeleton of this TR at TP#3

	V0.0.2
	05-04-2013
	oneM2M-REQ-2013-0140R01 – Agreed contribution durung electronig meeting

	V0.0.3
	10-17-2013
	Adopted new oneM2M TR Template format

oneM2M-REQ-2013-0212R02 – Agreed contribution during REQ session in TP 4
oneM2M-REQ-2013-0214R02 – Agreed contribution during REQ session in TP 4
oneM2M-REQ-2013-0417R01 – Agreed contribution during REQ session in TP 7

	
	
	

	
	
	



© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TTA, TTC)
Page 11 of 13
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2M Partners Type 1.

