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1
Scope

Editor’s Note:  From oneM2M-WI-0008-Protocol-TR-V1_0.DOC (2013-06-20)
The present document will: 

· Analyze the protocols, with consideration of security aspects (in cooperation with WG4 - Security) and data models (in cooperation with WG5 - Management, Abstraction & Semantics) widely considered for use within oneM2M's target industry segments

· Create a list of those protocols with which oneM2M could encapsulate and/or interoperate

Noting that: Widely used protocol mappings may be candidates for oneM2M work; 
Industry or application-specific protocol mappings to oneM2M may be done by external organizations
2
References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

Not applicable.

2.2
Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
[i.2]
oneM2M TS-0002
oneM2M Requirements 

[i.3]
MQTT v3.1 specifications 
IBM / Oaisis <Verify reference> 

[i.4]
draft-ietf-core-coap-18 Constrained Application Protocol
IETF

[i.5]
TIA-4940-020, Smart Device Communications Protocol Aspects 
TIA TR-50

[i.n]


3
Definitions, symbols, abbreviations  and acronyms
Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

<defined term>: <definition>

<defined term>[N]: <definition>
3.2
Abbreviations

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

3.3
Acronyms

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Acronym format

<ACRONYM1>
<Explanation>

<ACRONYM2>
<Explanation>

<ACRONYM3>
<Explanation>

4
Conventions, 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
M2M Related Protocols Overview
Editor’s Note: For convenience, protocols are categorized into the groups below, these will include application, service layer and other middleware, and transport layer protocols.This clause provides a brief overview of protocol groups and will be completed as a result of the progress on the later clauses.
5.1
M2M-specific Protocols
<Text>

5.2
General Protocols used for M2M
<Text>
5.3
Legacy Protocols

Editor’s Note: e.g. industrial control protocols
<Text>
5.4
Security-specific Protocols

<Text>

5.5
Management-specific Protocols

<Text>

5.6
Other

Editor’s Note: Middleware, Syntaxes, Libraries, and Operating Systems 
<Text>
6
Industry Utilization of Protocols
Editor’s Note:  Summary of protocols used by Key Industry Segments, including where (within protocol stack and geographically) and how (profile) they are used.
<Text>

6.1
Agriculture
<Text>

6.2
Energy

<Text>

6.3
Enterprise

<Text>

6.4
Finance

<Text>

6.5
Healthcare

<Text>

6.6
Industrial

<Text>

6.7
Public Services

<Text>

6.8
Residential

<Text>

6.9
Retail

<Text>

6.10
Transportation

<Text>

7
Analysis of Protocols

Editor’s Note:  Analysis of Protocols relevant to oneM2M including: category, status (current release, under development), trending (increasing, flat, decreasing), support of oneM2M requirements, architectural style, intended purpose, security aspects, and data model
7.1
CoAP - Constrained Application Protocol
The following clauses describe the Constrained Application Protocol CoAP. [i.4]
7.1.1
Background
The IETF Constrained RESTful environments (CORE) Working Group has done the major standardization work for this protocol. In order to make the protocol suitable to IoT and M2M applications, various new functionalities have been added. The protocol has completed IETF last call and is in the final stages of processing for Internet Standards documents.

CoAP is particularly targeted for small low power sensors, switches, valves and similar components that need to be controlled or supervised remotely, through standard Internet networks. CoAP is an application layer protocol that is intended for use in resource-constrained internet devices, such as wireless sensory network (NSN) nodes.

CoAP is designed to easily translate to HTTP for simplified integration with the web, while also meeting specialized requirements such as multicast support, very low overhead, and simplicity.  Multicast, low overhead, and simplicity are extremely important for M2M devices, which tend to be deeply embedded and have much less memory and power supply than traditional internet devices have.

CoAP can run on most devices that support UDP or a UDP analogue.
7.1.2
Status
Editor’s Note: To be completed

7.1.3
Category and Architectural Style
The Constrained Application Protocol (CoAP) is a specialized web transfer protocol for use with constrained nodes and constrained (e.g., low-power, lossy) networks. The nodes often have 8-bit microcontrollers with small amounts of ROM and RAM, while constrained networks such as 6LoWPAN often have high packet error rates and a typical throughput of 10s of kbit/s. The protocol is designed for machine-to-machine (M2M) applications such as smart energy and building automation. CoAP provides a request/response interaction model between application endpoints, supports built-in discovery of services and resources, and includes key concepts of the Web such as URIs and Internet media types. CoAP is designed to easily interface with HTTP for integration with the Web while meeting specialized requirements such as multicast support, very low overhead and simplicity for constrained environments.

The use of web services (web APIs) on the Internet has become ubiquitous in most applications, and depends on the fundamental Representational State Transfer [REST] architecture of the web. The Constrained RESTful Environments (CoRE) work aims at realizing the REST architecture in a suitable form for the most constrained nodes (e.g. 8-bit microcontrollers with limited RAM and ROM) and networks (e.g. 6LoWPAN, [RFC4944]). Constrained networks such as 6LoWPAN support the fragmentation of IPv6 packets into small link- layer frames, however incurring significant reduction in packet delivery probability. One design goal of CoAP has been to keep message overhead small, thus limiting the need for fragmentation. 

One of the main goals of CoAP is to design a generic web protocol for the special requirements of this constrained environment, especially considering energy, building automation and other machine-to-machine (M2M) applications. The goal of CoAP is not to blindly compress HTTP [RFC2616], but rather to realize a subset of REST common with HTTP but optimized for M2M applications. Although CoAP could be used for refashioning simple HTTP interfaces into a more compact protocol, it more importantly also offers features for M2M such as built-in discovery, multicast support and asynchronous message exchanges.

The protocol supports the caching of responses in order to efficiently fulfil requests. Simple caching is enabled using freshness and validity information carried with CoAP responses. A cache could be located in an endpoint or an intermediary.

Proxying is useful in constrained networks for several reasons, including network traffic limiting, to improve performance, to access resources of sleeping devices or for security reasons. The proxying of requests on behalf of another CoAP endpoint is supported in the protocol. When using a proxy, the URI of the resource to request is included in the request, while the destination IP address is set to the address of the proxy. 

As CoAP was designed according to the REST architecture [REST] and thus exhibits functionality similar to that of the HTTP protocol, it is quite straightforward to map from CoAP to HTTP and from HTTP to CoAP. Such a mapping may be used to realize an HTTP REST interface using CoAP, or for converting between HTTP and CoAP. This conversion can be carried out by a cross-protocol proxy ("cross-proxy"), which converts the method or response code, media type, and options to the corresponding HTTP feature.
7.1.4
Intended use
CoAP (Constrained Application Protocol) over UDP is used for resource constrained, low-power sensors and devices connected via lossy networks, especially when there is a high number of sensors and devices within the network. Soon to be released as a suite of IETF RFCs, CoAP has already found success as a key enabling technology for electric utility AMI (advanced metering infrastructure) and DI (distributed intelligence) applications

CoAP makes use of two message types, requests and responses, using a simple binary base header format. The base header may be followed by options in an optimized Type-Length-Value format. CoAP is by default bound to UDP and optionally to DTLS, providing a high level of communications security.
7.1.5
Deployment Trend
Editor’s Note: To be completed

7.1.6
Key features
The key features of CoAP are: 

· CoAP is a RESTful protocol.

· Synchronous and Asynchronous.

· East to proxy to and from HTTP.

· Constrained web protocol fulfilling M2M requirements. 

· UDP [RFC0768] binding with optional reliability supporting unicast and multicast requests. o Asynchronous message exchanges. 

· Low header overhead and parsing complexity. 

· URI and Content-type support.

· Simple proxy and caching capabilities. 

· A stateless HTTP mapping, allowing proxies to be built providing access to CoAP resources via HTTP in a uniform way or for HTTP simple interfaces to be realized alternatively over CoAP. 

· Security binding to Datagram Transport Layer Security (DTLS) [RFC6347].
7.1.7
Protocol Stack

The interaction model of CoAP is similar to the client/server model of HTTP. However, machine-to-machine interactions typically result in a CoAP implementation acting in both client and server roles. A CoAP request is equivalent to that of HTTP, and is sent by a client to request an action (using a method code) on a resource (identified by a URI) on a server. The server then sends a response with a response code; this response may include a resource representation.

Unlike HTTP, CoAP deals with these interchanges asynchronously over a datagram-oriented transport such as UDP. This is done logically using a layer of messages that supports optional reliability (with exponential back-off). CoAP defines four types of messages: Confirmable, Non-confirmable, Acknowledgement, Reset; method codes and response codes included in some of these messages make them carry requests or responses. The basic exchanges of the four types of messages are somewhat orthogonal to the request/response interactions; requests can be carried in Confirmable and Non- confirmable messages, and responses can be carried in these as well as piggy-backed in Acknowledgement messages. One could think of CoAP logically as using a two-layer approach, a CoAP messaging layer used to deal with UDP and the asynchronous nature of the interactions, and the request/response interactions using Method and Response codes (see Figure below). CoAP is however a single protocol, with messaging and request/response just features of the CoAP header.
+----------------------+ 

|      Application     | 

+----------------------+ 

+----------------------+ \ 

| Requests/Responses | | 

|----------------------| | CoAP
|       Messages       | | 

+----------------------+ / 

+----------------------+ 

|          UDP         | 

+----------------------+
Fig. 7.1.7 Abstract layering of CoAP
7.1.8
Data Model
Editor’s Note: To be completed

7.1.9
Security
As CoAP realizes a subset of the features in HTTP/1.1, the security considerations of [RFC2616] are also pertinent to CoAP. This section analyzes the possible threats to the protocol.  There are a number of security limitations with CoAP, and this section will describe those in detail.  These will include:
· Protocol Parsing, Processing URIs

· Proxying and Caching

· Risk of amplification

· IP Address Spoofing Attacks

· Cross-Protocol Attacks

· Constrained node considerations

7.1.10
Dependencies
Editor’s Note: To be completed

7.1.11
Benefits and Constraints
Editor’s Note: To be completed

7.1.11.1
Benefits
7.2.11.2
Constraints

7.1.12
Support of oneM2M requirements
Support of oneM2M Requirements [i.2] by CoAP is shown in the following clauses:
7.1.12.1
Fully Supported Requirements

Editor’s Note: To be reviewed and completed in alignment with Approved oneM2M Requirements

7.1.12.2
Partially Supported Requirements

Editor’s Note: To be completed

7.1.12.3
Disallowed Requirements

Editor’s Note: To be completed

7.2
MQTT - Message Queuing Telemetry Transport
<Text> Editor’s Note: To be completed
7.2.1
Background
MQTT was invented by IBM and Arcom (now Eurotech), in 1999. It was designed for low-bandwidth, high latency networks. As a result, the designers made a number of key choices which influenced the way it “looks and feels”. 

1. Simplicity, simplicity, simplicity! Don't add too many “bells and whistles” but provide a solid building block which can easily be integrated into other solutions. Be simple to implement.

2. Publish/subscribe messaging. Useful for most sensor applications, and enables devices to come online and publish “stuff” that hasn't been previously known about or predefined.

3. Zero administration (or as close as possible). Behave sensibly in response to unexpected actions and enable applications to “just work” e.g. dynamically create topics when needed.

4. Minimise the on-the-wire footprint. Add an absolute minimum of data overhead to any message. Be lightweight and bandwidth efficient.

5. Expect and cater for frequent network disruption (for low bandwidth, high latency, unreliable, high cost-to-run networks)… → Last Will and Testament

6. Continuous session awareness → Last Will and Testament

7. Expect that client applications may have very limited processing resources available. 

8. Provide traditional messaging qualities of service where the environment allows. Provide “quality of service” 

9. Data agnostic. Don't mandate content formats, remain flexible.
MQTT v3.1 was published by IBM in Aug 2010 under a royalty free license. Further pre-OASIS information is available at MQTT.org.
7.2.2
Status
Based on the pre-standard MQTT v3.1 specifications [i.3] there is an OASIS standardization process which started in March 2013 to make MQTT an open, simple and lightweight standard protocol for M2M telemetry data communication. The target for completion is March 2014.
The OASIS MQTT TC is producing a standard for the Message Queuing Telemetry Transport Protocol compatible with MQTT V3.1, together with requirements for enhancements, documented usage examples, best practices, and guidance for use of MQTT topics with commonly available registry and discovery mechanisms. It operates under the Non-Assertion Mode of the OASIS IPR Policy. Changes to the input document, other than editorial changes and other points of clarification, will be limited to the Connect command, and should be backward compatible with implementations of previous versions of the specification such that a client coded to speak an older version of the protocol will be able to connect to, and successfully use, a server that implements a newer version of the protocol. Candidates for enhancements include message priority and expiry, message payload typing, request/reply, and subscription expiry.
The Eclipse foundation through their M2M working group, is providing open source MQTT client code via their Paho Project. 
7.2.3
Category and Architectural Style
MQTT is an M2M/Internet of Things (IoT) connectivity protocol. It is connection session reliant. It supports 14 command messages; the message format includes a fixed and variable header plus the payload. 

The grouped commands are:

•
Client requests a connection to a server, Acknowledge connection request & Disconnect notification

•
Publish message & Publish acknowledgment

•
Assured publish received (part 1), Assured publish release (part 2) & Assured publish complete (part 3)

•
Subscribe to named topics & Subscription acknowledgement

•
Unsubscribe from named topics & Unsubscribe acknowledgment

•
Ping request & Ping response
7.2.4
Intended use
MQTT is designed to support messaging transport from remote locations/devices involving small code footprints (e.g., 8-bit, 256KB ram controllers), low power, low bandwidth, high-cost connections, high latency, variable availability, and negotiated delivery guarantees. For example, MQTT is being used in sensors communicating to a server / broker via satellite links, SCADA, over occasional dial-up connections with healthcare providers (medical devices), and in a range of home automation and small device scenarios. MQTT is also a fit for mobile applications because of its small size, minimized data packets, and efficient distribution of information to one or many receivers (subscribers).
7.2.5
Deployment Trend
MQTT is estimated to be running on 250k devices. It is deployed in the Healthcare Industry Segment  (hospitals use the protocol to communicate with pacemakers and other medical devices) and in the Energy Industry Segment (oil and gas companies use MQTT to monitor thousands of miles of oil pipelines). It is also used in Facebook’s Messenger application.

MQTT is not deployed in the largest message queue-based telemetry projects.
7.2.6
Key features
The key features of MQTT are: 

•
Publish/Subscribe - to provide one-to-many message distribution and decoupling of applications

•
Topics/Subscriptions – to categorise messages into channels for delivery to subscribers

•
Quality of Service – to provide different assurances of message delivery

•
Retained messages – to provide past published messages to new subscribers

•
Clean session / Durable connections – to choose whether a client’s state is to be stored between connection sessions

•
Wills – to send messages after a client disconnects unexpectedly
7.2.6.1
Publish/Subscribe
The MQTT protocol is based on the principle of publishing messages and subscribing to topics, or "pub/sub". Multiple clients connect to a server / broker and subscribe to topics that they are interested in. Clients also connect to the broker and publish messages to topics. Many clients may subscribe to the same topics. The server / broker and MQTT act as a simple, common interface for clients to connect to. A publisher may publish a message once and be received by multiple subscribers.
[image: image2.png]Publisher





Figure 7.2.6.1 MQTT publish-subscribe messaging
7.2.6.2
Topics/Subscriptions
Messages in MQTT are published on topics. Topics are structured into topic trees, which are treated as hierarchies, using a forward slash (/) as a separator. This allows arrangement of common themes to be created. Topic trees and topics are created by using publish messages.

A subscription may contain special characters, which allow clients to subscribe to multiple topics at once, within a single level or within multiple levels in a topic tree.
7.2.6.3
Quality of Service
MQTT defines three levels of Quality of Service (QoS). The QoS defines how hard the broker & client will try to ensure that a message is received. Messages may be sent at any QoS level, and clients may attempt to subscribe to topics at any QoS level. This means that the client chooses the maximum QoS it will receive. For example, if a message is published at QoS 2 and a client is subscribed with QoS 0, the message will be delivered to that client with QoS 0. If a second client is also subscribed to the same topic, but with QoS 2, then it will receive the same message but with QoS 2. For a second example, if a client is subscribed with QoS 2 and a message is published on QoS 0, the client will receive it on QoS 0.

Higher levels of QoS are more reliable, but involve higher latency and have higher bandwidth requirements.

0.
The server / broker & client will deliver the message once, according to the best efforts of the underlying TCP/IP network, with no confirmation. The message arrives at the server either once or not at all.

1.
The server / broker & client will deliver the message at least once, with confirmation required. If there is an identified failure of either the communications link or the sending device, or the acknowledgement message is not received after a specified period of time, the sender resends the message

2.
The server / broker & client will deliver the message exactly once by using additional protocol flows.
7.2.6.4
Retained Messages
Publish messages may be set to be retained. This means that the server / broker will keep the message even after sending it to all current subscribers. If a new subscription is made that matches the topic of the retained message, then the message will be sent to the client. This is useful as a "last known good" mechanism. If a topic is only updated infrequently (such as for “report by exception”), then without a retained message, a newly subscribed client may have to wait a long time to receive an update. With a retained message, the client will receive an instant update.
7.2.6.5
Clean session / Durable connection
MQTT clients choose whether to use clean or durable connection session. If a clean connection is used then the server / broker discards any previously maintained information about the client, the client needs to re-subscribe to topics of interest, and the server / broker discards any state when the client disconnects.

If a durable connection is used, then when the client disconnects, any subscriptions it has will remain and any subsequent QoS 1 or QoS 2 messages will be stored until it connects again.
7.2.6.6
Wills

When a client connects to a broker, it may inform the broker that it has a Will. This is a message that it wishes the broker to send to interested parties when the client disconnects abnormally. The Will message has a topic, QoS and retain status just the same as any other message. Abnormal disconnection occurs when either an I/O error is encountered by the server / broker during communication with the client, or the client fails to communicate within the Keep Alive timer schedule.
7.2.7
Protocol Stack

Editor’s Note: To be completed

7.2.8
Data Model
No formal data model has been published. The data elements included in the version 3.1 specification include: topic trees, user name and password, connection state, subscriptions, retained messages, and message headers (fixed and variable).
7.2.9
Security
MQTT supports user names and passwords in connection requests. Connections can be refused due to a bad user name or password.
7.2.10
Dependencies
MQTT uses the TCP/IP layer to provide basic network connectivity.
7.2.11
Benefits and Constraints
7.2.11.1
Benefits
· Protocol compressed into bit-wise headers and variable length fields. Typical message header size is 6 bytes.

· MQTT has been implemented in devices with less than 64kb of RAM

· In comparison to HTTPS, MQTT tested faster throughput, required less battery, and less network overhead.

7.2.11.2
Constraints

· The simple user name and password scheme is insufficient to support comprehensive access control 

· MQTT does not permit fragmentation of messages, making it difficult to transmit large messages to constrained memory devices

· MQTT does not support transactions; it does support basic acknowledgments.

· MQTT does not address connection security

· MQTT does not support discovery of clients or servers

· MQTT is not extensible, requiring a new protocol revision to evolve capabilities
7.2.12
Support of oneM2M requirements
Support of oneM2M Requirements [i.2] by MQTT is shown in the following clauses:
7.2.12.1
Fully Supported Requirements

Editor’s Note: To be reviewed and completed in alignment with Approved oneM2M Requirements

Editor’s Note:  Some of the following requirements may only be “Partially Supported”; and some of the requirements listed are not fully agreed within REQ WG1.  The present list needs further review and input.

OSR-001, OSR-002, OSR-003, OSR-008, OSR-009, OSR-012, OSR-20, OSR-21, OSR-24, OSR-25, OSR-29, OSR-30, OSR-32, OSR-39, SMR-001, SMR-002, SMR-004, SER-002, SER-008, SER-011, and SER-025.
7.2.12.2
Partially Supported Requirements

Editor’s Note: To be reviwed:  
7.2.12.3
Disallowed Requirements

Editor’s Note: To be completed

7.3 
TIA TR-50 Protocol
The following clauses describe an implementation of the oneM2M “x” Interface based on the current TIA TIA-4940-020 [i.5].

7.3.1
Background
Editor’s Note: To be completed
7.3.2
Status
Editor’s Note: To be completed
7.3.3
Category and Architectural Style
Editor’s Note: To be completed
7.3.4
Intended use
Editor’s Note: To be completed
7.3.5
Deployment Trend
Editor’s Note: To be completed
7.3.6
Key features
Editor’s Note: To be completed
7.3.7
Protocol Stack

The TIA TR-50 Protocol is based on a frame that is flexible to provide extensions for further enhancements and/or improvements. Communication on the onem2M “x” Interface assumes a reliable network connection.
7.3.7.1
Frame Details 

The communication is based on:

· Requests

· Responses

7.3.7.2
Request Frame Details
The M2M request frames are based on a JSON structure and consist of two major sections:

· Authentication – this is the place where the entire authentication items are placed.

· Command(s) – this is the place where the commands items are placed

Below is the structure of the OneM2M frame:

{

"auth": {

"applicationToken": "<application token>",

"sessionId": "<session token>"

},

"ref": {

"command": "<command keyword>",

"params": []

}

}

In order to minimize the traffic, it is possible to have M2M frames with multiple commands:

"ref1": {

"command": "<first command>",

"params": []

},

"ref2": {

"command": "<second command>",

"params": []

}

The description of the fields is presented in Table 7.3.7.2 below

Table 7.3.7.2: Request Frame Field Descriptions

	Name
	Description
	Type
	Mandatory

	auth
	Keyword. Identifies the authentication stanza in the M2M request frame
	String
	Yes

	applicationToken
	Keyword. Identifies the application making the request
	String
	Yes

	sessionId
	Keyword. Unique ID received after the use of the authentication services. Identifies the current session between the two entities
	String
	Yes

	ref1, ref2, ref3
	Identifies the commands that are in the request. Can be simple identifiers. They are not keyword. It is expected that the response will contain them.
	String
	Yes

	command
	Keyword. Identifies a known command that can be executed
	String
	Yes

	params
	Keyword. Identifies the parameters required by the command. The field must exist, but it can be empty.
	String 
	Yes


7.3.7.3
Response Frame Details
The response frame is based on the JSON format and it has the following structure:
{

  "ref1": {

    
"success": true,

    
"params": []

  },

  "ref2": {

    
"success": false,


"errorCodes": 



[




<errorCode1>,




<errorCode2>



]


"errorMessages": 



[




<errorMessage>,




<errorMessage>



] 

  },

}

· “ref1” response is an example for a positive return of a request

· “ref2” response is an example for an negative or error return of a request

The description of the fields is presented Table 7.3.7.3 below

Table 7.3.7.3: Response Frame Field Descriptions

	Name
	Description
	Type
	Mandatory

	ref1,ref2, ref3
	Identifies the request commands.
	String
	Yes

	success
	Keyword. Identifies the response. Can be true or false
	String
	Yes

	errorCodes
	Keyword. Identifies the error codes .
	
	

	errorMessages
	Keyword. Identifies the error message.
	String
	No

	params
	Keyword. Identifies the response parameters. Can be empty.
	String 
	Yes


7.3.8
Data Model
Editor’s Note: To be completed
7.3.9
Security
Editor’s Note: To be completed
7.3.10
Dependencies
Editor’s Note: To be completed
7.3.11
Benefits and Constraints
Editor’s Note: To be completed
7.3.11.1
Benefits
Editor’s Note: To be completed
7.3.11.2
Constraints

Editor’s Note: To be completed
7.3.12
Support of oneM2M requirements
Support of oneM2M Requirements [i.2] by <protocol x> is shown in the following clauses:
Editor’s Note: The requirments listed herein will need review and alignment with the final approved oneM2M Requirements TS-0002 [i.2]

7.3.12.1
Fully Supported Requirements

Editor’s Note: Per discussion in PRO WG3 - TP#6

7.3.12.2
Partially Supported Requirements

Editor’s Note: Added per discussion in PRO WG3 - TP#6

7.3.12.3
Disallowed Requirements

Editor’s Note: Added per discussion in PRO WG3 - TP#6

7.x 
Protocol x {template}
7.x.1
Background
7.x.2
Status
7.x.3
Category and Architectural Style
7.x.4
Intended use
7.x.5
Deployment Trend
7.x.6
Key features
7.x.7
Protocol Stack
Editor’s Note: Added per discussion in PRO WG3 - TP#6
7.x.8
Data Model
7.x.9
Security
7.x.10
Dependencies
7.x.11
Benefits and Constraints
7.x.11.1
Benefits
7.x.11.2
Constraints

7.x.12
Support of oneM2M requirements
Support of oneM2M Requirements [i.2] by <protocol x> is shown in the following clauses:
Editor’s Note: The requirments listed herein will need review and alignment with the final approved oneM2M Requirements TS-0002 [i.2]

7.x.12.1
Fully Supported Requirements

Editor’s Note: Per discussion in PRO WG3 - TP#6

7.x.12.2
Partially Supported Requirements

Editor’s Note: Added per discussion in PRO WG3 - TP#6

7.x.12.3
Disallowed Requirements

Editor’s Note: Added per discussion in PRO WG3 - TP#6
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Summary 
<Text> Editor’s Note:  Summary and “list of those protocols with which oneM2M could encapsulate and/or interoperate” to be provided
The following text is to be used when appropriate:

Proforma copyright release text block

This text box shall immediately follow after the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.

Notwithstanding the provisions of the copyright clause related to the text of the present document, OneM2M grants that users of the present document may freely reproduce the <proformatype> proforma in this {clause|annex} so that it can be used for its intended purposes and may further publish the completed <proformatype>.

Annex A
List of M2M-related Protocols (Informative)
NOTE:  The following list table has been created for reference from publicly-available sources, and no representation is made regarding the accuracy or timeliness of the information it contains. In addition, the appearance or omission of any M2M-related information in this list does not imply either the intention, or lack of intention, to undertake any normative or other work within oneM2M. 

Table A.1: M2M-related Protocols
Editor’s Note: “Context” Column Added per discussion in PRO WG3 - TP#6
	Short Name
(docs link)
	Full Name /
Description
	Originating org
(source link)
	Context
	Notes

	
	
	
	tbc
	

	1-Wire®
	1-Wire®
	[Dallas-Maxim]
	
	

	6LoWPAN
	IPv6 over Low-Power Wireless Personal Area Networks 
	IETF 6LoWPAN
	
	RFC 4944

	AllJoyn™
	AllJoyn™
	AllJoyn Alliance 
[Qualcomm]
	
	(open source)

	ANSI
	~~
	ANSI
	
	

	ANSI C12.18
	Protocol Specification for ANSI Type 2 Optical Port
	ANSI / NEMA
	
	

	ANSI C12-21
	Protocol Specification for Telephone Modem Communication
	ANSI / NEMA
	
	

	ANSI C12.22
	Interfacing to Data Communication Networks
	ANSI / NEMA
	
	Advanced Metering Infrastructure (AMI)

	ANT+
	ANT+
	ThisIsAnt


 HYPERLINK "http://www.dynastream.com" 

[Dynastream Inc]

	
	

	BACnet™
	Building Automation & Control Network
	ASHRAE SSPC 135
BACnet International
	
	

	BâtiBUS,
	Bâtiment-Bus
-superceded-
	
	
	see KNX

	BitXML
	BitXchange Markup Language
	BitXML
[Your Voice S.P.A.]
	
	

	Bluetooth
	~~
	Bluetooth SIG
	
	IEEE 802.15.1

	Bluetooth HDP
	Bluetooth 
Health Device Profile
	Continua Health Alliance
Bluetooth SIG
	
	Partner Type 2

	Bluetooth 
LE / SMART
	Bluetooth Low Energy / Smart Devices
	Bluetooth SIG
	
	

	C-Bus
	C-Bus
	[Clipsal / Schneider Electric]
	
	

	CANOpen
	Controller Area Network - Open
	CANOpen Forum 
[CiA. e.V.]
	
	EN 50325-4 2002 Part 4

	CC-Link
	CC-Link
	CC-Link Partner Association
[Mitsubishi]
	
	SEMI E54.12-0701E

	CEBus
	Consumer Electronics Bus
	CEA (was EIA)
	
	EIA 600

	CIP
	Common Industrial Protocol
	Open DeviceNet Vendors Association 
[Rockwell Automation]
	
	

	CoAP
	Constrained Application Protocol
	IETF CORE WG
	
	See Clause 7.1

	CompoNet
	CompoNet (CIP) 
on TDMA Technology
	Open DeviceNet Vendors Association
	
	

	Contiki
	Contiki Operating System
	Contiki Project
	
	(open source)

	ControlNet
	ControlNet (CIP) 
on CTDMA Technology
	Open DeviceNet Vendors Association
	
	

	DALI
	Digital Addressable Lighting Interface
	DALI 
	
	IEC 62386

	DLMS
	Device Language Message Specification
	
	
	see IEC 62056

	DASH7
	(ISO 18000) - Dash 7
	DASH7 Alliance
	
	ISO/IEC 18000-7

	DDS
	Data Distribution Service for Real-Time Systems
	OMG
	
	

	DDS-RTPS
	DDS Real-Time Publish-Subscribe
	OMG
	
	

	DECT™ ULE
	Digital Enhanced Cordless Telecommunications - Ultra Low Energy
	ETSI TC DECT
	
	TS 102 939-1

	DeviceNet
	DeviceNet (CIP) 
on CAN Technology
	Open DeviceNet Vendors Association
[Allen-Bradley / Rockwell]
	
	

	DNP
	Distributed Network Protocol
	IEEE / DNP
	
	IEEE Std 1815™

	Dynet 1 / 2
	Dynalite Network
	[Philips Dynalite]
	
	RS-485

	E5
	(Ease, Energy, Efficiency, Environment and Earth) 
Smart Thermostat
	[EarthNetworks]
	
	

	Eclipse
	~~
	Eclipse Foundation
	
	

	Concierge (proposed)
	Lightweight, embeddable OSGi framework
	Eclipse Foundation
	
	(open source)

	Kura
(proposed)
	Java M2M framwork
	Eclipse Foundation
	
	(open source)

	Lua API
	Scripting API
	Eclipse Foundation
	
	(open source)

	Mihini / M3DA
	Mihini/M3DA Specification
	Eclipse Foundation
	
	(open source)

	Paho
	Implementations of Open and Standard Messaging Protocols
	Eclipse Foundation
	
	(open source)

	Ponte
(proposed)
	M2M to REST bridge
	Eclipse Foundation
	
	(open source)

	SCADA
	open Supervisory Control and Data Acquisition
	Eclipse Foundation 
(was openSCADA)
	
	(open source)

	E-DCP
	Ericsson Device Connection Platform
	[Ericsson]
	
	

	EHS
	European Home Systems
-superceded-
	
	
	see KNX

	EIB
	European Installation Bus
-superceded-
	
	
	see KNX

	Energyhub
	Mercury™ smart thermostat platform
	[Energyhub]
	
	

	EnOcean
	EnOcean Weqipment Profiles (EEP)
	EnOcean Alliance 
[EnOcean / Siemens]
	
	EN 50090, 
ISO/IEC 14543

	ETSI M2M
TS 102 921
	Machine-to-Machine communications (M2M);

mIa, dIa and mId interfaces
	ETSI M2M
	
	Partner Type 1
oneM2M Pool Document

	EXALTED
	EXpAnding LTE for Devices
	Exalted consortium 
[Eurescom]
	
	EC FP7, 2010-2013

	FieldBus
	FieldBus
	Fieldbus Foundation
	
	IEC 61158

	FlatMesh
	Remote Condition Monitoring
	[Senceive]
	
	IEEE 802.15.4

	flexWARE
	Flexible Wireless Automation in Real-Time Environments
	flexWARE Interest Group (FIG)
	
	EU FP7

	HBS
	Honeywell Building Solutions
	[Honeywell]
	
	

	IEC
	~~
	IEC
	
	

	IEC 60870-5-xxx
	Telecontrol 
(Supervisory Control and Data Acquisition)
	IEC TC57 WG03
	
	IEC 101
IEC 103
IEC 104

	IEC 61107
	Smart Meter Communications Protocol
	IEC TC57
	
	

	IEC 61850
	Electrical Substation Automation.
	IEC TC57
	
	

	IEC 62056

DLMS/
COSEM
	Device Language Message Specification/Companion Specification for Energy Metering
	IEC TC13 WG 14
DLMS User Association
	
	

	IEC 62351
	Security
	IEC TC57 WG15
	
	

	INSTEON
	Dual-mesh (RF/PL) Home Management Metwork
	Insteon
[SmartLabs, Inc.]
	
	

	IEEE
	~~
	IEEE
	
	

	1451.x
	Smart Transducer Interface for Sensors and Actuators
	IEEE
	
	

	P1451.1.4
	Smart Transducer Interface for Sensors, Actuators, and Devices - XMPP
	IEEE IM/ST - TC9
	
	ISO/IEC/IEEE 
21451-1-4

	802.11a
802.11b
802.11g
802.11n
	Wi-Fi
	IEEE
Wi-Fi Alliance
	
	

	802.11p
	WAVE - Wireless Access in Vehicular Environments
	IEEE
	
	IEEE 1609

	802.11ag
	WiGig
	IEEE
Wi-Fi Alliance 
(was WiGig)
	
	

	802.11ah
(in progress)
	Sub 1 GHz (S1G) Wireless Sensor Network for Smart Metering
	IEEE
	
	

	802.15
	Wireless Personal Area Network (WPAN)
	IEEE
	
	

	802.16
	WiMAX
Wireless Metropolitan Area Networks
	WiMAX Forum
IEEE
	
	

	IETF
	~~
	IETF
	
	

	IP (v4)
	Internet Protocol 
	IETF
	
	RFC791
Updated by:
RFC1349,
RFC2474,
RFC6864

	IPv6
	Internet Protocol version 6
	IETF
	
	RFC2460
Updated by: RFC5095,
RFC5722,
RFC5871,
RFC6437,
RFC6564,
RFC6935,
RFC6946

	TCP
	Transmission Control Protocol
	IETF
	
	RFC793
Updated by:
RFC1122,
RFC3168,
RFC6093,
RFC6528

	UDP
	User Datagram Protocol
	IETF
	
	RFC768

	Instabus
	-superceded-
	
	
	see KNX

	IPDR
	IP Data Record
	TM Forum
	
	

	IrDA
	~
	Infrared Data Association
	
	

	FIR
	Fast IrDA
	Infrared Data Association
	
	

	SIR
	Serial Infrared
	Infrared Data Association
	
	

	IRsimple™
	IrDA Simple 
(high-speed wireless)
	Infrared Data Association
	
	

	ISA100.11a
	ISA100.11a
	ISA
ISA100 Wireless Compliance Institute (WCI)
	
	

	ISO 21215
CALM M5
	Communication Access for Land Mobile
	ISO TC 204/WG 16
	
	

	KNX
	KNX (Konnex)
	KNX Association
	
	ISO/IEC 14543-3
CENELEC EN 50090
CEN EN 13321-1
[CN] GB/Z 20965

	HGI
(in progress)
	~~
	Home Gateway Initiative (HGI)
	
	Partner Type 2

	RWD036
	Smart Home Architecture and System Requirements
	Home Gateway Initiative (HGI)
	
	

	RWD043
	Requirements for RP1 on the Smart Home Platform
	Home Gateway Initiative (HGI)
	
	

	GWD042
	Smart Home Appliance (Device) Model Template
	Home Gateway Initiative (HGI)
	
	

	HL7
	Health Level Seven
	Health Level Seven International 
	
	

	Jabber
	-
	
	
	see XMPP

	LonWorks®
	Control Network Protocol Specification
	LonMark
[Echelon]
	
	ANSI/CEA-709.1-B
SO/IEC 14908-1)

	M2MXML
	Machine-To-Machine XML-based Protocol
	M2MXML Project
	
	(open source)

	Mango
	Mango Automation
	[Serotonin Software]
	
	(open source)

	M-Bus
	Meter Bus
	M-Bus Usergroup
	
	EN 13757-2, -3

	MiWi
	Microchip P2P Wireless Protocol
	[Microchip Tech]
	
	IEEE 802.15.4

	ModBus
	Modicon Bus
	Modbus Organization
[Schneider Automation]
(was Modicon)
	
	

	ModBus TCP
(in progress)
	Modicon Bus TCP/IP
	Modbus Organization 
[Schneider Automation]
	
	

	MyriaNed®
	Self organizing Wireless Sensor Network
	[DevLab]
[Chess]
	
	

	OASIS
	~~
	OASIS
	
	

	AMQP
	Advanced Message Queuing Protocol
	OASIS AMQP TC
[JPMorgan-Chase]
	
	

	MQTT
	Message Queuing Telemetry Transport
	OASIS MQTT TC 
MQTT.org
[IBM/Eurotec (Arcom)]
	
	See Clause 7.2

	oBIX
	Open Building Information Exchange
	OASIS oBIX TC
oBix
	
	

	OMA M2M Enablers
	~~
	Open Mobile Alliance
	
	Partner Type 2

	CPNS
	Converged Personal Network Services
	Open Mobile Alliance
	
	

	DM 1.3
	Device Management
	Open Mobile Alliance
	
	

	DM 2.0
	Device Management
	Open Mobile Alliance
	
	

	GwMO
	Gateway Management Object
	Open Mobile Alliance
	
	

	LWM2M
	Lightweight M2M protocol
	Open Mobile Alliance
	
	

	M2M DC
	M2M Device Classification
	Open Mobile Alliance
	
	

	OCMAPI
	Open Connection Manager API
	Open Mobile Alliance
	
	

	oneNet
	Low Power Wireless Protocol
	ONE-NET
	
	(open source)

	OpenSCADA
	-superceded-
	-
	
	see Eclipse SCADA

	OpenTag
	-superceded-
	-
	
	see DASH7

	OpenWSN
	Open Wireless Sensor Networks
	OpenWSN Project
(was UC Berkeley)
	
	(open source)

	OSGi™ R5
	OSGi R5 for embedded devices
	OSGi™ Alliance
	
	

	OSGP
	Open Smart Grid Protocol
	ETSI 
(was ISG OSG)
	
	GS OSG 001 
Ver. 1.1.1
with ISO/IEC 14908

	OSIAN
	Open Source IPv6 Automation Network
	OSIAN Project
	
	(open source)

	Profibus
	Process Field Bus
	Profibus & Profinet International (PI)
	
	

	RFID
	Radio-Frequency IDentification
	
	
	

	EN 300 220
	ERM Short Range Devices
	ETSI
	
	

	EN 302 208
	ERM Radio Frequency Identification Equipment
	ETSI
	
	

	EPC Gen2
	EPCglobal UHF 
Class 1 Generation 2
	EPCglobal
	
	

	ISO/IEC 14443
	HighFID Proximity Card
	ISO/IEC
	
	

	ISO/IEC 15693
	HighFID non-contact Smart Tags
	ISO/IEC
	
	

	ISO/IEC 18000
	Radio frequency identification for item management
	ISO/IEC
	
	

	ISO/IEC 18092
	Near Field Communication
NFCP-1
	ISO/IEC
	
	

	ISO/IEC 21481
	Near Field Communication
NFCP-2
	ISO/IEC
	
	

	RS-232
	-superceded-
	EIA
	
	see TIA-232-F

	RS-422
	-superceded-
	EIA
	
	see TIA -422

	RS-485
	-superceded-
	EIA
	
	see TIA-485

	RuBee
	High security Wireless Asset Visibility Network
	RuBee
[Visible Assets]
	
	IEEE 1902.1, 1901.2

	Sinec H1
	Siemens Ethernet Control - H1

-legacy-
	[Siemens]
	
	

	SOAP
	Simple Object Access Protocol
	W3C
	
	

	SMART
	-superceded-
	
	
	see Bluetooth SMART

	SmartBus
	SmartBus Home Automation Control (HAC)
	Smart Home Group
[Digitcom Technology]
	
	

	SMS
	Short Message Service
	3GPP
	
	TS 23.040

	SNMP
	~~
	IETF OPSA WG
(was SNMP WG)
	
	

	SNMP v3
	Simple Network Management Protocol v3
	IETF OPSA WG
	
	RFC3411

	SNMP MIB
	Management Information Block
	IETF OPSA WG
	
	RFC3418

	TIA
	~~
	TIA
	
	Partner Type 1

	TIA-232-F
	Interface Between Data Terminal Equipment and Data Circuit-Terminating Equipment Employing Serial Binary Data Interchange
	TIA TR-30
(was EIA RS-232)
	
	

	TIA-422
	Electrical Characteristics of the Balanced Voltage Digital Interface Circuit
	TIA TR-30
(was EIA RS-422)
	
	

	TIA-485
	Electrical Characteristics of Generators and Receivers for Use in Balanced Digital Multipoint Systems
	TIA TR-30
(was EIA RS-485)
	
	

	TIA-4940.020
	Smart Device Communications
Protocol Aspects
	TIA TR-50
	
	Partner Type 1
oneM2M Pool Document

	UPnP
	Universal Plug and Play
	UPnP Forum 
	
	

	TR-069
	CPE WAN Management Protocol
	Broadband Forum (BBF)
	
	Partner Type 2

	VSCP
	Very Simple Control Protocol
	VSCP Project
[Grodans Paradis AB]
	
	(open source)

	WAP
	Wireless Application Protocol
	Open Mobile Alliance 
(was: WAP Forum)
	
	

	WAVE2M
	Open Low-Power Wireless
	WAVE2M
	
	

	Wavenis
	-superceded-
	
	
	see WAVE2M

	Weightless 1.0
	Low-power White-space Wireless Network
	Weightless SIG
[Neul]
	
	

	Wibree
	-superceded-
	
	
	see Bluetooth SMART

	WirelessHART
	Wireless Highway Addressable Remote Transducer
	HART Communication Foundation
	
	IEEE 802.15.4 / 
IEC 62591

	Wireless HD
	Wireless High-Definition Digital Interface
	WirelessHD Consortium
	
	

	Wireless USB
	Wireless Universal Serial Bus
	USB Implementers Forum
	
	

	WorldFIP
	World Factory 
Instrumentation Protocol
	WorldFIP
	
	

	X-10
	X-10
	[X-10 (USA)]
	
	

	xAP
	XAP Home Automation Protocol
	XAP Forum
	
	(open source)

	xPL
	xPL Home Automation Project
	xPL Project
	
	

	XMPP
	eXtensible Messaging and Presence Protocol 
	IETF XMPP WG
	
	RFC6120

	XMPP XEP
	eXtensible Messaging and Presence Protocol Extensions
	XMPP Standards Foundation
	
	

	ZigBee® 
	ZigBee 2012
	ZigBee Alliance
	
	IEEE 802.15.4

	ZigBee IP
	ZigBee IPv6 for Smart Energy
	ZigBee Alliance
	
	

	ZigBee RF4CE
	ZigBee for Consumer Electronics
	ZigBee Alliance
	
	

	SEP 2
	Smart Energy Profile 2.0
	CSEP 
ZigBee Alliance
	
	

	Z-Wave
	Wireless RF-based Communications Technology
	Z-Wave Alliance 
Z-Wave
	
	ITU G.9959
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