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1 Scope
The present document specifies the communication protocol(s)  for oneM2M compliant Systems,  M2M Applications, and/or other M2MSystems.

This document also specifies the  common data formats, interfaces and message sequences to support reference points(s) defined by oneM2M.
The Scope shall not contain requirements.

2 References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1. Normative references

Clause 2.1 only shall contain normative (essential) references which are cited in the document itself. These references have to be publicly available and in English.
The following referenced documents are necessary for the application of the present document.
· Use the EX style, enclose the number in square brackets and separate it from the title with a tab (you may use sequence fields for automatically numbering references, see clause A.4: "Sequence numbering") (see example).

EXAMPLE:

[1]
IETF RFC 5139: "Revised Civic Location Format for Presence Information Data Format Location Object (PIDF-LO)".

[2]
IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".

[3]
W3C XMLSchemaP2: "W3C Recommendation (2004), XML Schema Part 2:Datatypes Second Edition.".

[4]
ISO 19136 (2007): "Geographic information -- Geography Markup Language (GML).".

[5]
W3C XMLPath: "W3C Recommendation (2010), XML Path Language (XPath) 2.0 (Second Edition).".

[6]
oneM2M TS-0001 “Functional Architecture”. TBD.

[7]


[8]
IEEE 754-2008: IEEE. IEEE Standard for Floating-Point Arithmetic. 29 August 2008. http://ieeexplore.ieee.org/servlet/opac?punumber=4610933

[9]
IETF RFC 3548: “The Base16, Base32, and Base64 Data Encodings”. 2003.

[10]
IETF RFC 2045: “Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”. 1996.

[11]
IETF RFC 3987:“ Internationalized Resource Identifiers (IRIs)” . January 2005.

[12]
IETF BCP 47: “Best Current Practices 47”. Concatenation of RFC 4646:“ Tags for Identifying Languages”(2006) and RFC 4647: “Matching of Language Tags”( 2006).

[13]
IETF RFC 3588: “Diameter Base Protocol”. September 2003.

[14]
IETF RFC 6733: “Diameter Base Protocol”. October 2012.

[15]
3GPP TS 23.682: “Architecture enhancements to facilitate communications with packet data networks and applications”. 

[16]
3GPP TS 29.368: “Tsp interface protocol between the MTC Interworking Function (MTC-IWF) and Service Capability Server (SCS)”.
Editor:s Note: Further documents to add TBD
2.2. Informative references

Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
· Use the EX style, add the letter "i" (for informative) before the number (which shall be in square brackets) and separate this from the title with a tab (you may use sequence fields for automatically numbering references).
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
 [i.2]
Fielding, Roy Thomas (2000): "Architectural Styles and the Design of Network-based Software Architectures", Doctoral dissertation, University of California, Irvine.
3 Definitions, symbols, abbreviations and acronyms
Delete from the above heading the word(s) which is/are not applicable.
3.1. Definitions

Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement. 

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 

· The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

Definition format

<defined term>: <definition>

If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2. Symbols
Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3. Abbreviations
Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

<ABREVIATION1>
<Explanation>

<ABREVIATION2>
<Explanation>

<ABREVIATION3>
<Explanation>

3.4. Acronyms
Acronyms should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Acronym format

<ACRONYM1>
<Explanation>

<ACRONYM2>
<Explanation>

<ACRONYM3>
<Explanation>

4 Conventions
The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5 Protocol Design Principles and Requirements
The following sub-clauses contain the design principles and requirements for the oneM2M protocol.
Editor’s Note: The following sub-clauses are intended to provide design principle and specify aspects of protocol requirements, including but not limited to scalability, performance, common message format, reliability, security, extensibility, robustness, resilience, efficiency, message minimisation, etc. Requirements derived from the Requirements TS and inferred from the evolving Architecture TS should be captured here and expressed in terms of Protocol Requirements. Beyond these, additional Protocol requirements are expected. More contributions are requested

5.1. Introduction
The oneM2M architecture is resource-based, (see oneM2M TS-0001 [6]). The functionality of the system is exposed by means of APIs over the reference points specified in [6]. Operations upon resources hosted by a CSE are carried over an established channel that constitutes the communication on the reference points Mca and Mcc.

Each resource operation comprises a pair of primitives: Request and Response. 

In order to provide a well-defined interface for the reference points in the architecture [6], the following aspects need to be provided:
· The collection of primitives carried over a specific reference point, and

· The description and applicability of security methods in relation to the underlying protocols and reference points involved.
The current document provides:

· Data type definitions,

· Primitive definitions, and

· XML definitions and schema.

NOTE: The actual binding of the interface to a specific protocol is not part of this document, but is specified in a separate TS.

In accordance with the oneM2M architecture, each reference point is applicable to a wide range of underlying network technologies and transport protocols. oneM2M will only define a set of bindings for specific underlying network technologies and transport protocols, these bindings are not limiting the applicability of the interfaces when used in other underlying networks and transport protocols. However the behaviour of the interface needs to be respected in accordance to this document and the architecture (see [6]).
5.1.1. Reference Points

5.1.2. Common Service Functions
5.2. API Design Guidelines

The following are the guidelines for designing APIs:

1) API shall follow the principle of RESTful architecture, as described in [i.2]

2) APIs shall define how to address resources and how to manipulate resources, in accordance with oneM2M TS 0001 [6]; the resource is identified by a Universal Resource Identifier (URI), [2].

3) Resource has a representation (see [i.2]) that shall be transferred and manipulated with the verbs. These verbs are identified as operations in [6]: CREATE. RETRIEVE, UPDATE, DELETE and NOTIFY

4) All primitives shall be defined as well as the way that those primitives are sent. The functionality of the primitives shall be compliant to the resource type specific procedure as specified in [6], clause 10.2

5) API shall provide the format and syntax of the operation primitives for all resources defined in [6]. In case that for a particular protocol binding an operation cannot be supported it has to be clearly stated in the specific protocol binding technical specification.

6) Primitives shall include attributes in accordance with [6] for a specific resource

7) Primitive shall be self-descriptive and contain all the information needed for the receiver of the primitives to handle the primitives.

8) Primitive should be idempotent operations which means no matter how many times the primitive is sent, the result doesn’t change, in accordance to [i.2]. .

9) API shall indicate which features are supported and not supported over the reference points specified in [6].
10) Primitives shall be mapped on the transport layer protocols.
5.3. Primitives
5.3.1. Introduction

Primitives are service layer messages transmitted over the Mca and Mcc reference points. The Create, Update, Retrieve, Delete and Notify operation is mapped to one or more primitives. The primitive is then further mapped to transport layer protocols such as HTTP, CoAP or MQTT for the transmission. The primitive is independent from the transport protocols.
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Figure 5.3.1‑1: Primitive overview
A single primitive in the application/service layer may be mapped to zero or more transport messages in the transport layer.

The Originators shall send requests to Receivers through primitives. The Originator and Receiver may be AE or CSE. The CRUD request primitive addresses a resource residing in a CSE. The Notify request primitive may address an AE or CSE.

Each CRUD+N operation shall consist of one request and one response primitive.

Communication between an originator and receiver in the Application/Service layer shall be performed with the above primitives.

Communication between an originator and receiver in the Transport layer shall be performed using underlying network.
5.3.2. Primitives modelling

Primitives shall be modelled as follows.

A primitive shall be a data structure that describes with appropriate attributes a specific procedure request or answer in both originator and receiver entities.

A primitive shall consist of:

· Control part: contains attributes required for the processing of the request or response, and

· Optional content part: user data. This is the representation of the resource or the value of the attribute in partial addressing case.
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Figure 5.3.2‑1: Primitives modeling
5.3.3. Primitive principles

Primitives shall be atomic. When two concurrent request primitives affect the same resource, the execution of one primitive shall finish completely before the second one starts.

When creating or updating the resource, the representation of the resource shall be contained in the Content part of the primitive. Based on the representation of the resource, the Hosting CSE of the addressed resource can create or update the entire resource without the need for further information.

The handling of primitives shall be idempotent. This means no matter how many times the same primitive is targeted to the same resource, the resource does not change after the first handling of the primitive.
5.4. 
Design Principles
5.4.1. 
Scalability
5.4.2. Extensibility
5.4.3. Robustness 
5.4.4. Efficiency
Energy Efficiency:

· As energy consumption directly affects the overall system performance, oneM2M protocols should consider energy efficiency, especially in resource constrained environments with battery-powered oneM2M devices.

· Energy efficient oneM2M protocols shall aim at reducing the overall energy consumption while maintaining the performance required by the oneM2M Applications.
5.4.5. Security

6 oneM2M Protocols / API Overview

6.1. Introduction

This technical specification describes message formats and procedures to communicate with oneM2M compliant M2M Platform System.

This specification describes:

· Data representation for communication protocol messages 

· Normal and exceptional procedure

· Status codes

· Guidelines for drafting APIs
6.2. 
M2M Identifiers

This clause describes all identifiers from [6] and the data types used to represent them.
Table 6.3.2.1‑1: M2M Identifiers
	Identifier
	Data Type
	Description

	M2M-SP-ID
	m2m:id

(see clause X.X)
	A globally unique ID as specified in [6]

	App-ID
	m2m:id 
(see clause X.X)
	The identifier is specified in [6]

	AE-ID
	m2m:id 
(see clause X.X)
	A globally unique ID as specified in [6]



	CSE-ID
	m2m:id 
(see clause X.X)
	A globally unique ID as specified in [6]



	M2M-Node-ID
	TBD

(see clause X.X)
	A globally unique ID as specified in [6]

	M2M-Sub-ID
	m2m:id 
(see clause X.X)
	A globally unique ID as specified in [6].

	M2M-Request-ID
	TBD

(see clause X.X)
	A unique ID as specified in [6]

	M2M-Ext-ID
	ExternalID

(see clause 6.3.2.2)
	The identifier is specified in [6] 

	UNetwork-ID
	m2m:id 
(see clause X.X)
	A unique ID as specified in [6]

	Trigger-Recipient-ID
	TBD
(see clause X.X)
	The identifier is specified in [6] 

	M2M-Serv-ID
	TBD
	The identifier is specified in [6] 


6.3. Common Data Types
For wide acceptance by industrial markets, this specification describes structured and non-structured data for oneM2M Protocol using XML Schema Language (aka XSD)[3]. 

Note that the actual data format is depends on chosen Protocol Bindings. Each protocol binding specification will specify the mapping rule between XSD version of data definitions and its native data format.

Any Data Types and XML elements defined for use in oneM2M protocols shall use the namespace 

http://www.onem2m.org/xml/protocols.
This document, and any XML or XML Schema Documents produced by oneM2M shall use the prefix m2m: to refer to that namespace.
6.3.1. 
Simple Data Types incorporated from XML Schema

Following ‘built-in data types’ are incorporated from XML Schema definition [3]. 

Note that name space identifier for ‘http://www.w3.org/2001/XMLSchema' shall be described as ‘xs:’ in this specification.
Table 6.3.2.1‑1
	Data Type
	Description
	Notes

	xs:string
	The string datatype represents character strings in XML
	

	xs:boolean
	boolean represents the values of two-valued logic.
	

	xs:decimal
	decimal represents a subset of the real numbers, which can be represented by decimal numerals. The ·value space· of decimal is the set of numbers that can be obtained by dividing an integer by a non-negative power of ten, i.e., expressible as i / 10n where i and n are integers and n ≥ 0. Precision is not reflected in this value space; the number 2.0 is not distinct from the number 2.00. The order relation on decimal is the order relation on real numbers, restricted to this subset.
	

	xs:float
	The float datatype is patterned after the IEEE single-precision 32-bit floating point datatype IEEE 754-2008 ([8]).  Its value space is a subset of the rational numbers.  Floating point numbers are often used to approximate arbitrary real numbers.
	

	xs:double
	The double datatype is patterned after the IEEE double-precision 64-bit floating point datatype IEEE 754-2008 ([8]).  Each floating point datatype has a value space that is a subset of the rational numbers.  Floating point numbers are often used to approximate arbitrary real numbers.
	

	xs:duration
	duration is a datatype that represents durations of time.  
	

	xs:dateTime
	dateTime represents instants of time, optionally marked with a particular time zone offset.  Values representing the same instant but having different time zone offsets are equal but not identical.
	

	xs:time
	time represents instants of time that recur at the same point in each calendar day, or that occur in some arbitrary calendar day.
	

	xs:date
	date represents top-open intervals of exactly one day in length on the timelines of dateTime, beginning on the beginning moment of each day, up to but not including the beginning moment of the next day).  For non-timezoned values, the top-open intervals disjointly cover the non-timezoned timeline, one per day.  For timezoned values, the intervals begin at every minute and therefore overlap.
	

	xs:hexBinary
	hexBinary represents arbitrary hex-encoded binary data.
	

	xs:base64Binary
	base64Binary represents arbitrary Base64-encoded binary data.  For base64Binary data the entire binary stream is encoded using the Base64 Encoding defined in RFC 3548([9]), which is derived from the encoding described in RFC 2045([10]).
	

	xs:anyURI
	anyURI represents an Internationalized Resource Identifier Reference (IRI).  An anyURI value can be absolute or relative, and may have an optional fragment identifier (i.e., it may be an IRI Reference).  This type should be used when the value fulfills the role of an IRI, as defined in RFC 3987([11]) or its successor(s) in the IETF Standards Track.
	

	xs:normalizedString
	normalizedString represents white space normalized strings.  The ·value space· of normalizedString is the set of strings that do not contain the carriage return (#xD), line feed (#xA) nor tab (#x9) characters.  The ·lexical space· of normalizedString is the set of strings that do not contain the carriage return (#xD), line feed (#xA) nor tab (#x9) characters.  The ·base type· of normalizedString is string.
	

	xs:token
	token represents tokenized strings. The ·value space· of token is the set of strings that do not contain the carriage return (#xD), line feed (#xA) nor tab (#x9) characters, that have no leading or trailing spaces (#x20) and that have no internal sequences of two or more spaces. The ·lexical space· of token is the set of strings that do not contain the carriage return (#xD), line feed (#xA) nor tab (#x9) characters, that have no leading or trailing spaces (#x20) and that have no internal sequences of two or more spaces. The ·base type· of token is normalizedString.
	

	xs:language
	language represents formal natural language identifiers, as defined by BCP 47([12]).
	

	xs:integer
	integer is ·derived· from decimal by fixing the value of ·fractionDigits· to be 0 and disallowing the trailing decimal point.  This results in the standard mathematical concept of the integer numbers.  The ·value space· of integer is the infinite set {...,-2,-1,0,1,2,...}.  The ·base type· of integer is decimal.
	

	xs:nonNegativeInteger
	nonNegativeInteger has a lexical representation consisting of an optional sign followed by a non-empty finite-length sequence of decimal digits (#x30-#x39).  If the sign is omitted, the positive sign ('+') is assumed. If the sign is present, it must be "+" except for lexical forms denoting zero, which may be preceded by a positive ('+') or a negative ('-') sign. For example: 1, 0, 12678967543233, +100000.
	

	xs:positiveInteger
	positiveInteger is ·derived· from nonNegativeInteger by setting the value of ·minInclusive· to be 1.  This results in the standard mathematical concept of the positive integer numbers.  The ·value space· of positiveInteger is the infinite set {1,2,...}.  The ·base type· of positiveInteger is nonNegativeInteger.
	

	xs:unsignedLong
	unsignedLong is derived· from nonNegativeInteger by setting the value of ·maxInclusive· to be 18446744073709551615.  The ·base type· of unsignedLong is nonNegativeInteger.
	

	xs:unsignedInt
	unsignedInt is ·derived· from unsignedLong by setting the value of ·maxInclusive· to be 4294967295.  The ·base type· of unsignedInt is unsignedLong.
	

	xs:unsignedShort
	unsignedShort is ·derived· from unsignedInt by setting the value of ·maxInclusive· to be 65535.  The ·base type· of unsignedShort is unsignedInt.
	

	xs:dateTimeStamp
	The dateTimeStamp datatype is derived· from dateTime by giving the value required to its explicitTimezone facet. The result is that all values of dateTimeStamp are required to have explicit time zone offsets and the datatype is totally ordered.
	


Editor's Note:  How to choose the local time zone at timestamp is FFS.
6.3.2. Additional Data Types used in oneM2M

This clause defines the complex data types that are used by oneM2M API.

6.3.2.1. oneM2M Data Types

Table 6‑3:describes oneM2M-specific Data Type definitions.
Table 6.3.2.1‑1: 

	Data Type
	Type Name
	Description

	m2m:id
	Generic ID
	Used to represent generic IDs generated and used within oneM2M

	m2m:nodeId
	Node ID
	Used for Node IDs. The constraints on this type are different from those on Generic IDs

	m2m:requestId
	Request ID
	Used for Request IDs. This type includes the ID of the target CSE as well as a part that varies for each ID

	m2m:externalId
	External ID
	Used for External IDs. This type includes the ID of the underlying network provider as well as a part that varies for each ID


	m2m:acpType
	ACP Type
	Used to represent an AccessControlPolicy identifier. This can be either a URI or an opaque token

	m2m:nhURI
	Non-hierarchical URI
	This is used to indicate that the URI cannot be interpreted in an hierarchical manner

	m2m:resourceCode
	Resource Code
	A 2 capital letter code as defined in [7]. It is defined as an xs:string enumeration.


6.3.2.2. ExternalID

This type represents the M2M-Ext-ID.
Table 6.3.2.2‑1
	Name
	Type
	Description

	UNetwork-ID
	m2m:id 
	The identifier of the underlying network provider for which the external Identifier can be used.

	Id
	AnyURI
	The identifier of the node for the underlying network provider


6.3.2.3
Id

Editor’s Note: TBD.
6.3.3. Resource common attributes

Resource common attributes are specified in oneM2M TS-0001 [6]. The type and values shall be supported according to the description given in Table 6.3.3‑1. 
Table 6.3.3‑1
	Attribute Name
	Data Type
	Default
	Value restrictions
	Notes

	accessControlPolicyID
	m2m:acpType
	Policy is inherited from the parent resource
	
	

	parentID
	m2m:nhURI
	Not applicable
	Must be a non-hierarchical URI
	

	creationTime
	xs:dateTime
	Not applicable
	
	

	expirationTime
	xs:dateTime
	Absence of the attribute means that the resource has no explicit expirationTime
	
	

	lastModifiedTime
	xs:dateTime
	Not applicable
	
	

	resourceType
	m2m:resourceCode
	In the absence of this attribute, the resource type can be inferred from the root element 
	
	

	labels
	list of xs:token
	Absence of this attribute means there are no labels
	
	

	stateTag
	xs:nonNegativeInteger
	Not applicable
	
	

	link
	xs:anyURI
	Not applicable
	
	

	announceTo
	list of xs:anyURI
	Not applicable
	
	

	announcedAttribute
	list of xs:token
	Not applicable
	
	


6.4. Structured Data Types

This specification defines common set of structured data as ‘Common Data Types’.

oneM2M Resource Data Types are defined in XSD, and they are supplied as separate documents. The source of XSD file can be Resource definition in accordance with oneM2M TS-0001 [6]. 

Although XSD files are managed independent from [6], they shall conform to the following rules:
11) Each Resource Type will be defined in a separate XSD file. The name of that file should be prefixed with ‘CDT-‘ and  followed by the resource type name, version of the Core Protocol TS, and date of update. Each Resource Type file will contain a single Global Element Declaration whose name is the name of the Resource Type in accordance with [6]. This means that the root element of a Resource (when represented in XML) contains an m2m: (or equivalent) namespace prefix.

12) The root element of each resource shall have an attribute called “name” which gives an identifier for that particular resource instance. A URI to the resource instance can be constructed by taking the URI of its parent and appending /<name> where <name> is the value of the name attribute.

13) Each resource  attribute is represented as a child element of the top level element, and shall not have any child elements. It shall be declared as an element that is local to the resource that contains it, and so does not have a namespace prefix in any XML representation of the resource.

14) Each child resource may be represented as a child element of the top level element (in which case the resource schema  should refer to the child’s resource type definition using ‘ref’ attribute) or it may be referenced via a URI. The designer of the resource schema should decide, on a case by case basis, whether it is appropriate to include the child element inline (via the first approach) or to reference it via a URI (the second approach) or whether to permit either.

Editor’s Note: Decisions must be made in the WG, not by the designer. Resolution is FFS.

15) Each attribute should be declared to use either one of the simple data types listed in clause 6.3.1 or 6.3.2, or a data type derived by restriction from one of the types listed in clause 6.3.1 or 6.3.2.

16) Common ‘Simple types’ are collected as dedicated XSD file, which is named 
‘CDT-simple_types-<version>-<date>.xsd’

17) With the exception of CSEBase, all Resource types will extend one of the XML complex types defined in the file CDT-commonTypes-v1_0<date>.xsd.

18) The resource-specific attributes and child resources shall appear as an XSD sequence, with their order being detemined by the order shown  in the tables in clause 9.6 of [6].
Table 6.4‑1
	Data Type ID
	File Name
	Where defined
	Notes

	Simple Types
	CDT-simpleType-v1_0-<date>.xsd
	6.3.1
	

	CommonTypes
	CDT-commonTypes-v1_0_0-<date>.xsd
	
	


6.4.1. regularResourceType

Description
This type definition includes the common attributes used by the majority of M2M resources. It is included  in CDT-commonTypes-v1_0_0-<date>.xsd .

Reference
See Clause 9.6.1 of [6].

Usage Example
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns="http://www.w3.org/2001/XMLSchema"
targetNamespace=http://www.onem2m.org/xml/protocols
   xmlns:m2m=http://www.onem2m.org/xml/protocols

elementFormDefault="unqualified" xmlns:xs="http://www.w3.org/2001/XMLSchema">

<xs:include schemaLocation="common_types-v1_0_0-20140409.xsd" />

<xs:include schemaLocation="CDT-instance-v1_0_0-20140409.xsd" />

<xs:include schemaLocation="CDT-subscription-v1_0_0-20140409.xsd" />

<xs:element name="container">


<xs:complexType>



<xs:complexContent>
           <!-- 
Inherit Common Attributes from regularResourceType     -->




<xs:extension base="m2m:regularResourceType">

    





<xs:sequence>





    <!-- 


Resource Specific Attributes           -->






<xs:element name="maxNrOfInstances" type="xs:nonNegativeInteger" minOccurs="0" />






<xs:element name="maxByteSize" type="xs:nonNegativeInteger" minOccurs="0" />






<xs:element name="maxInstanceAge" type="xs:nonNegativeInteger" 
minOccurs="0" />






<xs:element name="currentNrOfInstances" type="xs:nonNegativeInteger" />






<xs:element name="currentByteSize" type="xs:nonNegativeInteger" />






<xs:element name="latest" type="xs:anyURI"  minOccurs="0" />






<xs:element name="locationID" type="xs:anyURI" minOccurs="0" />






<xs:element name="ontologyRef" type="xs:anyURI"  minOccurs="0" />







<!-- 


Child Resources                          -->






<!--  Instances are included inline in the parent        -->









<xs:element ref="m2m:instance" minOccurs = "0" maxOccurs="unbounded"/>






<!--  Subscriptions can either be included inline or referenced by URI -->






<xs:choice>






  <xs:element ref="m2m:subscription" minOccurs="0" maxOccurs="unbounded"/>






  <xs:element name="subscription" type="xs:anyURI"  minOccurs="0" 










  maxOccurs="unbounded"/>






</xs:choice>






<!--  Containers are always referenced by URI             -->







    <xs:element name="container" type="xs:anyURI"  minOccurs="0" 











maxOccurs="unbounded"/>






</xs:sequence>




</xs:extension>



</xs:complexContent>


</xs:complexType>

</xs:element>
</xs:schema>
6.4.2. announceableResourceType

Description
This type definition includes the common attributes used by M2M resource types that are capable of being announced.  In addition to the attributes of a regularResource, It includes (as optional)  the common attributes that are used by the announcement mechanism.

Reference
See Clause 9.6.1 of [6].

Usage Example

6.4.3. subordinateResourceType

Description
This type definition includes the common attributes used by M2M resource types that are subordinate children over other resource types (for example the Instance child of a container). It excludes attributes like expirationTime, which aren’t defined for such resources.

Reference
See Clause 9.6.1 of [6].

Usage Example

Editor’s Note: This is example of description for each Common Data Type, and remove this  sub clause when actual entries are added.
6.5. oneM2M Device Management  API

Editor’s Note: This sub-clause should be considered to move as part of “oneM2M Resource Types”.

<Text>

The following text is to be used when appropriate:

6.5.1. Introduction
This section describes the management specific primitives and procedures to communicate across the Mca and Mcc reference points.

6.5.2. Management Data Types

This section describes the data types that are extensions of the data types defined in clause 6.2.1  and are specific to the management resource and subresources.

6.5.3. <mgmtObj> Resources and Procedures

This section describes the primitives and data types necessary to communicate the <mgmtObj> resource and subresources across the Mca and Mcc reference points.

6.5.3.1. <mgmtObj> Resources

This section describes the definition of the <mgmtObj> resource and subresources. In addition, the policy (e.g., mandatory, optional) related to the presence of a resource’s attributes with respect to the primitives is documented in this section.

6.5.3.2. <mgmtObj> Primitives and Procedures

This section describes the primitive and associated procedures for the <mgmtObj> resource and subresources.

6.5.4. <mgmtCmd> Resources and Procedures

This section describes the primitives and procedures to communicate the <mgmtCmd> resource and subresources across the Mca and Mcc reference points.

6.5.4.1. <mgmtCmd> Resource

This section describes the definition of the <mgmtCmd> resource and subresources. In addition, the policy (e.g., mandatory, optional) related to the presence of a resource’s attributes with respect to the primitives is documented in this section.

6.5.4.2. <mgmtCmd> Primitive and Procedures

This section describes the primitive and associated procedures for the <mgmtObj> resource and subresources.

6.6. oneM2M Connectivity Management API

Editor’s Note: This sub-clause should be considered to move as part of “oneM2M Resource Types”.

<Text>

The following text is to be used when appropriate:

6.7. oneM2M Data Management API

Editor’s Note: This sub-clause should be considered to move as part of “oneM2M Resource Types”.

<Text>

The following text is to be used when appropriate:
7 oneM2M Resource Types

7.1. Introduction

7.2. Prerequisites

7.2.1. Primitive format and procedure outlines

7.2.1.1. Primitive format

7.2.1.1.1. Request primitive format

 Table 7.2.1.1‑1summarizes the primitive parametersattributes for Request primitive, showing any differences as applied to C, R, U, D or N operations. “M” indicates mandatory, “O” indicates optional, “NP” indicates not present, “C” indicates conditional.
Table 7.2.1.1‑1 : Request Primitive Parameters
	Primitive Parameter
	CREATE
	RETRIEVE
	UPDATE
	DELETE
	NOTIFY

	
	M/O
	M/O
	M/O
	M/O
	M/O

	
	Mca
	Mcc
	Mca
	Mcc
	Mca
	Mcc
	Mca
	Mcc
	Mca
	Mcc

	primitiveType (=REQUEST)
	M
	M
	M
	M
	M
	M
	M
	M
	M
	M

	Operation
	M
	M
	M
	M
	M
	M
	M
	M
	M
	M

	To
	M
	M
	M
	M
	M
	M
	M
	M
	M
	M

	From
	M
	M
	M
	M
	M
	M
	M
	M
	M
	M

	Request Identifier
	M
	M
	M
	M
	M
	M
	M
	M
	M
	M

	Resource Type
	M
	M
	NP
	NP
	NP
	NP
	NP
	NP
	NP
	NP

	Name
	C
	C
	NP
	NP
	NP
	NP
	NP
	NP
	NP
	NP

	Content
	C
	C
	C
	C
	C
	C
	NP
	NP
	M
	M

	Original Timestamp
	O
	O
	O
	O
	O
	O
	O
	O
	O
	O

	Request Expiration Timestamp
	C
	C
	C
	C
	C
	C
	C
	C
	C
	C

	Result Expiration Time
	C
	C
	C
	C
	C
	C
	C
	C
	C
	C

	Operation Execution Time
	C
	C
	C
	C
	C
	C
	C
	C
	C
	C

	Response Type
	C
	C
	C
	C
	C
	C
	C
	C
	C
	C

	Result Persistence
	C
	C
	C
	C
	C
	C
	C
	C
	NP
	NP

	Result Content
	C
	C
	C
	C
	C
	C
	C
	C
	NP
	NP

	Event Category
	C
	C
	C
	C
	C
	C
	C
	C
	C
	C

	Delivery Aggregation
	C
	C
	C
	C
	C
	C
	C
	C
	C
	C

	Group Request Identifier
	C
	C
	C
	C
	C
	C
	C
	C
	C
	C

	Filter Criteria
	NP
	NP
	C
	C
	NP
	NP
	NP
	NP
	NP
	NP

	Discovery Result Type
	NP
	NP
	C
	C
	NP
	NP
	NP
	NP
	NP
	NP


Editor’s Note: This is an initial list of primitive parameters. Parameter name, mandatory/optional or description for each parameter is FFS.
7.2.1.1.2. Response primitive format

Table 7.2.1.1‑2 summarizes the primitive parameters for Response primitive, showing any differences as applied to C, R, U, D or N operations and unsuccessful operations. “M” indicates mandatory, “O” indicates optional, “NP” indicates not present, “C” indicates conditional.

Table 7.2.1.1‑2 : Response Primitive Parameters (1/2)
	Primitive parameter
	Ack
	
	Successful

CREATE
	Successful

RETRIEVE
	Successful

UPDATE

	
	M/O
	
	M/O
	M/O
	M/O

	
	Mca
	Mcc
	
	Mca
	Mcc
	Mca
	Mcc
	Mca
	Mcc

	primitiveType (=RESPONSE)
	M
	M
	
	M
	M
	M
	M
	M
	M

	Operation
	M
	M
	
	M
	M
	M
	M
	M
	M

	Response Code
	M
	M
	
	M
	M
	M
	M
	M
	M

	Request Identifier
	M
	M
	
	M
	M
	M
	M
	M
	M

	Content
	NP
	NP
	
	C
	C
	M
	M
	C
	C

	To
	C
	C
	
	C
	C
	C
	C
	C
	C

	From
	C
	C
	
	C
	C
	C
	C
	C
	C

	Originating Timestamp
	O
	O
	
	O
	O
	O
	O
	O
	O

	Result Expiration Timestamp
	C
	NP
	
	C
	C
	C
	C
	C
	C

	Status Code
	C
	C
	
	C
	C
	C
	C
	C
	C

	Response Address
	C
	C
	
	C
	C
	C
	C
	C
	C


Table 7.2.1.1‑3 : Response Primitive Parameters (2/2)

	Primitive parameter
	Successful

DELETE
	Successful

NOTIFY
	Unsuccessful

	
	M/O
	M/O
	M/O

	
	Mca
	Mcc
	Mca
	Mcc
	Mca
	Mcc

	primitiveType (=RESPONSE)
	M
	M
	M
	M
	M
	M

	Operation
	M
	M
	M
	M
	M
	M

	Response Code
	M
	M
	M
	M
	M
	M

	Request Identifier
	M
	M
	M
	M
	M
	M

	Content
	C
	C
	NP
	NP
	C
	C

	To
	C
	C
	C
	C
	C
	C

	From
	C
	C
	C
	C
	C
	C

	Originating Timestamp
	O
	O
	O
	O
	O
	O

	Result Expiration Timestamp
	C
	C
	NP
	NP
	C
	C

	Status Code
	C
	C
	C
	C
	C
	C

	Response Address
	C
	C
	NP
	NP
	NP
	NP


Editor’s Note: This is an initial list of primitive parameters. Parameter name, mandatory/optional or description for each parameter is FFS.

7.2.1.2. Description of Generic Procedures

7.2.1.2.1. Generic Resource Create Request Procedure

A Generic Resource Create Request Procedure shall be comprised of the following actions. Additional actions specific to individual procedures may be listed in the respective sections by referencing these actions and providing additional steps.

The Originator shall execute the following steps in order:

Orig-C-1.0
"Compose Request primitive".

Orig-C-2.0
"Send a Request to the receiver CSE".

Orig-C-3.0
"Wait for Response primitive".

The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an unsuccessful Response" and then "Send Response primitive". The corresponding Response Code shall be included in the Response primitive.
Rcv-C-1.0
“Check validity of the primitive parameters”.

NOTE: “validity” in this sentence means that the primitive parameters conform to the specification and also that it is possible for the Receiver to process the request within the constraints of the primitive parameters. For example, if there are expiration times (e.g. Request Expiration Timestamp, Result Expiration Time and Operation Execution Time) in the primitive parameters, then this step will check that it is possible to meet those expiration times in line with the configured policies of the Receiver, if any.

If the Response Type primitive parameter is set to either ‘nonBlockingRequestSynch’ or ‘nonBlockingRequestAsynch’, then the Receiver shall:
Rcv-C-2.0
"Create a Response primitive (ack)”.

Rcv-C-3.0
"Send Response primitive".

If the To primitive parameter addresses a CSE that is not the receiver CSE, then:

The Receiver shall

Rcv-C-4.1 
“Forward Request primitive”

If the Result Content primitive parameter is set to ‘nothing’, then 

If the Response Type primitive parameter is set to ‘blockingRequest’ then the Receiver shall

Rcv-C-4.2 
“Create a Response primitive (ack)”.

Rcv-C-4.3 
"Send Response primitive".

The Receiver shall then

Rcv-C-4.4
“Complete the procedure”.

else the Receiver shall

Rcv-C-4.5 
“Wait for operational result”.

Rcv-C-4.6 
“Provide the received operational result to the Originator”.

Rcv-C-4.7 
"Complete the procedure".

else (if the To primitive parameter addresses the receiver CSE) then do the following steps.

Rcv-C-5.0

"Check existence of the addressed resource". 

Rcv-C-6.0

"Check authorization of the requesting entity based on accessControlPolicyID". 

Rcv-C-7.0

"Check validity of resource representation for the given resource type 

Rcv-C-8.0

"Create the resource".

Rcv-C-9.0

If the resource is the announce-able resource type and the announceTo attribute is included, then the Receiver shall “Announce the resource”.
Rcv-C-10.0
"Create a successful Response".

Rcv-C-11.0
"Send Response primitive".

Editor’s Note: These procedures and steps are FFS. Steps are pointer to the common operation section in TS-0004.
7.2.1.2.2. Generic Resource Retrieve Request Procedure

A Generic Resource Retrieve Request Procedure shall be comprised of the following actions. Additional actions specific to individual procedures may be listed in the respective sections by referencing this procedure and providing additional steps.

The Originator shall execute the following steps in order:

Orig-R-1.0
"Compose Request primitive".

Orig-R-2.0
"Send a Request to the receiver CSE".

Orig-R-3.0
"Wait for Response primitive".

The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an unsuccessful Response" and then "Send Response primitive". The corresponding Response Code shall be included in the Response primitive.

Rcv-R-1.0
“Check validity of the primitive parameter”.

NOTE: “validity” in this sentence means that the primitive parameters conform to the specification and also that it is possible for the Receiver to process the request within the constraints of the primitive parameters. For example, if there are expiration times (e.g. Request Expiration Timestamp, Result Expiration Time and Operation Execution Time) in the primitive parameters, then this step will check that it is possible to meet those expiration times in line with the configured policies of the Receiver, if any.

If the Response Type primitive parameter is set to either ‘nonBlockingRequestSynch’ or ‘nonBlockingRequestAsynch’, then the Receiver shall:

Rcv-R-2.0
"Create a Response primitive (ack)”.

Rcv-R-3.0
"Send Response primitive".

If the To primitive parameter addresses a CSE that is not the receiver CSE, then:

The Receiver shall

Rcv-R-4.1 
“Forward Request primitive”

If the Result Content primitive parameter is set to ‘nothing’, then 

If the Response Type primitive parameter is set to ‘blockingRequest’ then the Receiver shall

Rcv-R-4.2 
“Create a Response primitive (ack)”.

Rcv-R-4.3 
"Send Response primitive".

The Receiver shall then

Rcv-R-4.4

“Complete the procedure”.

else the Receiver shall

Rcv-R-4.5 
“Wait for operational result”.

Rcv-R-4.6 
“Provide the received operational result to the Originator”.

Rcv-R-4.7 
"Complete the procedure".

else (if the To primitive parameter addresses the receiver CSE) then do the following steps.

Rcv-R-5.0

"Check existence of the addressed resource". 

Rcv-R-6.0

"Check authorization of the requesting entity based on accessControlPolicyID". 

Rcv-R-7.0

"Read the addressed resource".

Rcv-R-8.0

"Create a successful Response".

Rcv-R-9.0

"Send Response primitive".

Editor’s Note: These procedures and steps are FFS. Steps are pointer to the common operation section in TS-0004.

7.2.1.2.3. Generic Resource Update Request Procedure

A Generic Resource Update Procedure shall be comprised of the following actions. Additional actions specific to individual procedures may be listed in the respective sections by referencing this procedure and providing additional steps.

The Originator shall execute the following steps in order:

Orig-U-1.0
"Compose Request primitive".

Orig-U-2.0
"Send a Request to the receiver CSE".

Orig-U-3.0
"Wait for Response primitive".

The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an unsuccessful Response" and then "Send Response primitive". The corresponding Response Code shall be included in the Response primitive.

Rcv-U-1.0 
“Check validity of the primitive parameters”.

NOTE: “validity” in this sentence means that the primitive parameters conform to the specification and also that it is possible for the Receiver to process the request within the constraints of the primitive parameters. For example, if there are expiration times (e.g. Request Expiration Timestamp, Result Expiration Time and Operation Execution Time) in the primitive parameters, then this step will check that it is possible to meet those expiration times in line with the configured policies of the Receiver, if any.

If the Response Type primitive parameter is set to either ‘nonBlockingRequestSynch’ or ‘nonBlockingRequestAsynch’, then the Receiver shall:

Rcv-U-2.0

"Create a Response primitive (ack)”.

Rcv-U-3.0

"Send Response primitive".

else do the following steps.

If the To primitive parameter addresses a CSE that is not the receiver CSE, then:

The Receiver shall

Rcv-U-4.1 
“Forward Request primitive”

If the Result Content primitive parameter is set to ‘nothing’, then 

If the Response Type primitive parameter is set to ‘blockingRequest’ then the Receiver shall

Rcv-U-4.2 
“Create a Response primitive (ack)”.

Rcv-U-4.3 
"Send Response primitive".

The Receiver shall then

Rcv-U-4.4

“Complete the procedure”.

else the Receiver shall

Rcv-U-4.5 
“Wait for operational result”.

Rcv-U-4.6 
“Provide the received operational result to the Originator”.

Rcv-U-4.7 
"Complete the procedure".

else (if the To primitive parameter addresses the receiver CSE) then do the following steps.

Rcv-U-5.0

"Check existence of the addressed resource". 

Rcv-U-6.0

"Check authorization of the requesting entity based on accessControlPolicyID". 

Rcv-U-7.0

"Check validity of resource representation.

Rcv-U-8.0

"Updated the addressed resource".

Rcv-U-9.0
If the announceTo attribute of the resource was requested to be changed, the Receiver  shall determine which announcements and de-announcements need to be done.

Rcv-U-10.0
"Create a successful Response".

Rcv-U-11.0
"Send Response primitive".

Editor’s Note: These procedures and steps are FFS. Steps are pointer to the common operation section in TS-0004.

7.2.1.2.4. Generic Resource Delete Request Procedure

A Generic Resource Delete Procedure shall be comprised of the following actions. Additional actions specific to individual procedures may be listed in the respective sections by referencing this procedure and providing additional steps.

The Originator shall execute the following steps in order:

Orig-D-1.0
"Compose Request primitive".

Orig-D-2.0
"Send a Request to the receiver CSE".

Orig-D-3.0
"Wait for Response primitive".

The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an unsuccessful Response" and then "Send Response primitive". The corresponding Response Code shall be included in the Response primitive.

Rcv-D-1.0 
“Check validity of the primitive parameters”.

NOTE: “validity” in this sentence means that the primitive parameters conform to the specification and also that it is possible for the Receiver to process the request within the constraints of the primitive parameters. For example, if there are expiration times (e.g. Request Expiration Timestamp, Result Expiration Time and Operation Execution Time) in the primitive parameters, then this step will check that it is possible to meet those expiration times in line with the configured policies of the Receiver, if any.

If the Response Type primitive parameter is set to either ‘nonBlockingRequestSynch’ or ‘nonBlockingRequestAsynch’, then the Receiver shall:

Rcv-D-2.0

"Create a Response primitive (ack)”.

Rcv-D-3.0

"Send Response primitive".

If the To primitive parameter addresses a CSE that is not the receiver CSE, then:

The Receiver shall

Rcv-D-4.1 
“Forward Request primitive”

If the Result Content primitive parameter is set to ‘nothing’, then 

If the Response Type primitive parameter is set to ‘blockingRequest’ then the Receiver shall

Rcv-D-4.2 
“Create a Response primitive (ack)”.

Rcv-D-4.3 
"Send Response primitive".

The Receiver shall then

Rcv-D-4.4

“Complete the procedure”.

else the Receiver shall

Rcv-D-4.5 
“Wait for operational result”.

Rcv-D-4.6 
“Provide the received operational result to the Originator”.

Rcv-D-4.7 
"Complete the procedure".

else (if the To primitive parameter addresses the receiver CSE) then do the following steps.

Rcv-D-5.0

"Check existence of the addressed resource". 

Rcv-D-6.0

"Check authorization of the requesting entity based on accessControlPolicyID". 

Rcv-D-7.0

If the resource is announced, then “De-Announce the resource”.

Rcv-D-8.0

"Delete the addressed resource".

Rcv-D-9.0

"Create a successful Response".

Rcv-D-10.0
"Send Response primitive".

Editor’s Note: These procedures and steps are FFS. Steps are pointer to the common operation section in TS-0004.

7.2.1.2.5. Generic Notify Procedure

A Generic Notify Procedure shall be comprised of the following actions. Additional actions specific to individual procedures may be listed in the respective sections by referencing these actions and providing additional steps.

The Notification Originator shall execute the following steps in order:

Orig-N-1.0
“Compose Notify Request Primitive”

Orig-N-2.0
“Send a Notify Request to the Receiver”

Orig-N-3.0
“Wait for Response Primitive”

The Receiver shall execute the following steps in order. 

Editor’s Note: Error cases for this Notify Procedure is FFS.

Rcv-N-1.0
“Check Validity of the Primitive parameters”

Editor’s Note: The Representation of Notify Request/Response is FFS.

Editor’s Note: These procedures and steps are FFS. Steps are pointer to the common operation section in TS-0004.

7.2.2. Common operations

Editor’s Note: Actual Error handling is FFS.

Editor’s Note: the options will need to be filled in at some point

7.2.2.1. Originator Actions

7.2.2.1.1. Compose Request primitive

The originator shall compose a Request message that shall be mapped to a specific protocol.

The Request shall include the “fr” and “to” to indicate the identifier of the originator of the request and the targeted receiver of the request.

The Request shall include the other attributes in case needed depend on the resource the request is addressing.

When including a resource representation in the request indication for create and update, the originator shall take into account the validation rules as specified in "Check validity for resource representation for create" and "Check validity for resource representation for update" respectively. For example, any attributes marked with NP shall not be present in the resource representation for the corresponding request indication.

7.2.2.1.2. Send a Request to the Receiver CSE

The originator shall determine the receiver CSE. 

The receiver of the Request shall be the registrar CSE of the originator in case the originator is not IN-CSE.

If the originator is the IN-CSE, the receiver of the Request shall be the CSE whose identifier is the prefix of the “to” attribute of the Request.

If this results in no matching CSE, then the request is rejected with a STATUS_NOT_FOUND.

If results in multiple CSEs, the request is rejected with a status STATUS_INTERNAL_SERVER_ERROR, since this shall never happen.

7.2.2.1.3. Wait for Response primitive

The originator shall wait for the Response primitive from the receiver that corresponds to the Request primitive that was sent by the originator. Correlation between the Request and the corresponding Response is handled by the transport layer.

If no Response primitive is received within a certain time, specified by server policy and/or by the underlying transport technology, this shall be handled as if a Response primitive with a statusCode STATUS_REQUEST_TIMEOUT was received.

7.2.2.2. Hosting CSE actions

7.2.2.2.1. Check existence of the addressed resource

The hosting CSE shall check if the resource addressed by the “to” attribute exists in the repository. If the resource does not exist, the hosting CSE shall reject the request with a "STATUS_NOT_FOUND".

7.2.2.2.2. Check the syntax of received message

Message validity is specified by the protocol mapping TSes (HTTP binding, CoAP binding and MQTT binding). The received resource representation (e.g. in plain XML, binary XML or JSON) shall be validated against the provided schema definitions.

If the message is not valid, the request shall be rejected with a "STATUS_BAD_REQUEST".

7.2.2.2.3. Check validity of resource representation for CREATE

The handling below shall apply t to each attribute in the resource for CREATE request primitives and the handling depends on the "presence in CREATE request" column of the resource table. If the request is rejected based on the rules below, then the other attributes do not have to be checked.

If no resource representation is present in the CREATE request, then the request is rejected with a STATUS_BAD_REQUEST statusCode.

The id attribute has special handling. If the id-attribute is present in the CREATE request, the hosting CSE shall check if a resource with the same id already exists in the addressed collection. If such a resource exists and the response column is marked as M, then the hosting CSE shall reject the request with a "STATUS_CONFLICT".

If the expirationTime attribute is present in the resource representation, but its value indicates a time in the past, then the request shall be rejected with a STATUS_BAD_REQUEST.
N/A attribute
Indicates that the attribute is not supported in the CREATE request. 
The resource indicated as N/A shall be created when the parent resource was created, or the resource shall be permanently exist in oneM2M System.
M attribute

If the attribute is present in the resource representation in the CREATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M then the hosting CSE shall reject the request with a "STATUS_BAD_REQUEST".

If the attribute is not present in the resource representation in the CREATE request the hosting CSE shall reject the request with a "STATUS_BAD_REQUEST".

O attribute

If the attribute is present in the resource representation in the CREATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M or O then the hosting CSE shall reject the request with a "STATUS_NOT_IMPLEMENTED".

NP attribute

If the attribute is present in the resource representation in the CREATE request, the hosting CSE shall reject the request with a "STATUS_BAD_REQUEST".

7.2.2.2.4. Check validity of resource representation for UPDATE

The handling below shall apply to each attribute in the resource for UPDATE request primitives and the handling depends on the "presence in UPDATE request" column of the resource table. If the request is rejected based on the rules below, then the other attributes do not have to be checked.

If the expirationTime attribute is present in the resource representation, but its value indicates a time in the past, then the request shall be rejected with a STATUS_BAD_REQUEST.

N/A attribute

Indicates that the attribute is not supported in the UPDATE request
The resource indicated as N/A shall not allow any modification on the resource. If Originator requested to perform UPDATE operation on the resource, the request shall be rejected with a STATUS_METHOD_NOT_ALLOWED.
M attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M, the hosting CSE shall reject the request with a "STATUS_BAD_REQUEST".

If the attribute is not present in the resource representation in the UPDATE request, the hosting CSE shall reject the request with a "STATUS_BAD_REQUEST".

O attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted and the response column is marked M or O then the hosting CSE shall reject the request with a "STATUS_NOT_IMPLEMENTED" statusCode.

NP attribute

If the attribute is present in the resource representation in the UPDATE request, the hosting CSE shall reject the request with a "STATUS_BAD_REQUEST" unless the value provided for the attribute exactly matches the value in the current resource representation stored in the hosting CSE. In addition, the lastModifiedTime attribute shall always be accepted (but ignored) by the hosting CSE, no matter what value was provided in the request.

7.2.2.2.5. Create the resource

A new resource shall be created and correlated to the addressed and existing parent resource. This shall modify the resource representation of the addressed parent resource, specifically, if the parent resource has a lastModifiedTime attribute this shall be set to same value as the creationTime attribute of the created resource. The following rules shall be applied:

If the created resource type has an id attribute, then the URI of the created resource shall be the URI of its parent resource with the URI-encoded id appended. (e.g. http://CSEbase.operator.org/myAppID, for an application resource with id "myAppID" created in the parent resource http://CSEbase.operator.org).

If a resource with the same ID already exists in the addressed collection, the hosting CSE shall provide a new id that is unique within the collection.

If expirationTime attribute is present in the resource representation of the to be created resource and the expirationTime is set to a non-negative time, then an expiration timer shall be started by the hosting CSE. At timer expiration the related resource is deleted by "Delete the addressed resource".

For setting the attributes in the resource representation the following rules shall apply in CREATE request primitives:

M attribute

If the provided value is acceptable, the server shall use the provided value in the resource representation of the created resource.

O attribute

If a value is provided and accepted, then the server shall use the provided value in the resource representation of the created resource.

If the attribute is not provided or accepted, but the attribute is marked M in the response, the hosting CSE shall assign default value or assign value based on local policy.

If the attribute is not present in the resource representation in the CREATE request and the response column is marked O then the hosting CSE shall create the resource without the attribute.

NP attribute

If the attribute is not present in the resource representation in the CREATE request, and the response column is marked M, then the hosting CSE shall create the resource with the default value.

7.2.2.2.6. Create a successful Response

The receiver shall create a successful Response primitive with a statusCode indicating "STATUS_CREATED". The response shall include the representation of the addressed resource, if the hosting CSE modified any of the provided attributes as provided in the Request. The Response shall also include the URI of a created resource.

7.2.2.2.7. Create an unsuccessful Response

The receiver shall create an unsuccessful Response primitive with a statusCode indicating the detected error condition.
Note: possible error codes and its error handling is described in resource specific procedure.
7.2.2.2.8. Read the addressed resource

An existing and accessible resource is addressed. The content of its attributes and references to its child resources shall be read in form of resource representation.

When the resource is read to provide a response to RETRIEVE request primitives, then the following rules shall be applied:

M attribute

The attribute is always present in the resource representation.

O attribute

The attribute is present in the resource representation if some conditions occur.

NP attribute

The attribute is never present in the resource representation.

7.2.2.2.9. Update the addressed resource

An existing and accessible resource is addressed. The content of its attributes shall be updated with the following rules in UPDATE request primitives:

M attribute

If the provided value is accepted, the server shall use the provided value in the resource representation of the updated resource.

O attribute

If a value is provided and the value is accepted, the server shall use the provided value in the resource representation of the updated resource.

If the attribute is not provided or accepted, but the attribute is marked M in the response, the hosting CSE shall assign default value or assign value based on local policy.

If the attribute is not present in the resource representation in the UPDATE request and the response column is marked O then the hosting CSE shall remove the attribute in the updated resource.

NP attribute

If the attribute is not present in the resource representation in the UPDATE request and the response column is marked M then the hosting CSE shall not update the attribute value. There is only one exception to this rule and that is the lastModifiedTime attribute. The hosting CSE shall set the lastModifiedTime to the current time whenever an update primitive is received.

If the attribute is present in the resource representation in the UPDATE request the presented value shall be ignored, i.e. the hosting CSE shall never update its resource representation based on the presence of an NP attribute value in an update.

If the expirationTime attribute is present and modified by the procedure and it is set to a non-negative time, then an expiration timer shall be re-started by the hosting CSE. At timer expiration the related resource is deleted by "Delete the addressed resource".

7.2.2.2.10. Delete the addressed resource

An existing and accessible resource is addressed. The resource with all its attributes shall be deleted. Any expiration timer shall be stopped. This same procedure shall then be invoked (recursively) for each child resource of the deleted resource in case the child resource is only linked to the deleted resource.

The parent resource of the addressed resource shall be updated to remove the reference to the deleted resource. If the parent resource has a lastModificationTime attribute then this attribute shall be set to the time of the deletion.

If the resource is announced, the CSE shall try to de-announce the resource correspondingly.

7.2.2.2.11. Send Response primitive

A Response primitive shall be sent back to the originator.

7.2.2.3. Receiver CSE actions

7.2.2.3.1. Re-targeting

If the “to” attribute in the request does not start with the CSEBase URI of the receiver, the receiver CSE shall forward the request or shall serve the request locally (see below).

If the “to” attribute in the request starts with the CSEBase URI of the receiver, then the receiver CSE shall handle the request locally.

Acting as an originator the CSE shall perform the following procedures:

19) "Send a Request to the receiver CSE".

20) "wait for Response primitive".

When the Response is received the receiver CSE shall:

21) Primitive specific procedure: Forward the Response to the original CSE.

7.2.3. 
7.3. Resource Type-specific procedures and definitions

7.3.1. Resource Type CSEBase

7.3.2. Resource Type remoteCSE
7.3.3. Resource Type application
7.3.4. Resource Type container
7.3.5. Resource Type instance
7.3.6. Resource Type subscription
7.3.7. Resource Type schedule
7.3.8. 
Resource Type locationPolicy
7.3.9. Resource Type delivery
7.3.10. 
Resource Type request
7.3.11. 
Resource Type group
7.3.12. Resource Type Members
7.3.13. 
Resource Type mgmtObj
7.3.14. 
Resource Type parameters
7.3.15. 
Resource Type mgmtCmd
7.3.16. 
Resource Type execInstance
7.3.17. Resource Type node
7.3.18. 
Resource Type m2mServiceSubscription
7.3.19. 
Resource Type nodeInfo
7.3.20. 
Resource Type pollingChannel
7.3.21. 
Resource Type cmdhPolicy
7.3.22. 
Resource Type cmdhDefaults
7.3.23. 
Resource Type cmdhDefEcValue
7.3.24. 
Resource Type cmdhEcDefParamValues
7.3.25. 
Resource Type cmdhLimits
7.3.26. 
Resource Type cmdhNetworkAccessRules
7.3.27. 
Resource Type cmdhNwAccessRule
7.3.28. 
Resource Type cmdhBuffer
7.3.29. 
Resource Type statsConfig
7.3.30. 
Resource Type eventConfig
7.3.31. Resource Type statsCollect
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Annex A (Normative): Resource attributes

Resource Attributes are specified in oneM2M TS-0001 [6]. The type and values shall be supported according to the description given in table A-1.

The attributes are specified by trhe following information in the table:

· ResourceType: indicates the resource where the attribute is used, in case that the attribute is present in all resources the tag “ALL” is used.

· Attribute Name: indicates the name of the Attribute from [6]

· Short Name: indicates the acronym for the correspondent Attribute

· Data type: indicate the used type for the attribute, simple data types are defined in clause 6.3.1 and complex data types are defined in clause 6.3.2.

· Default: specifies the default value of the attribute as set by hosting CSE if no specific value was provided in the operation CREATE or UPDATE request, or if the provided value was unacceptable for the hosting CSE and is not specified to respond with an error then the hosting CSE is allowed to set a value.

· Value restrictions: indicates if the value of the attributes has a specific limitation.

Table A-1: Resource attributes

	ResourceType
	Attribute

Name
	Short Name
	Data Type
	Default
	Value restrictions
	Notes

	
	
	
	
	
	
	

	ALL except <accessControlPolicy>
	accessControlPolicyID
	aRI
	 xs:string
	NONE


	See TBD
	If the attribute is absent, all the entities that correspond to ancestor resources shall have the full set of permissions

	firmware
	activate
	
	
	
	
	

	firmware
	activateStatus
	
	
	
	
	

	<subscription>
	aggregationURI
	
	xs:anyURI
	
	
	

	TBD
	announceAttribute
	aA
	xs:string
	NONE 
	
	

	TBD
	announceTo
	aT
	xs:anyURI
	NONE
	
	

	<application>, <m2mServiceSubscription>, <nodeInfo>
	App-ID
	
	xs:string
	
	
	

	<application>
	App-Inst-ID
	
	xs:string
	
	
	

	<cmdhEcDefParamValues>, <cmdhNetworkAccessRules>, <cmdhBuffer>
	applicableEventCategory
	aEC
	
	
	
	

	<areaNwkDeviceInfo>
	areaNwkId
	
	
	
	
	

	<areaNwInfo>
	areaNwkType
	
	
	
	
	

	<capabilityInstance>
	attached
	
	
	
	
	

	<cmdhNwAccessRule>
	backOffParameters
	bOP
	
	
	
	

	<subscription>
	batchNotify
	
	
	
	
	

	<battery>
	batteryLevel
	
	
	
	
	

	<battery>
	batteryStatus
	
	
	
	
	

	<capabilityInstance>
	capabilityActionStatus
	
	
	
	
	

	<capabilityInstance>
	capabilityName
	
	
	
	
	

	<pollingChannel>
	channelHandle
	
	
	
	
	

	<mgmtCmd>
	cmdType
	
	
	
	
	

	<statsCollect>
	collectedEntityID
	
	
	
	
	

	<statsCollect>
	collectingEntityID
	
	
	
	
	

	<statsCollect>
	collectPeriod
	
	
	
	
	

	<group>
	consistencyStrategy
	cS
	
	
	
	

	<instance>
	content
	c
	Content
	NONE
	
	

	<request>
	content
	?
	?
	
	
	

	<instance>
	contentSize
	cS
	xs:long
	
	
	Set by the CSE to the actual size of the received content of the instance

	ALL
	creationTime
	cT
	xs:dateTime
	
	 
	 Generated by the hosting SCE.


The value is set to the actual time of creation of the resource.

	TBD
	creator
	cr
	xs:anyURI
	
	
	Generated by the hosting 

	<remoteCSE>
	cseBase
	bRt
	xs:anyURI
	
	
	

	<CSEBase>, <remoteCSE>, <nodeInfo>
	CSE-ID
	
	xs:string
	
	
	

	<CSEBase> and <remoteCSE>
	cseType
	csT
	TBD
	
	
	

	<container>
	currentByteSize
	nb
	xs:long
	
	Limited by maxByteSize attribute of the same container resource
	Set to the actual number of bytes of data stored in the Container resource

	<container>
	currentNrOfInstances
	ni
	xs:long
	
	Limited by maxNrOfInstances attribute of the same container resource
	Set to the actual number of instances resource in the Container

	<group>
	currentNrOfMembers
	nM
	xs:long
	
	
	

	<delivery>
	data
	
	
	
	
	

	<eventConfig>
	dataSize
	
	
	
	
	

	firmware
	deactivate
	
	
	
	
	

	<cmdhEcDefParamValues>
	defaultDelAggregation
	
	
	
	
	

	<cmdhEcDefParamValues>
	defaultOpExecTime
	
	
	
	
	

	<cmdhEcDefParamValues>
	defaultRequestExpTime
	dRqET
	
	
	
	

	<cmdhEcDefParamValues>
	defaultRespPersistence
	
	
	
	
	

	<cmdhEcDefParamValues>
	defaultResultExpTime
	dRsET
	
	
	
	

	<cmdhDefEcValue>
	defEcValue
	dev
	
	
	
	

	<delivery>
	deliveryMetaData
	
	
	
	
	

	<mgmtObj>, <parameters>, <mgmtCmd>, memory, software, firmware,<areaNwInfo>, <areaNwkDeviceInfo>, battery, <deviceInfo>, <deviceCapability>, <capabilityInstance>, reboot, <eventLog>
	description
	
	xs:string
	
	
	

	<deviceInfo>
	deviceLabel
	
	
	
	
	

	<deviceInfo>
	deviceType
	
	
	
	
	

	<areaNwkDeviceInfo>
	devId
	
	
	
	
	

	<areaNwkDeviceInfo>
	devType
	
	
	
	
	

	<capabilityInstance>
	disable
	
	
	
	
	

	<capabilityInstance>
	enable
	
	
	
	
	

	<delivery>
	eventCat
	
	
	
	
	

	<eventConfig>
	eventEnd
	
	xs:dateTime
	
	
	

	<eventConfig>, <statsCollect>
	eventID
	
	
	
	
	

	<eventConfig>
	eventStart
	
	xs:dateTime
	
	
	

	<eventConfig>
	eventType
	
	
	
	
	

	<execInstance>
	execDelay
	
	
	
	
	

	<execInstance>
	execDisable
	
	
	
	
	

	<mgmtCmd>
	execEnable
	
	
	
	
	

	<execInstance>
	execFrequency
	
	
	
	
	

	<execInstance>
	execMode
	
	
	
	
	

	<execInstance>
	execNumber
	
	
	
	
	

	<mgmtCmd>, <execInstance>
	execReqArgs
	
	
	
	
	

	<execInstance>
	execResult
	
	
	
	
	

	<execInstance>
	execStatus
	
	
	
	
	

	<execInstance>
	execTarget
	
	
	
	
	

	<subscription>
	expirationCounter
	
	
	
	
	

	ALL, except <CSEBase>, <instance> and <parameters>
	expirationTime
	eT
	xs:dateTime
	
	 
	The value may be determined by CSE policy.

If a value is provided, the CSE shall try to find an acceptable value that is as close as possible to the requested value.

	<reboot>
	factoryReset
	
	
	
	
	

	<subscription>
	filterCriteria
	
	FilterCriteria
	
	
	

	<deviceInfo>
	fwVersion
	
	
	
	
	

	<group>
	groupName
	gN
	xs:string
	NONE
	
	

	<node>
	hostedCSEID
	
	Link
	
	
	

	<deviceInfo>
	hwVersion
	
	
	
	
	

	firmware
	install
	
	
	
	
	

	firmware
	installStatus
	
	
	
	
	

	<subscription>
	interimEventNotify
	
	
	
	
	

	ALL
	labels
	lBs
	xs:string
	NONE
	
	

	ALL
	lastModifiedTime
	lMT
	xs:dateTime
	NONE
	
	

	<container>
	latest
	lt
	xs:anyURI
	
	Limited to the URI of the instances resources in the container
	Set by the CSE to the URI of the latest added instance resource to the container

	<subscription>
	latestNotify
	
	
	
	
	

	<delivery>
	lifespan
	
	
	
	
	

	<cmdhLimits>
	limitsDelAggregation
	lDA
	
	
	
	

	<cmdhLimits>
	limitsOpExecTime
	lOET
	
	
	
	

	<cmdhLimits>
	limitsRequestExpTime
	lRqET
	
	
	
	

	<cmdhLimits>
	limitsRespPersistence
	lRP
	
	
	
	

	<cmdhLimits>
	limitsResultExpTime
	lRsET
	
	
	
	

	TBD
	link
	ln
	Link
	NONE
	
	

	<areaNwInfo>
	listOfDevices
	
	
	
	
	

	<areaNwkDeviceInfo>
	listOfNeighbors
	
	
	
	
	

	<locationPolicy>
	locationContainerID
	
	xs:anyURI
	
	
	

	<locationPolicy>
	locationContainerName
	
	xs:string
	
	
	

	<container>
	locationID
	LID
	xs:anyURI
	NONE
	
	

	<locationPolicy>
	locationServer
	
	
	
	
	

	<locationPolicy>
	locationSource
	
	
	
	
	

	<locationPolicy>
	locationTargetId
	
	
	
	
	

	<locationPolicy>
	locationUpdatePeriod
	
	
	
	
	

	<eventLog>
	logActionStatus
	
	
	
	
	

	<eventLog>
	logData
	
	
	
	
	

	<eventLog>
	logStart
	
	
	
	
	

	<eventLog>
	logStop
	
	
	
	
	

	<eventLog>
	logTypeId
	
	
	
	
	

	<deviceInfo>
	manufacturer
	
	
	
	
	

	<cmdhBuffer>
	maxBufferSize
	mBS
	
	
	
	

	<container>
	maxByteSize
	mb
	xs:long
	
	
	Determined by the CSE policy.

If a value is provided, the CSE shall try to find an acceptable value that is as close as possible to the requested value.

	<container>
	maxInstanceAge
	ma
	xs:duration
	
	
	Determined by the CSE policy.

If a value is provided, the CSE shall try to find an acceptable value that is as close as possible to the requested value.

	<container>
	maxNrOfInstances
	mi
	xs:long
	
	
	Determined by CSE policy.

If a value is provided, the CSE shall try to find an acceptable value that is as close as possible to the requested value.

	<group>
	maxNrOfMembers
	nM
	xs:long
	
	
	Determined by the CSE policy.

If a value is provided, the CSE shall try to find an acceptable value that is as close as possible to the requested value.

	memory
	memAvailable
	
	
	
	
	

	<group>
	memberAccessRightID
	mAR
	xs:string
	
	
	

	<group>
	memberList
	
	AnyURIList
	
	
	

	<group>
	memberType
	mT
	MemberType
	NONE
	
	

	<group>
	memberTypeValidated
	mTV
	xs:boolean
	NONE
	
	

	memory
	memTotal
	
	
	
	
	

	<request>
	metaInformation
	
	
	
	
	

	<mgmtObj>, <parameters>, memory, software, firmware,<areaNwInfo>, <areaNwkDeviceInfo>, battery, <deviceInfo>, <deviceCapability>, <capabilityInstance>, reboot, <eventLog>
	mgmtDefinition
	
	xs:string
	
	
	

	<cmdhNwAccessRule>
	minReqVolume
	mRV
	
	
	
	

	<deviceInfo>
	model
	
	
	
	
	

	<application>,<cmdhPolicy>,  software, firmware
	name
	
	xs:string
	
	
	

	<node>, <nodeInfo>
	nodeID
	
	Link
	
	
	

	<CSEBase> and <application>
	nodeLink
	
	Link
	
	
	

	<subscription>
	notificationDeliveryPriority
	
	
	
	
	

	<subscription>
	notificationEventCat
	
	
	
	
	

	<subscription>
	notificationStoragePriority
	
	
	
	
	

	<subscription>
	notificationStructure
	
	
	
	
	

	<subscription>
	notificationURI
	
	xs:anyURI
	
	
	

	<mgmtObj>, <parameters>, memory, software, firmware,<areaNwInfo>, <areaNwkDeviceInfo>, battery, <deviceInfo>, <deviceCapability>, <capabilityInstance>, reboot, <eventLog>
	objectID
	
	xs:anyURI
	
	
	

	<mgmtObj>, <parameters>,  memory, software, firmware,<areaNwInfo>, <areaNwkDeviceInfo>, battery, <deviceInfo>, <deviceCapability>, <capabilityInstance>, reboot, <eventLog>
	objectPath
	
	
	
	
	

	<application>, <container>, <instance>
	ontologyRef
	
	xs:anyURI
	
	
	

	<request>
	operation
	
	
	
	
	

	<request>
	operationResult
	
	
	
	
	

	<cmdhDefEcValue>, <cmdhLimits>
	order
	or
	
	
	
	

	<request>
	originator
	
	
	
	
	

	<cmdhNwAccessRule>
	otherConditions
	
	
	
	
	

	ALL, except <CSEBase>
	parentID
	pID
	xs:anyURI
	NONE
	See TBD
	

	<CSEBase>, <remoteCSE> and <application>
	pointOfAccess
	pOA
	AnyURIList
	
	
	

	<subscription>
	priorSubscriptionNotify
	
	
	
	
	

	<accessControlPolicy>
	privileges
	ps
	Privileges
	
	
	

	<subscription>
	rateLimit
	
	
	
	
	

	<reboot>
	reboot
	
	
	
	
	

	<cmdhDefEcValue>, <cmdhLimits>
	requestCharacteristics
	
	
	
	
	

	<cmdhDefEcValue>, <cmdhLimits>
	requestContextNotification
	
	
	
	
	

	<cmdhDefEcValue>, <cmdhLimits>
	requestContext
	rctxt
	
	
	
	

	
	requestEventCategory
	IEC
	
	
	
	

	<cmdhDefEcValue>, <cmdhLimits>
	requestOrigin
	roig
	
	
	
	

	<remoteCSE>
	requestReachability
	
	xs:boolean
	
	
	

	<request>
	requestStatus
	
	
	
	
	

	ALL
	resourceType
	rT
	 ResourceType
	NONE
	See TBD
	 

	<schedule>
	scheduleElement
	
	Schedule
	
	
	

	<accessControlPolicy>
	selfPrivileges
	sP
	Privileges
	
	
	

	<areaNwkDeviceInfo>
	sleepDuration
	
	
	
	
	

	<areaNwkDeviceInfo>
	sleepInterval
	
	
	
	
	

	delivery
	source
	
	
	
	
	

	<statsCollect>
	statModel
	
	
	
	
	

	<statsCollect>
	statsCollectID
	
	
	
	
	

	<cmdhPolicy>, <areaNwkDeviceInfo>
	status
	
	xs:boolean
	TRUE = active, FALSE=inactive

	
	

	<statsCollect>
	status
	??
	??
	Editor’s note: this is a different status of active/inactive
	
	

	<cmdhBuffer>
	storagePriority
	sP
	
	
	
	

	<statsCollect>
	subscriberID
	
	
	
	
	

	<m2mServiceSubscription>
	subsGroup
	
	
	
	
	

	<m2mServiceSubscription>
	subsSer&RoleList
	
	
	
	
	

	<CSEBase>
	supportedResourceType
	sRT
	SupporteResourceType
	
	
	

	<deviceInfo>
	swVersion
	
	
	
	
	

	<delivery>, <request>
	target
	
	
	
	
	

	<cmdhNwAccessRule>
	targetNetwork
	tNet
	
	
	
	

	<eventConfig>
	transactionType
	
	
	
	
	

	<CSEBase>, <remoteCSE>
	Trigger-Recipient-ID
	
	TBD
	
	
	

	<instance>
	typeOfContent
	tOC
	ContentType
	NONE
	
	

	software
	update
	
	
	
	
	

	software
	updateStatus
	
	
	
	
	

	software, firmware
	URL
	
	xs:anyURI
	
	
	

	software, firmware
	version
	
	
	
	
	

	TBD
	versionTag
	vT
	xs:nonNegativeInteger
	0
	
	


Annex B (Normative): Device Triggering

B.1
Providing Device Triggering service by means of 3GPP networks

B.1.1
Introduction

3GPP Underlying Network has defined a dedicated interface for requesting device triggering. The normative references for applicable interfaces are as follows: 3GPP TS 23.682 [15]. The specification for the interface Tsp is described in 3GPP TS 29.368 [16]. Tsp interface uses Diameter Base Protocol as specified in IETF RFC 3588 [13]
, in order to use such an interface the CSE shall act as a Diameter client as described in IETF RFC 6733 [14].

B.1.2
Device Action Request command

When a CSE needs to issue a device triggering request from MTC-IWF, the CSE shall send a Device-Action-Request (DAR) command (see [16]). The following tables provide an overview of the parameters and the parameter values needed for the DAR command.

Note: the values of the parameters indicated in the “Value” column need to be mapped to the specific 3GPP data type.

Table B.1.2-1: AVPs in Device Action Request (DAR) command

	Attribute Value Pair (AVP) name
	AVP description
	3GPP Data Type
	AVP Code
	Value

	Session-Id
	It is used to identify a specific session (see [13])
	UTF8String
	263
	CSE implementation specific

	Auth-Application-Id
	This parameter transport the Tsp application identifier as specified in [16], clause 6.1.3
	Enumerated
	274
	16777309  

	Auth-Session-State
	The Tsp session is terminated after each request/answer pair and in accordance with [16] the parameter shall indicate that the session state shall not be maintained
	Enumerated
	277
	NO_STATE_MAINTAINED (see [16])

	Origin-Host
	It identifies the endpoint that originated the Diameter message (see [13])
	DiamIdent  
	264
	CSE implementation specific

	Origin-Realm
	It identifies the Realm of the originator of  theDiameter message (see [13])
	DiamIdent
	296
	CSE implementation specific

	Destination-Realm
	It identifies the realm the message is to be routed to. (see [13])
	DiamIdent  
	283
	Domain Identifier part from M2M-Ext-ID

	Destination-Host
	The absence of the Destination-Host causes the message to be sent to any Diameter server supporting the application within the specified realm. (see [13])
	DiamIdent  
	293
	NULL

	Origin-State-Id
	It is an increasing value that is advanced whenever a Diameter entity restarts with loss of previous state, for example upon reboot (see [13])
	Unsigned32
	278
	CSE implementation specific

	Device-Action
	It contains the specific action for the device (see [16])
	Grouped    
	3001
	Specific format described in Table B.1.2-2

	Proxy-Info
	It’s a grouped AVP which provides the proxy state and host (see [13])
	Grouped    
	284
	CSE implementation specific

	Route-Record
	The  identity added in this AVP is be the same as the one received in  the Origin-Host (see [13])
	DiamIdent  
	282
	Not applicable


Table B.1.2-2: AVPs in Device Action AVP (Grouped AVP)

	Attribute Value Pair (AVP) name
	AVP description
	3GPP Data Type
	AVP Code
	Value

	External-Id
	It is the identifier of the device as specified in [TS 29.336]
	UTF8String
	3111
	M2M-Ext-ID

	MSISDN
	It is the identifier of the device as specified in [TS 29.329]
	OctetString
	701
	M2M-Ext-ID

	SCS-Identifier
	It identifies the CSE issuing the request (see [16])
	OctetString
	3104
	CSE-ID

	Reference-number
	It uniquely identifies a transaction (see [16])
	Unsigned32
	3007
	CSE implementation specific 

Editor’s note: possibility to maybe use M2M-Request-ID is FFS

	Action-Type
	It informs the MTC-IWF of the required action
	Enumerated
	3005
	1 (Device Trigger Request)

	Trigger-Data
	
	Grouped    
	3003
	See Table B.1.2-3

	Validity-Time
	The validity time in seconds for the specific action requested. (see [16])
	Unsigned32
	448
	CSE implementation specific

	NOTE: either external-Id or MSISDN shall be used, not both.


Table B.1.2-3: AVPs in Trigger Data AVP (Grouped AVP)
	Attribute Value Pair (AVP) name
	AVP description
	3GPP Data Type
	AVP Code
	Value

	Payload
	It contains the payload to be transferred to the addressed device. (see [16])
	OctetString
	3004
	NULL Furhter values can be defined (FFS)

Editor’s Note: in the current TS-0001 does not specify how to use payload. 

	Priority-Indication
	It identifies priority of the device trigger. (see [TS 29.368])
	Enumerated
	3006
	CSE implementation specific (possible values are 0 or 1)

	Application-Port-Identifier
	It uniquely identifies the triggering entity addressed in the device. (see [TS 29.368])
	Unsigned32
	3010
	Trigger-Recipient-ID


B.1.3
Device Action Answer command

As a result of device triggering request to MTC-IWF, the CSE receives a Device-Action-Answer (DAA) command (see [16]). The relevant parameters for a CSE are the following ones:

· Result-Code AVP: see [13] for detail;

· Session-Id AVP: see [13] for detail;

· Other AVPs for Diameter Base Protocol: see [13] for detail.
· Following AVPs are set in Device-Notification AVP (Grouped AVP):
· Either MSISDN or External-Id: the CSE shall check that the identifier of the target CSE is correct;

· SCS-Identifier: the CSE shall check that the value corresponds to its CSE-ID;

· Reference-Number: the CSE can use this value for correlating the DAA with the corresponding Device-Action-Request command issued previously by the CSE;

· Action-Type: the CSE shall check that the value is se to 1 (Trigger Request) as same value of DAR command;

· Request-Status: see Table B.1.3-1 for the list of possible value.

Table B.1.3-1: Result Status
	Result-Status value
	Name
	Parameter description

	0
	SUCCESS
	This value indicates that device action requested is confirmed.

	201
	TEMPORARYERROR
	See [16] for detail.

	101
	INVALIDPAYLOAD
	See [16] for detail.

	102
	INVEXTID
	See [16] for detail.

	103
	INVSCSID
	See [16] for detail.

	104
	INVPERIOD
	See [16] for detail.

	105
	NOTAUTHORIZED
	See [16] for detail.

	106
	SERVICEUNAVAILABLE
	See [16] for detail.

	107
	PERMANENTERROR
	See [16] for detail.

	108
	QUOTAEXCEEDED
	See [16] for detail.

	109
	RATEEXCEEDED
	See [16] for detail.


B.1.4
Device Notification Request command

As a report of the result for device triggering delivery by 3GPP network, the CSE receives a Device-Notification-Request (DNR) command (see [16]). The relevant parameters for a CSE are the following ones:

· Result-Code AVP: see [13] for detail;

· Session-Id AVP: see [13] for detail;

· Other AVPs for Diameter Base Protocol: see [13] for detail.
· Following AVPs are set in Device-Notification AVP (Grouped AVP):
· Either MSISDN or External-Id: the CSE shall check that the identifier of the target CSE is correct;

· SCS-Identifier: the CSE shall check that the value corresponds to its CSE-ID;

· Reference-Number: the CSE can use this value for correlating the DAA with the corresponding Device-Action-Request command issued previously by the CSE;

· Action-Type: the CSE shall check that the value is set to 2 (Delivery Report);

· Delivery-Outcome: see TableB.1.4-1 for the list of possible value

Table B.1.4-1: Delivery-Outcome
	Delivery-Outcome value
	Name
	Parameter description

	0
	SUCCESS
	This value indicates that the device action request was successfully completed.

	1
	EXPIRED
	See [16] for detail.

	2
	TEMPORARYERROR
	See [16] for detail.

	3
	UNDELIVERABLE
	See [16] for detail.

	4
	UNCONFIRMED
	See [16] for detail.


B.1.5
Device Notification Answer command

As a result of device notification request to MTC-IWF, the CSE sends a Device-Notification-Answer (DNA) command (see [16]). The relevant parameters for a CSE are the following ones:

· Auth-Application-ID: set to 16777309 as indicated in in [16]);

· Auth-Session-State: set to NO_STATE_MAINTAINED as indicated in [16];

· Other AVPs for Diameter Base Protocol: see [13] for detail, the value of such AVP is CSE implementation specific.
Annex Z (Infomative): Template for one M2M resource type

Editor’s Note: this is template text for proposal to Clause 8 “oneM2M Resource Types Definitions”.

Editor’s Note: this template will be kept updated, but should be removed before publication. 

7.3.x
Resource Type <<resource name>>
7.3.x.1
Introduction

The few (2 statemanets are max.) will be copied from Architecture TS.

The detailed description can be found in clause x.x.x in Architecture TS.

Table 7.3.x.1.1 Data Type Definition of <<resource name>>
	Data Type ID
	File Name
	Note

	Actual Data Type ID
	CDT-<<resource name>>-v1_0_0-<<date of published>>.xsd
	some note texts can be added here


Table 7.3.x.1.2 Optionality of operations by reference point

	Operations
	Mca 
	Mcc
	Mcc’

	Create
	one of M,O
, or N/A
	one of M, O, or N/A
	one of M, O, or N/A

	Retrieve
	one of M, O, or N/A
	one of M,O, or N/A
	one of M,O, or N/A

	Update
	one of M, O, or N/A
	one of M,O, or N/A
	one of M,O, or N/A

	Delete
	one of M,O, or N/A
	one of M, O, or N/A
	one of M, O, or N/A


Table 7.3.x.1.3 Data Types for resource specific attributes

	Attribute Name
	Data Type
	Default Value and Constraints 
	Entity which allows operation

	<<attribute name1>>
	Data Type ex. xs:string
	
	

	<<attribute name 2>>
	another Data Type
	
	


Editor’s note; How to represent multiplicity need to clarify.

Editor’s Note: Optionality of Attributes should be referred in Arch-TS or self-contained ?

Editor’s Note: defining default value sound in scope of stage 3, but may be subject to remove in future.

Table 7.3.x.1.4 Reference of child resources

	Child Resource Type Name
	Data Type ID

	Ref. . to in Resource Type Definition


	<<resource  name1>>
	Array of <<data type ID2>>
	

	<<resource name 2>>
	<<data type ID2>>
	


7.3.x.2
Resource Specific Procedure on CRUD Operations 

This sub-clause describes <<resource name>> resource specific behaviour for CRUD operations.

7.3.x.2.1
Create

The resource specific procedures shall be described here. Those can be mandatory attributes, expecting returning data types, and possible errors
7.3.x.2
Retrieve

The resource specific procedures shall be described here. Those can be mandatory attributes, expecting returning data types, and possible errors
7.3.x.3
Update

The resource specific procedures shall be described here. Those can be mandatory attributes, expecting returning data types, and possible errors
7.3.x.4
Delete

The resource specific procedures shall be described here. Those can be mandatory attributes, expecting returning data types, and possible errors
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�Need to harmonize External ID Data Type (see also Table 6.2-1).


�Or define the complex type with 2 value


�Is this reference, which is to an obsolete version of the RFC, correct?


�


�How we can describe  on appearance ( full data , name only, some other form of representation)


�Reference info should be filled.
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