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1
Scope

The present document specifies mechanisms and interfaces to abstract from different technical implementations of a secure environment as defined in [1]. 
The Scope shall not contain requirements.

2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

Clause 2.1 only shall contain normative (essential) references which are cited in the document itself. These references have to be publicly available and in English.
The following referenced documents are necessary for the application of the present document.
[1]
 TS-0003 Security Solutions 
[2]
TS-0001 Architecture

[3]
ETSI TS 102 221 ...

[4]
GlobalPlatform Device Commitee ...

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
3
Definitions, symbols and abbreviations

Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement. 

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 

· The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the following terms and definitions apply:

Definition format

<defined term>: <definition>

If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the following abbreviations  apply:

Abbreviation format

<ABREVIATION1>
<Explanation>

<ABREVIATION2>
<Explanation>

<ABREVIATION3>
<Explanation>

3.4
Acronyms

Acronyms should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the following abbreviations apply:

Acronym format

<ACRONYM1>
<Explanation>

<ACRONYM2>
<Explanation>

<ACRONYM3>
<Explanation>

4
Conventions 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
SE Abstraction Architecture
5.1
Introduction
As defined in [1], the Secure Environment (SE) provides sensitive functions and sensitive data to entitities within the M2M system via the Mcs reference point. The SE is either implemented as a dedicated hardware component or as a logical entity represented by a set of software functions. Depending on the use case and its associated security requirements several different integration scenarios are possible. They are described within this clause. In general the following high level architecture as depicted in figure 5.1-1 applies.
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Figure 5.1-1: Secure Environment interworking
5.2
AE and CSE access security services within the SE

In this scenario, both the AE and the CSE reside within the Field Domain Node as depicted in figure 5.2-1. The AE is split into a security and a non security part whereas the security relevant part AE_sec resides within the SE and the corresponding non security relevant part AE resides within the application space of the field domain node. The AE accesses AE_sec via the Maa reference point. In addition the AE and the CSE can access security services offered by the SE via the Mcs reference point.
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Figure 5.2-1: Secure Environment architecture

The SE is integrated into the Field Domain node as follows:

· Logically: the SE offers its sensitive functions f(x)_sec and its security resources res_sec to AEs and CSEs residing within the field domain node via the Mcs reference point. In addition the AE_sec may offer corresponding services to the AE via a proprietary Maa reference point. AE_sec may also access the CSE via the Mca reference point.
· Physically: in case the SE is a dedicated hardware component, it has to be integrated into the field domain node physically including low level drivers that enable logical access to the SE. The physical connection is superfluous in case the SE is implemented in software.

5.3
AE residing within the SE

In this scenario, the AE resides within the SE and utilizes security services provided by the SE. In addition the CSE may access the SE for dedicated security services via the Mcs reference point as depicted in figure 5.3-1. The AE may additionally access CSE resources via the Mca reference point.
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Figure 5.3-1: Secure Environment architecture

The SE is integrated into the Field Domain node as follows:

· Logically: the SE offers sensitive functions f(x)_sec and security resources res_sec to CSEs residing within the field domain node via the Mcs reference point. The AE is integrated within the SE such that is uses SE internal interfaces and methods. 

· Physically: in case the SE is a dedicated hardware component, it has to be integrated into the field domain node physically including low level drivers that enable logical access to the SE. The physical connection is superfluous in case the SE is implemented in software.

6
Types of Secure Environments

According to [1] a SE can be implemented in different ways. Within the scope of this specification following categories are distinguished:

· Hardware based SE

· Software based SE

6.1
Hardware based SE

Following Hardware based SEs are considered within the current release of the specification:

· Secure Elements in different form factors including 

· UICC according to [3]

· and other variants of it such as eSE according to [x]

· Trusted Execution Environment according to [4]

6.2
Software based SE

A SE as defined in [1] provides security services to application. In addition to hardware based solutions this can also be provided by a dedicated Software implementation. 

7
Logical Abstraction – SE reference points

7.1
Overview

SE reference point shall enable applications and service layer entities which are out of Secure Environments to make use of sensitive functions, sensitive data and applications residing within the Secure Environment, independently of the technical implementation of the Secure Environment, via a logical abstract interface. The logical abstract interface is between the physical Secure Environments and the service layer entities and applications which are inside or outside of security CSF. The logical abstract interface shall access the sensitive functions, sensitive data and applications residing within the Secure Environments regardless of their number and Secure Environment architecture scenarios.

7.2
Mcs reference point
7.2.1
Secure Environment Identifier (M2M-SE-ID)
M2M nodes may contain multiple Secure Environments each associated with a corresponding Secure Environment Identifier (M2M-SE-ID). Each SE contains several M2M Security Services, i.e. sensitive functions and sensitive data. The M2M-SE-ID is assigned to each Secure Environment.

Table 7.2.1-1: Secure Environment Identifier

	Identifier
	Assigned by
	Assigned to
	Assigned during
	Lifetime
	Uniqueness
	Used during

	M2M Secure Environment Identifier
	M2M SE Provider
	Secure Environment

	Pre- or remote Provisioning or during manufacturing
	Life of the M2M Service Registration.
	Global per SE and per class of SE
	communication establishment with and selection of SE;


M2M-SE-ID is structured as follows:

Type of SE followed by unique ID, where type of SE is defined as given in table 7.1.1-2 and the unique ID is defined as described in Table 7.1.1-1.

Table 7.2.1-2: Type of Secure Environment
	Class of SE
	Type of Secure Environment
	Coding

	Hardware
	UICC
	Tbd

	Software
	Security Library
	Tbd

	...
	
	


Editor’s note: further types and classes tbd
Editor’s note: relation between SE-ID and node-ID is FFS. Definition of M2M Service Registration to be added.
7.3
SE Discovery and Selection

7.3.1
getSecureEnvironment

7.3.1.1
Description

This service provides a list of available Secure Environments within the present M2M node including the SE class and type.

7.3.1.2
Pre-Conditions

Type and Class of SE has been assigned during pre-provisioning or remote provisioning.
7.3.1.3
Signature – getSecureEnvironment

Table 7.3.1.3-1: getSecureEnvironment
	Parameter name
	Direction
	Optional
	Description

	aeId / cseId
	IN
	NO
	Application Entity or CSE ID requesting the list of SE-IDs

	applicationId
	IN
	NO
	Application Identifier (App-ID) for the AE

	responseType
	OUT
	NO
	Response types:

· List of available SEs incl. their M2M-SE-IDs and their provided security level

· SEs do not exist


Editor’s note: separate access from local entity and remote entities and inclusion of CSEs are for further study.

7.3.2
getSEFunctions

7.3.2.1
Description

This service provides a list of available sensitive functions provided by a given SE.

7.3.2.2
Pre-Conditions

M2M-SE-ID is known to the calling entity (getSecureEnvironment).
7.3.2.3
Signature – getSEFunctions

Table 7.3.2.3-1: getSEFunctions
	Parameter name
	Direction
	Optional
	Description

	seId
	IN
	NO
	M2M-SE-Identifier

	applicationId
	IN
	NO
	Application Identifier (App-ID) for the AE

	responseType
	OUT
	NO
	Response types:

· List of available sensitive functions 

· No sensitive function available (but SE exists)

· SEs do not exist


7.4.1
selectSecureEnvironment

7.4.1.1
Description

Selects a particular SE available within the present entity.

7.4.1.2
Pre-Conditions

Not applicable.
7.4.1.3
Signature – selectSecureEnvironment

Table 7.4.1.3-1: selectSecureEnvironment
	Parameter name
	Direction
	Optional
	Description

	seId
	IN
	conditional
	M2M-SE-ID

	secLevel
	IN
	conditional
	Types:

SE with highest available security level to be selected

SE with a particular security level to be selected

	responseType
	OUT
	NO
	Response types:

· Security level of selected SE together with seId

· Security level or selected SE does not exist

	Note: conditional is to be interpreted as mandatory if no other conditional parameter does exist.


7.5
Secure Environment Management

7.6
Sensitive Data Storage

7.7
Sensitive Cryptographic Functions

7.8
Secure Connection Establishment

7.9
Authentication and Identification

8
Physical Interface

<Text>

Editor’s note: add references to existing specifications in order to specify how to physically access particular types of SE;
8.1
User defined subdivisions of clause(s) from here onwards

<Text>

Proforma copyright release text block

This text box shall immediately follow after the heading of an element (i.e. clause or annex) containing a proforma or template which is intended to be copied by the user. Such an element shall always start on a new page.

Notwithstanding the provisions of the copyright clause related to the text of the present document, oneM2M grants that users of the present document may freely reproduce the <proformatype> proforma in this {clause|annex} so that it can be used for its intended purposes and may further publish the completed <proformatype>.

<PAGE BREAK>

Annexes

Each annex shall start on a new page (insert a page break between annexes A and B, annexes B and C, etc.).

Use the Heading 9 style for the title and the Normal style for the text.
Annex A (Informative): Use Cases
<Text>

<PAGE BREAK>

Annex <B>(Informative/Normative): Remove Informative or Normative as appropriateTitle of annex (style H9)
<Text>

B.1
First clause of the annex (style H1)
<Text>

B.1.1
First subdivided clause of the annex (style H2)
<Text>

<PAGE BREAK>
The following text is to be used when appropriate:

Annex <y>:
Bibliography

The annex entitled "Bibliography" is optional.

It shall contain a list of standards, books, articles, or other sources on a particular subject which are not mentioned in the document itself 
It shall not include references mentioned in the document.

Use the Heading 9 style for the title and B1+ or Normal for the text.

· <Publication>: "<Title>".

OR

<Publication>: "<Title>".

<PAGE BREAK>

History

This clause shall be the last one in the document and list the main phases (all additional information will be removed at the publication stage).
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