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1
Scope

The present document provides technical solutions for oneM2M authorization architecture, authorization procedures and access control policies. The present document also gives evaluations of these proposed technical solutions.

The current TS-0003 [1] only defines a high level authorization architecture that describes its major components and general authorization procedure. The objective of the present document is to provide candidate security solutions related to authorization architecture, authorization procedures and access control policies.

The present document provides security solutions in the following three aspects:
· Detailed design of authorization architecture: This part investigates the interfaces among authorization components (e.g. procedures and parameters), how these components could be distributed in different oneM2M entities (i.e. different CSEs), and how to implement Role Based Access Control (RBAC) and token based access control.

· Supporting user specified access control policies: This part investigates how the oneM2M authorization system could be an extensible system that can support user-defined access control mechanisms and/or access control policy languages.

· Investigating existing access control policy languages: This part investigates if some standardized access control policy languages could become oneM2M recommended access control policy description languages.

2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M TS-0001: "Functional Architecture".

[i.2]
oneM2M TS-0003: "Security Solutions".

3
Definitions, symbols, abbreviations  and acronyms
Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement. 

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 

· The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

Definition format

<defined term>: <definition>

If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

3.4
Acronyms

Acronyms should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Acronym format

<ACRONYM1>
<Explanation>

<ACRONYM2>
<Explanation>

<ACRONYM3>
<Explanation>

4
Conventions, 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Overview of authorization system
5.1
High level authorization architecture
Figure 5.1-1 provides a high level overview of a generic authorization architecture. This architecture comprises four subcomponents that are described as follows:

· Policy Enforcement Point (PEP):
· PEP intercepts resource access requests, makes access control decision requests, and enforces access control decisions. The PEP coexists with the entity that need authorization services.

· Policy Decision Point (PDP):
· PDP interacts with the PRP and PIP to get applicable authorization polices and attributes needed for evaluating authorization policies respectively, and then evaluates access request using authorization policies for rendering an access control decision. The PDP is located in the Authorization service.
· Policy Retrieval Point (PRP):
· PRP obtains applicable authorization policies according to an access control decision request. These applicable policies should be combined in order to get a finial access control decision. The PRP is located in the Authorization service.
· Policy Information Point (PIP):
· PIP provides attributes that are needed for evaluating authorization policies, for example the IP address of the requester, creation time of the resource, current time or location information of the requester. The PIP is located in the Authorization service.

The Authorization service may comprise any of the subcomponents: PDP, PRP and/or PIP. This means that the subcomponents PEP, PRP, PDP and PIP could be distributed across different nodes. For example the PEP is located in an ASN/MN and the PDP is located in the IN.

The present release 1 does not support separation of PRP and PIP on different CSE from PDP. The generic procedure described below is provided for information and to support further extensions, while clause 7 provides the details of authorization mechanisms in the current release.
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Figure 5.1-1: Overview of the authorization architecture

5.2
Generic authorization procedure
The generic authorization procedure is shown in figure 5.2-1.
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Figure 5.2-1: Authorization Procedure

Step 001:
Mutual authentication (Pre-requisite).
Step 002:
Access Requester sends an Access Request to the PEP.

Step 003:
PEP makes an Access Control Decision Request according to the requester's Access Request, and sends the Access Control Decision Request to the PDP.
Step 004: 
PDP sends an Access Control Policy Request that is generated based on the Access Control Decision Request to the PRP.

Step 005:
PRP finds all applicable access control policies to the access request and sends them back to the PDP. When multiple access control polices are involved, the PRP also provides a policy combination algorithm for combining multiple evaluation results into one finial result.
Step 006
PDP sends Attribute Request to the PIP if any attributes are required for evaluating these access control policies.

Step 007:
PIP gets required attributes and sends them back to the PDP.

Step 008:
PDP evaluates Access Request using access control policies. When there are multiple applicable access control policies, the PEP needs to calculate a final Access Control Decision using the policy combination algorithm.

Step 009:
PDP returns the Access Control Decision back to the PEP.

Step 010:
PEP enforces the access control decision, i.e. either forwards the Access Request to the resource or denies this access.

Step 011:
PEP returns access result back to the Access Requester.

6
Detailed design of authorization architecture
6.1
Centralized authorization
Editor’s Note: This clause provides solution(s) for centralized authorization system, i.e. the PEP, PDP, PRP and PIP are in the same hosting CSE, and the PDP does not need to contact to other CSEs for making an authorization decision.
<Text>

6.2
Distributed authorization
Editor’s Note: This clause provides solution(s) for distributed authorization system, i.e. the PEP, PDP, PRP or PIP may be distributed in different CSEs. For example, the PEP in the hosting CSE needs to contact the PDP in another CSE in order to get an authorization decision.
6.2.1
Distributed Authorization Use Cases
This clause provides a brief outline of some use cases for distributing the authorization functions (PEP, PDP, PRP, PIP) over multiple entities.
6.2.1.1
M2M Gateway Makes an Access Control Decision on Behalf of an M2M Device
Some constrained M2M Devices may be unable to evaluate the complex access control policy languages, such as those investigated in clause 8 “Investigating existing access control policy languages”. These M2M Devices may be configured to request a M2M Gateway to assist in making access control decisions. 

Here consider a scenario with two M2M Devices, Device 1 and Device 2, registered to a common M2M Gateway. Device 1 often interacts with M2M Devices that it has not encountered before, and so it frequently encounters situations where the Originator of the request cannot have been configured into the <accessControlPolicies> resources resident on Device 1. In this case, Device 1 has not encountered Device 2 previously, and so Device 1 requests the M2M Gateway to make an access control decision on behalf of Device 1. The relevant access control policies for Device 1 are not present on the M2M Gateway, so the M2M Gateway requests the relevant access control policies from M2M Server 1. When the M2M Gateway receives the access control policies, it realizes that it needs additional information about Device 2, so the M2M Gateway requests the relevant information from M2M Server 2. The M2M Gateway makes the access control decision and returns the decision result to Device 1. Figure 6.2.1.1-1 illustrates this process, which can be seen to map onto Figure 5.1-1 “Overview of the authorization architecture”. 
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Figure 6.2.1.1-1: Use case scenario where an M2M Gateway makes authorization decisions on behalf of an M2M Device

Table 6.2.1.1-1 provides the mapping from the actors in the present use case scenario to functions in Figure 5.1-1. Each authorization component (PEP, PDP, PRP and PIP) is on a distinct entity in this scenario. This motivates defining mechanisms for using oneM2M primitives enabling the following:

· A PEP entity requesting an access control decision from a distinct PDP entity;
· A PDP entity requesting relevant access control policies from a distinct PRP entity; and
· A PDP entity requesting relevant access control information from a distinct PIP entity.
Table 6.2.1.1-1: Mapping from actors in the use case scenario to the functions in Figure 5.1-1

	Actor
	Function in Figure 5.1-1

	Device 1
	Policy Enforcement Point (PEP)

	Device 2
	Access Requestor

	M2M Gateway
	Policy Decision Point (PDP)

	M2M Server 1
	Policy Retrieval Point (PRP)

	M2M Server 2
	Policy Information Point (PIP)


6.2.2
Proposal 1: Using resource-based approach to implement distributed authorization
6.2.2.1
Introduction

According to the description in clause 8 of oneM2M TS-0001 [1], the general flow that governs the information exchange within a procedure is based on the use of Request and Response messages. The message applies to communications between an AE and a CSE shall cross the Mca reference point and among CSEs shall cross the Mcc reference point. Requests over the Mca and Mcc reference points, from an Originator to a Receiver shall address the target resource or target attribute for the operation.
In the distributed authorization system the PEP, PDP, PRP and PIP might be located in different CSEs, so the communication between PEP, PDP, PRP and PIP shall cross the Mcc reference point. The method of message exchange among these authorization components shall conform to the oneM2M TS-0001 [1], i.e. the request message sent from one authoriztion component in one CSE to anther authorization component in another CSE shall address a resource.

According to the description in clause 9.2.2 of oneM2M TS-0001 [1], a virtual resource or a virtual attribute does not have a permanent representation in a CSE, they are used to trigger processing and/or retrieve results. So we can use virtual resources to exchange authorization messages among differen CSEs, and in the same time trigger a corresponding authorization process.

This clause describes a solution for distributed authorization using new defined <authorization> resource and its child resources over the Mcc and Mcc' reference points. The child resources of the <authorization> resource are <policyDecisionPoint>, <policyRetrievalPoint> and <policyInformationPoint>. These child resources are virtual resources that are used to trigger PDP process, PRP process and PIP process defined in TS-0003 [2] respectively.

This clause also describes the management procedures for the <authorization> resource and its child resources.
6.2.2.2
Resources

6.2.2.2.1
Resource Type authorization
The <authorization> resource represents the method for providing authorization related services. The <authorization> resource contains three child resources, they are <policyDecisionPoint>, <policyRetrievalPoint> and <policyInformationPoint>. These child resources are virtual resources that provide authorization functions of PDP, PRP and PIP defined in oneM2M TS-0003 [2] respectively. The <authorization> resource shall be located directly under <CSEBase>.
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Figure 6.2.2.2.1-1: Structure of <authorization> resource
The <authorization> resource shall contain the child resources specified in table 6.2.2.2.1-1.
Table 6.2.2.2.1-1: Child resources of <authorization> resource
	Child Resources of <authorization>
	Child Resource Type
	Multiplicity
	Description
	<authorizationAnnc> Child Resource Types

	[variable]
	<policyDecisionPoint>
	1
	See clause 6.2.2.2.2
	none

	[variable]
	<policyRetrievalPoint>
	1
	See clause 6.2.2.2.3
	none

	[variable]
	<policyInformationPoint>
	1
	See clause 6.2.2.2.4
	none


The <authorization> resource shall contain the attributes specified in table 6.2.2.2.1-2.

Table 6.2.2.2.1-2: Attributes of <authorization> resource
	Attributes of <statsConfig>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described.

	authorizationPolicyIDs
	1  (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [1] where this common attribute is described


6.2.2.2.2
Resource Type policyDecisionPoint
The <policyDecisionPoint> resource is a virtual resource because it does not have a representation. It is the child resource of the <authorization> resource. When a RETRIEVE Request addresses the <policyDecisionPoint> resource, a PDP process is triggered. The access control decision request shall be included in the Content parameter of the RETRIEVE Request,  and the access control decision response shall be included in the Content parameter of the RETRIEVE Response.
The <policyDecisionPoint> resource inherits access control policies that apply to the parent <authorization> resource.
6.2.2.2.3
Resource Type policyRetrievalPoint
The <policyRetrievalPoint> resource is a virtual resource because it does not have a representation. It is the child resource of the <authorization> resource. When a RETRIEVE Request addresses the <policyRetrievalPoint> resource, a PRP process is triggered. The access control policy request shall be included in the Content parameter of the RETRIEVE Request,  and the access control policy response shall be included in the Content parameter of the RETRIEVE Response.
The <policyRetrievalPoint> resource inherits access control policies that apply to the parent <authorization> resource.
6.2.2.2.4
Resource Type policyInformationPoint
The <policyInformationPoint> resource is a virtual resource because it does not have a representation. It is the child resource of the <authorization> resource. When a RETRIEVE Request addresses the <policyInformationPoint> resource, a PIP process is triggered. The access control attribute request shall be included in the Content parameter of the RETRIEVE Request,  and the access control attribute response shall be included in the Content parameter of the RETRIEVE Response.
The <policyInformationPoint> resource inherits access control policies that apply to the parent <authorization> resource.
6.2.2.3
Procedures
6.2.2.3.1
Introduction
This clause describes the management procedures for the <authorization> resource and its virtual child resources. These virtual child resources are <policyDecisionPoint>, <policyRetrievalPoint> and <policyInformationPoint> that are used to trigger a PDP process, a PRP process and a PIP process defined in oneM2M TS-0003 [2] respectively. Only Retrieve operation shall be allowed on these virtual resources.
6.2.2.3.2
Create <authorization>

This procedure shall be used for creating a <authorization> resource.

Table 6.2.2.3.2-1: <authorization> CREATE
	<authorization> CREATE

	Associated Reference Point
	Mcc and Mcc'

	Information in Request message
	All parameters defined in table 8.1.2-2 of oneM2M TS-0001 [1] apply with the specific details for:

To: the address of the <CSEBase> where the <authorization> resource is intended to be Created.

Content: attributes of the <authorization> resource as defined in clause 6.2.2.2.1-2

	Processing at Originator before sending Request
	According to clause 10.1.1.1 of oneM2M TS-0001 [1]

	Processing at Receiver
	According to clause 10.1.1.1 of oneM2M TS-0001 [1]with the following additions:
· Upon successful validation of the provided attributes, the Hosting CSE creates the <authorization> resource including its virtual child resources specified in table 6.2.2.2.1-1
· If there is a PDP process shall be bound to the <policyDecisionPoint> virtual resource, then bind it to the <policyDecisionPoint> virtual resource, otherwise leave the binding void. The PDP process and the binding method are out of scope
· If there is a PRP process shall be bound to the <policyRetrievalPoint> virtual resource, then bind it to the <policyRetrievalPoint> virtual resource, otherwise leave the binding void. The PRP process and the binding method are out of scope
· If there is a PIP process shall be bound to the <policyInformationPoint> virtual resource, then bind it to the <policyInformationPoint> virtual resource, otherwise leave the binding void. The PIP process and the binding method are out of scope

	Information in Response message
	 According to clause 10.1.1.1 of oneM2M TS-0001 [1]

	Processing at Originator after receiving Response
	According to clause 10.1.1.1 of oneM2M TS-0001 [1]

	Exceptions
	According to clause 10.1.1.1 of oneM2M TS-0001 [1]


6.2.2.3.3
Retrieve <authorization>

This procedure shall be used for retrieving the attributes of a <authorization> resource.

Table 6.2.2.3.3-1: <authorization> RETRIEVE
	<authorization> RETRIEVE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Processing at Originator before sending Request
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Processing at Receiver
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Information in Response message
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Processing at Originator after receiving Response
	According to clause 10.1.2 of oneM2M TS-0001 [1]

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [1]


6.2.2.3.4
Update <authorization>

This procedure shall be used for updating the attributes of a <authorization> resource.
Table 6.2.2.3.4-1: <authorization> UPDATE
	<authorization> UPDATE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.3 of oneM2M TS-0001 [1]

	Processing at Originator before sending Request
	According to clause 10.1.3 of oneM2M TS-0001 [1]

	Processing at Receiver
	According to clause 10.1.3 of oneM2M TS-0001 [1]

	Information in Response message
	According to clause 10.1.3 of oneM2M TS-0001 [1]

	Processing at Originator after receiving Response
	According to clause 10.1.3 of oneM2M TS-0001 [1]

	Exceptions
	According to clause 10.1.3 of oneM2M TS-0001 [1]


6.2.2.3.5
Delete <authorization>

This procedure shall be used for deleting a <authorization> resource.
Table 6.2.2.3.5-1: <authorization> DELETE
	<authorization> DELETE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.4 of oneM2M TS-0001 [1]

	Processing at Originator before sending Request
	According to clause 10.1.4 of oneM2M TS-0001 [1]

	Processing at Receiver
	According to clause 10.1.4 of oneM2M TS-0001 [1]

	Information in Response message
	According to clause 10.1.4 of oneM2M TS-0001 [1]

	Processing at Originator after receiving Response
	According to clause 10.1.4 of oneM2M TS-0001 [1]

	Exceptions
	According to clause 10.1.4 of oneM2M TS-0001 [1]


6.2.2.3.6
Retrieve <policyDecisionPoint>

This procedure is used to trigger a PDP process that is bound to a <policyDecisionPoint> virtual resource.

Originator: The Originator shall request to obtain an access control decision by using RETRIEVE operation on a <policyDecisionPoint> virtual resource from the Receiver. The Originator is a CSE.

Receiver: The Receiver shall check if the Originator has RETRIEVE permission on the <policyDecisionPoint> virtual resource. Upon successful validation, the Receiver shall make an access control decision based on access control policies. If there is no process bound to the <policyDecisionPoint> virtual resource, the Receiver shall respond with an error.

Table 6.2.2.3.6-1: <policyDecisionPoint> RETRIEVE
	<policyDecisionPoint> RETRIEVE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
To: The address of the <policyDecisionPoint> virtual resource

Content: The representation of the access control decision request as defined in clause x.x.x

	Processing at Originator before sending Request
	The Originator shall create an access control decision request according to an access request.

The Originator shall request to obtain an access control decision by using the RETRIEVE operation on a <policyDecisionPoint> virtual resource which is the child resource of a <authorization> resource of the Receiver. The access control decision request shall be included in the Content parameter of the Request message. The Originator shall be a CSE

	Processing at Receiver
	The Receiver shall perform the following operations:
· Check if the Originator has RETRIEVE permission on the <policyDecisionPoint> virtual resource
· Check the validity of the provided parameters
· Check if the <policyDecisionPoint> virtual resource is bound to a PDP process.
· Upon successful validation, passing the access control decision request to the PDP process. 
· The PDP process contact a PRP to obtain applicable access control policies, and may also contact a PIP to obtain some access control attributes, and then make an access control decision.
· The Receiver shall create an access control decision response according to the access control decision and respond to the Originator. The access control decision response shall be included in the Content parameter of the Response message.

	Information in Response message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
Content: The representation of the access control decision response as defined in clause x.x.x

	Processing at Originator after receiving Response
	The Originator shall enforce the access control decision, i.e. either permit or deny the  access to resource

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following:
· There is no PDP process bound to the <policyDecisionPoint> virtual resource
· The provided content of the access control decision request is not in line with the specified structure


6.2.2.3.7
Retrieve <policyRetrievalPoint>

This procedure is used to trigger a PRP process that is bound to a <policyRetrievalPoint> virtual resource.

Originator: The Originator shall request to obtain access control policies by using RETRIEVE operation on a <policyRetrievalPoint> virtual resource from the Receiver. The Originator is a CSE.

Receiver: The Receiver shall check if the Originator has RETRIEVE permission on the <policyRetrievalPoint> virtual resource. Upon successful validation, the Receiver shall retrieve all applicable access control policies. If there is no process bound to the <policyRetrievalPoint> virtual resource, the Receiver shall respond with an error.

Table 6.2.2.3.7-1: <policyRetrievalPoint> RETRIEVE
	<policyRetrievalPoint> RETRIEVE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
To: The address of the <policyRetrievalPoint> virtual resource

Content: The representation of the access control policy request as defined in clause x.x.x

	Processing at Originator before sending Request
	The Originator shall create an access control policy request according to an access control decision request.

The Originator shall request to obtain access control policies by using the RETRIEVE operation on a <policyRetrievalPoint> virtual resource which is the child resource of a <authorization> resource of the Receiver. The access control policy request shall be included in the Content parameter of the Request message. The Originator shall be a CSE

	Processing at Receiver
	The Receiver shall perform the following operations:
· Check if the Originator has RETRIEVE permission on the <policyRetrievalPoint> virtual resource
· Check the validity of the provided parameters
· Check if the <policyRetrievalPoint> virtual resource is bound to a PRP process.
· Upon successful validation, passing the access control policy request to the PRP process. 
· The PRP process retrieves all applicable access control policies according to the access control policy request.
· The Receiver shall create an access control policy response using the retrieved access control policies and respond to the Originator. The access control policy response shall be included in the Content parameter of the Response message.

	Information in Response message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
Content: The representation of the access control policy response as defined in clause x.x.x

	Processing at Originator after receiving Response
	The Originator shall evaluate the access control decision request using the retrieved the access control policies.

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following:
· There is no PRP process bound to the <policyRetrievalPoint> virtual resource
· The provided content of the access control policy request is not in line with the specified structure


6.2.2.3.8
Retrieve <policyInformationPoint>
This procedure is used to trigger a PIP process that is bound to a <policyInformationPoint> virtual resource.

Originator: The Originator shall request to obtain access control attributes by using RETRIEVE operation on a <policyInformationPoint> virtual resource from the Receiver. The Originator is a CSE.

Receiver: The Receiver shall check if the Originator has RETRIEVE permission on the <policyInformationPoint> virtual resource. Upon successful validation, the Receiver shall obtain the requested attributes. If there is no process bound to the <policyInformationPoint> virtual resource, the Receiver shall respond with an error.

Table 6.2.2.3.8-1: <policyInformationPoint> RETRIEVE
	<policyInformationPoint> RETRIEVE

	Associated Reference Points
	Mcc and Mcc'

	Information in Request message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
To: The address of the <policyInformationPoint> virtual resource

Content: The representation of the access control attribute request as defined in clause x.x.x

	Processing at Originator before sending Request
	The Originator shall create an access control attribute request according to an access request.

The Originator shall request to obtain an access control attributes by using the RETRIEVE operation on a <policyInformationPoint> virtual resource which is the child resource of a <authorization> resource of the Receiver. The access control attribute request shall be included in the Content parameter of the Request message. The Originator shall be a CSE

	Processing at Receiver
	The Receiver shall perform the following operations:
· Check if the Originator has RETRIEVE permission on the <policyInformationPoint> virtual resource
· Check the validity of the provided parameters
· Check if the <policyInformationPoint> virtual resource is bound to a PIP process.
· Upon successful validation, passing the access control attribute request to the PIP process. 
· The PIP process obtains the requested access control attributes according to the access control attribute request.
· The Receiver shall create an access control attribute response using the obtained access control attributes and respond to the Originator. The access control attribute response shall be included in the Content parameter of the Response message.

	Information in Response message
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following additions:
Content: The representation of the access control attribute response as defined in clause x.x.x

	Processing at Originator after receiving Response
	The Originator shall evaluate the access control decision request using the retrieved the access control policies and access control attributes

	Exceptions
	According to clause 10.1.2 of oneM2M TS-0001 [1] with the following:
· There is no PIP process bound to the <policyInformationPoint> virtual resource
· The provided content of the access control attribute request is not in line with the specified structure


6.3
Role based access control

Editor’s Note: This clause provides solution(s) for Role Based Access Control (RBAC).
<Text>

6.4
Token based access control

Editor’s Note: This clause will provide a high level description of token based access control from the perspective of authorization architecture. Detailed description and solution shall refer to the TR-0015 (Dynamic Authorization for IoT).
<Text>

7
Supporting user specified access control policies
7.1
Issues
Editor’s Note: This clause provides some use cases and/or some generatl description about why the oneM2M authorization system needs to support user specified Access Control Policies (ACPs).

<Text>

7.2
Guidelines
Editor’s Note: This clause provides some guidelines or design principles for supporing user specified ACPs.
<Text>

7.3
Solutions

Editor’s Note: Collecting solutions for supporting user specified ACPs.
7.3.1
Proposal 1: Solution of Supporting Heterogeneous Access Control Policies
7.3.1.1
Introduction

According to the description in the clause 9.6.2 of oneM2M TS-0001 [1] and in the clause 7.1 of oneM2M TS-0003 [2], the current authorization solution does not support heterogeneous access control policies. As it is difficult to predicate all the authorization requirements of oneM2M system and then design a versatile authorization system to satisfy all authorization requirements, it is reasonable for the oneM2M authorization system to support heterogeneous access control policies.
This clause describes a solution that extends current oneM2M authorization system to support heterogeneous access control policies.
In oneM2M authorization system there are two types of access control policies. One type is evaluated in PDP, another type is enforced in PEP such as privacy related access control policies. Access control policies enforced in PEP is also called obligation policy.
7.3.1.2
Redefined Resource Type accessControlPolicy
The redefined <accessControlPolicy> resource is shown in the Figure 7.3.1.2-1. 
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Figure 7.3.1.2-1: Redefined <accessControlPolicy> resource
In the redefined <accessControlPolicy> resource the modified and the new defined attributes are specified in table 7.3.1.2-1.

Table 7.3.1.2-2: New defined/modified attributes of <accessControlPolicy> resource
	Attributes of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description
	<accessControlPolicyAnnc> Attributes

	privileges
	0..1
	RW
	A set of access control rules that applies to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.
	MA

	policyRef
	0..1
	RW
	A reference to an access control policy, from which access control policy can be retrieved.
	MA

	policyCategory
	1
	RW
	Authorization system uses this attribute for selecting a suitable policy evaluator to evaluate the access control policy specified in privileges or policyRef attribute.
	MA

	policyType
	1
	RW
	This attribute indicates the access control policy specified in policyRef attribute shall be evaluated in a PDP or in a PEP.
	MA


7.3.1.2
General Procedure of Evaluating Heterogeneous  Access Control Policies
The general procedure of evaluating heterogeneous access control policies are describe as follows:

· For each applicable <accessControlPolicy> resource the PRP retrieves access control policy from either privileges attribute or policyRef attribute, values of policyCategory and policyType attributes are also retrieved. All these values are returned to the PDP.

· The PDP evaluates the access control policies which are not used for obligation purpose according to the policyType attribute. The PDP returns the access control decision to the PEP. The returned access control decision result may be accompanied with obligation policies if they are exist.

· The PEP enforces the access control decision, and fulfill the obligation policies if they accompany the access control decision.

7.4
Evaluation
Editor’s Note: Providing the evaluation of the above solutions, e.g. advantages, disadvantages, problems been solved, problems not been solved, and so on.
<Text>

8
Investigating existing access control policy languages
8.1
Proposal 1: Using <name of proposed access control language>
Editor’s Note: Each clause proposes one standardized ACP language that might be used for describing oneM2M access control policies (ACPs). This cluase may contain the following sub-cluases:
8.1.1
Introduction
Editor’s Note:  This clause provides a general introduction to the proposed ACP language.
<Text>

8.1.2
Detailed descriptions
Editor’s note: This clause provides detailed description about how the proposed the ACP language could be used in oneM2M authorization system.

<Text>

8.1.3
Evaluation
Editor’s Note:  This clause provides evaluation on the proposed ACP language, such as advantages and disadvantages of using this ACP language.
<Text>

9
Privacy Policy Protection Architecture using User’s Privacy Preference
9.1
Introduction
This clause explains Privacy Policy Manager (PPM). PPM provides access control policies using user’s privacy preference.
9.2
Relationship between components of PPM and oneM2M
This clause explains basic components of PPM, and explains relashionships between components of PPM and oneM2M.
9.3
Relationship between each process of PPM architecture and oneM2M
There are scenarios in the use of PPM. This clause explains relationships each step in the scenario and components of oneM2M.
10
Conclusions
Editor’s Note: This clause will capture agreed conclusions and recommendations.

<Text>
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