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1. Scope

The present document will cover the specifications enabling to remotely configure oneM2M compliant Field Domain Devices (e.g. ADN or ASN) for operation with a chosen oneM2M SP. 

The configuration information may include:

· The availability of protocol bindings

· The URI of registrar CSE that  receives Registration requests.

· The URI of registrar CSE that receives non-Registration requests.

· The address of target resource to use a oneM2M Service. [e.g. reconfigurable to add/delete service during operation]

· The credential data that is required for accessing the resource. [e.g. reconfigurable to grant/revoke authorization]

· The instructions for configuration of Field Device implementing specific information models.
2. References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1. Normative references

Clause 2.1 only shall contain normative (essential) references which are cited in the document itself. These references have to be publicly available and in English.
The following referenced documents are necessary for the application of the present document.
[1]
IETF RFC 6455 (December 2011): "The Web Socket Protocol"
[2]
TS-0001, oneM2M Functional Architecture
[3]
TS-0003, oneM2M Security Solutions

2.2. Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
· Use the EX style, add the letter "i" (for informative) before the number (which shall be in square brackets) and separate this from the title with a tab (you may use sequence fields for automatically numbering references).
 [i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
3. Definitions, symbols and abbreviations

Delete from the above heading the word(s) which is/are not applicable.
3.1. Definitions

Configurator AE: the specialized AE which assist configuration both M2M Platform and the field device (e.g. AE or remote CSE in field domain.

Node Enrolment: the procedure to enable registration of AE or remote CSE in field domain

Application Configuration: the procedure to enable configuring M2M Application specific settings (including security profile associated with the application) on AE in field domain.
3.2. Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3. Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

<ABREVIATION1>
<Explanation>

<ABREVIATION2>
<Explanation>

<ABREVIATION3>
<Explanation>

3.4. Acronyms

Acronyms should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Acronym format

<ACRONYM1>
<Explanation>

<ACRONYM2>
<Explanation>

<ACRONYM3>
<Explanation>

4. Conventions 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5. Introduction
5.1. 
Roles for M2M Application and Field Device configuration

The oneM2M Functional Architecture TS [xxx] assumes all required information is shared between Registrar CSE and remote entities (e.g. AE or CSE) in field domain before Registration of the remote entity is performed.

Exchange of such information may be assisted by a third party AE, named as 'Configurator', since trust relation between registrar and remote entities are not established yet.

The Configurator is responsible to configure both the M2M Platform and the devices in the field domain to operate properly.

5.2.
High level procedure

There are two phase on the M2M Application and field device configuration.

Phase-1: Node Enrolment: Sharing the information to register the entity on the specific registrar CSE.

Phase-2: Application Configuration: Configuring M2M Application specific parameters including the security parameters.

5.2.1.
Remote Node Enrollment procedure

The field device shall receive from the M2M Service Provider the initial settings to install for performing Registration.

The initial settings for each CSE or AE shallcontain following information:

The targeted registrar’s point of access: protocol binding, IP address or DNS name, port)

Authentication credential: Pre-shared symmetric key with associated identifier, or public-key pair with digital certificate(See oneM2M TS-0003 [3])

From parameter of Registration request: CSE-ID or AE-ID

Note: The choice of protocol binding and delivery method of the setting may be implementation depended.

5.2.2.
Application Configuration procedure
Once the AE is successfully registered, the AE may request a service application, which is named as ‘Configurator AE’, to configure application-specific settings. This procedure is so-called ‘Application Configuration’.

When the Configurator AE successfully recognized the functionality of the AE, the Configurator shall modify the application specific settings to activate the functionality with runtime determined parameter values (ex. the location of <container> resource to store measured data). 
6. Resource type and data format definitions
Editor’s Note: definition and usage of device config specific data formats
6.1. <mgmtObj> Resource specializations 

The present clause specifies <mgmtObj> resource specializations used for device configuration.

Following table shows summary of defined <mgmtObj> resource specializations in present document.
	mgmtDefinition
	Object ID
	Intended use
	Note

	Xxxx
	dcfg:mgmt:registration
	Install configuration regarding registration procedure.
	

	YYY
	dcfg:mgmt:datacollect
	Install configuration regarding data collection using <container> and <contentInstance> resource.
	

	
	
	
	

	
	
	
	


6.1.1. Resource [registration]

6.1.1.1. Introduction

This specialization of <mgmtObj> is used to convey setting parameter to enable registration procedure by field devices (e.g. AE or CSE).

Editor's Note: actual procedures on Receiver (Field Domain Node) should be described along with the definition of <mgmtObj>
Table 6.1.1.1-1: Data Type Definition of [registration]
	Data Type ID
	File Name
	Note

	registration, registrationAnnc
	DCFG-registration-v1_0.xsd
	


Table 6.1.1.1-2: Resource specific attributes of [registration]

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	mgmtDefinition
	M
	NP
	See clause 7.4.15 of oneM2M TS-0004.
	Xxx(registration) 

	objectID
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004.
	

	objectPaths
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004.
	

	description
	O
	O
	See clause 7.4.15 of oneM2M TS-0004.
	

	originatorID
	O
	O
	m2m:ID
	AE-ID or CSE-ID to be used on registration request

	poA
	M
	O
	xs:AnyURI
	the URI for point of acess address of registrar CSE.
Protocol binding is determined from the protol in this URI.

	resourcePath
	M
	O
	m2m:ID
	The path of  <CSEBase> resource  to create <AE> or <remoteCSE> resource.

	credential
	O
	O
	TBD
	TBD


6.1.1.2. Resource specific procedure on CRUD operations

When management is performed using technology specific protocols, the procedures defined in clause 7.4.15.2 on oneM2M TS-0004,'<mgmtObj> specific procedures' shall be used. There are no change from the generic procedures in clause 7.2.2 of oneM2M TS-0004 for operations on this resource.
6.1.2. Resource [dataCollection]
6.1.2.1. Introduction
This specialization of <mgmtObj> is used to convey setting parameter to enable data collection using <container> and <contentInstance> resource by field devices (e.g. AE).

Editor's Note: actual procedures on Receiver (Field Domain Node) should be described along with the definition of <mgmtObj>.
Table 6.1.2.1-1: Data Type Definition of [dataCollection]
	Data Type ID
	File Name
	Note

	dataCollection
	DCFG-dataCollection-v1_0.xsd
	


Table 6.1.2.1-2: Resource specific attributes of [dataCollection]

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	mgmtDefinition
	M
	NP
	See clause 7.4.15 of oneM2M TS-0004.
	YYY (dataCollection) 

	objectID
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004.
	

	objectPaths
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004.
	

	description
	O
	O
	See clause 7.4.15 of oneM2M TS-0004.
	

	containerPath
	M
	O
	m2m:ID
	The resource address of <container> resource to store the data from the device.

	frequency
	O
	O
	xs:integer
	The seconds to upload next data.

	
	
	
	
	


Editor's Note: Field for  token to be added.
6.1.2.2. Resource specific procedure on CRUD operations

When management is performed using technology specific protocols, the procedures defined in clause 7.4.15.2 on oneM2M TS-0004,'<mgmtObj> specific procedures' shall be used. There are no change from the generic procedures in clause 7.2.2 of oneM2M TS-0004 for operations on this resource.
7. Procedures
7.1. Node Enrollment / Registration Configuration
Registration Configuration procedures shall be performed with the following steps:

Step 0: Triggering Registration Configuration by preparing Registration Configuration request and sent it to the Configurator.

Note: Step 0 is implementation specific and optional procedure.


Step 1: The Configurator AE shall send CREATE request for <ServiceSubscribedNode> to enable registration procedure by the targeted AE or remote CSE in field domain.

Step 2: IN-CSE shall check the permission to CREATE <ServiceSubscribedNode> 
Step 3: The Configurator AE shall send Registration Configuration Data to the targeted AE or remote CSE for installing shared configuration settings, and wait for successful response from the device.

Step 4(optional): The Configurator AE shall send Registration Configuration Data to the targeted registrar CSE for installing shared configuration settings. This Registration Configuration Data will contain appropriate security settings associated with the AE based on the security profile of the AE.
Step 5: The Configured AE or remote CSE shall perform its Registration request using shared Registration Configuration Data.
Step 6: The Configurator AE may send CREATE request for <container> resource, and its child <subscription> resource to enable data sharing of configuration setting data between Configurator AE and targeted AE in Application Configuration procedure. 
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Figure 7.1-1: Node Enrollment procedure

Editor's Note: Figure 7.1-1 to be modified (from Francois's comment)
7.2. Application Configuration
Application Configuration procedure is performed by synchronizing settings given by the Configurator AE with settings on the targeted AE, as continuation of Step 5 of "Registration Configuration" procesure:

Step 1: The Configurator AE sends CREATE request for the <flexContainer> resource which contains application specific settings in standardized data format.

Step 2: The targeted AE shall receive Notification message that contains settings regarding CREATEd <flexContainer> resource by Configurator AE.

Step 3: The targeted AE shall process the content of Notification message to load the application specific setting in the Notification message, and the targeted AE starts working with the given settings.
Step 4(optional): The Configurator AE determined to change the settings on the targeted AE.
Step 5(optional): The Configurator AE shall UPDATE the specialized <flexContainer> resource to modify the application-specific settings for the targeted AE.

Step 6(optional): The targeted AE shall process the content of Notification message to load updated setting in the Notification message, and the target AE starts working with new settings.
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Figure 7.2-1: Application Enrollment procedure
Editor's Note: Figure 7.2-1 should be modified (from Francois's comment)
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