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1. Scope

The present document will cover the specifications enabling to remotely configure oneM2M compliant Field Domain Devices (e.g. ADN or ASN) for operation with a chosen oneM2M SP. 

The configuration information may include:

· The availability of protocol bindings

· The URI of registrar CSE that  receives Registration requests.

· The URI of registrar CSE that receives non-Registration requests.

· The address of target resource to use a oneM2M Service. [e.g. reconfigurable to add/delete service during operation]

· The credential data that is required for accessing the resource. [e.g. reconfigurable to grant/revoke authorization]

· The instructions for configuration of Field Device implementing specific information models.
2. References


References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1. Normative references


The following referenced documents are necessary for the application of the present document.
[1]
IETF RFC5280: "Internet X.509 Public Key Infrastructure Certification and Certificate Revocation List (CRL) Profile"
[2]
oneM2M TS-0001, Functional Architecture TS
[3]
oneM2M TS-0003, Security Solutions TS
[4]
oneM2M TS-0004, Service Layer Core Protocol TS

[5]
IETF RFC 2898, "PKCS#5: Password-Based Cryptography Specification Version 2.0"

[6]
IETF RFC 5652, "PKCS#7: Cryptographic Message Syntax (CMS)"

[7]
IETF RFC 7292, "PKCS#12: Personal Information Exchange Syntax v1.1"

[8]
IETF RFC 6920, "Naming Things with Hashes"
2.2. Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
· 
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
3. Definitions

3.1. Definitions

Configurator AE: the specialized AE which assist configuration both M2M Platform and the field device (e.g. AE or remote CSE in field domain.

Node Enrolment: the procedure to enable registration of AE or remote CSE in field domain

Application Configuration: the procedure to enable configuring M2M Application specific settings (including security profile associated with the application) on AE in field domain.
Configurator AE: a specialized AE which determines setting data for configuring device in the field domain.

Configuration Information  Serializer AE: a specialized AE which retrieves the <mgmtObj> resource and transfers it as serialized data stream to configuring device in the field domain.
3.2. 






3.3. 







3.4. 







4. Conventions 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5. Introduction
5.1. 
Roles for M2M Application and Field Device configuration

The oneM2M Functional Architecture TS [2] assumes all required information is shared between Registrar CSE and remote entities (e.g. AE or CSE) in field domain before Registration of the remote entity is performed.

Exchange of such information may be assisted by a third party AE, named as 'Configurator', since trust relation between registrar and remote entities are not established yet.

The Configurator is responsible to configure both the M2M Platform and the devices in the field domain to operate properly.

5.2.
High level procedure

There are two phase on the M2M Application and field device configuration.

Phase-1: Node Enrolment: Sharing the information to register the entity on the specific registrar CSE.

Phase-2: Application Configuration: Configuring M2M Application specific parameters including the security parameters.

5.2.1.
Introduction

There are two categories on the M2M Application and field device configuration.

Category-1: Device Management regarding Initializing M2M Service
Sharing the configuration information to establish the connectivity and to register the entity (AE or CSE in the field domain) on the specific registrar CSE. 
Category-2: Service management regarding Application Enrolment (see oneM2M TS-0001 [2] clause 11.2.2)
Configuring M2M Application specific configuration information. This procedure can be performed on AE only.

The specialized AE which is named ‘Configurator AE’, may takes a role of responsible to configure device in field domain.

The setting information shall be set on specializations of oneM2M <mgmtObj> resource by the Configurator AE, and the data is reflected to the Field Device. 

Field Device may choose one of three ways to reflect the configuration information:

1) [Type-1] Device Management: (note: use same term of TS-0001)[applicable for Category1 & Category-2]
The configuration information is shared as a management object using remote device management technologies (e.g. OMA-DM, BBF TR-069) (case 2a in Figure 5.2.1-1).

2) [Type-2] Application Configure through oneM2M native access [applicable for Category-2 only]
Once Field Device is registered, and the device can receive setting information for Application Configuration purpose (case 2b in Figure 5.2.1-1).

3) [Type-3] Interworked Device Management  [applicable for Category-1 & Category-2]
The configuration information is retrieved by ‘Configuration Information Serializer AE’, then it is transferred to the Field Device as data stream (case 2c & 3 in Figure 5.2.1-1).
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Figure 5.2.1-1: Device Configuration Overview
5.2.2.
Initializing M2M Service procedure

The field device shall receive from the M2M Service Provider the initial settings to install for performing Registration.

The initial settings for each CSE or AE shallcontain following information:

· Connectivity settings: protocol binding, PoA information of Registrar CSE (IP address or DNS name, port)

· Authentication credential: Pre-shared symmetric key with associated identifier, or public-key pair with digital certificate(See oneM2M TS-0003 [3])

· From parameter of Registration request: CSE-ID or AE-ID

Note: The choice of delivery method of the configuration information may be implementation depended.

5.2.3.
Application Configuration procedure
The possible configuratio information for Application Configuration are:

· The address of targeted containers (e.g. <container> or <flexContainer> resource) to use.

· Data format and other meta-information to apply on storing data on targeted containers.

· Frequency of data collections
6. Resource type and data format definitions

6.1. <mgmtObj> Resource specializations 

The present clause specifies <mgmtObj> resource specializations used for device configuration.

Following table shows summary of defined <mgmtObj> resource specializations in present document.
	mgmtDefinition
	Intended use
	Note

	registration
	Install configuration regarding registration procedure.
	

	dataCollection
	Install configuration regarding data collection using <container> and <contentInstance> resource.
	

	
	
	

	
	
	


6.1.1. Resource [registration]

6.1.1.1. Introduction

This specialization of <mgmtObj> is used to convey setting parameter to enable registration procedure by field devices (e.g. AE or CSE).
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Figure 6.1.1.1-1: Structure of [registration] resource

Table 6.1.1.1-1: Data Type Definition of [registration]
	Data Type ID
	File Name
	Note

	registration
	DCFG-registration-v1_0.xsd
	


Table 6.1.1.1-2: Resource specific attributes of [registration]

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	mgmtDefinition
	M
	NP
	See clause 7.4.15of oneM2M TS-0004.
	"registration" 

	objectID
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004.
	

	objectPaths
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004.
	

	description
	O
	O
	See clause 7.4.15 of oneM2M TS-0004.
	

	originatorID
	O
	O
	m2m:ID
	AE-ID or CSE-ID to be used on registration request.
If the setting is for CSE, then this attribute shall be present.

	poA
	M
	O
	xs:AnyURI
	the URI for point of acess address of registrar CSE.
Protocol binding is determined from the protol in this URI.

	resourcePath
	M
	O
	m2m:ID
	The path of  <CSEBase> resource  to create <AE> or <remoteCSE> resource.

	
	
	
	
	

	credentialID
	O
	O
	dcfg:credentialID
	Identifier to be used for authentication on registration procedure.
See clause 10.4 of oneM2M TS-0003 [3] for detail specification of "credential-ID" (NOTE-1).

	authenticationDataFormat
	O
	O
	dcfg:authenticationDataFormatType
	Indicates the data format of authenticationData attribute.

See clause 6.2.2.2 for definition.

	authenticationData
	O
	O
	xs:base64Binary
	Data which is used for authentication. The interpretation procedure of this data is determined by the value of authenticationDataType.

	NOTE-1: optionality on authenticationDataFormat and authenticationData attribute depends on Type-ID part of credentialID.


6.1.1.2. Resource specific procedure on CRUD operations

When management is performed using technology specific protocols, the procedures defined in clause 7.4.15.2 on oneM2M TS-0004,'<mgmtObj> specific procedures' shall be used. There are no change from the generic procedures in clause 7.2.2 of oneM2M TS-0004 for operations on this resource.
6.1.2. Resource [dataCollection]
6.1.2.1. Introduction
This specialization of <mgmtObj> is used to convey setting parameter to enable data collection using <container> and <contentInstance> resource by field devices (e.g. AE).
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Figure 6.1.2.1-1: Structure of [registration] resource

Table 6.1.2.1-1: Data Type Definition of [dataCollection]
	Data Type ID
	File Name
	Note

	dataCollection
	DCFG-dataCollection-v1_0.xsd
	


Table 6.1.2.1-2: Resource specific attributes of [dataCollection]

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	mgmtDefinition
	M
	NP
	See clause 7.4.15 of oneM2M TS-0004.
	"dataCollection"

	objectID
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004.
	

	objectPaths
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004.
	

	description
	O
	O
	See clause 7.4.15 of oneM2M TS-0004.
	

	containerPath
	M
	O
	m2m:ID
	The resource address of <container> resource to store the data from the device.

	reportFrequency
	O
	O
	xs:integer
	The seconds to upload next data.

	measurementFrequency
	O
	O
	xs:integer
	The seconds to measure next data.



6.1.2.2. Resource specific procedure on CRUD operations

When management is performed using technology specific protocols, the procedures defined in clause 7.4.15.2 on oneM2M TS-0004,'<mgmtObj> specific procedures' shall be used. There are no change from the generic procedures in clause 7.2.2 of oneM2M TS-0004 for operations on this resource.
6.2. Data Formats for Device Configuration 

6.2.1. Introduction
The following clauses define data formats of resource attributes and parameters used in present document.
Any data types of XML elements defined for use in present document shall be one of name spaces in Table 6.2.1-1.

Table 6.2.1-1: Namespaces used in present document

	Name space
	prefix
	Name space definition

	oneM2M protocol CDT
	m2m:
	http://www.onem2m.org/xml/protocol

	Device Configuration
	dcfg:
	http://www.onem2m.org/xml/deviceConfig


6.2.2. Enumeration types
6.2.2.1. Introduction
The following clauses define various enumeration types as extension from ‘oneM2M Enumeration Types’ which is defined in oneM2M TS-0004[x]. 

Each enumeration type is defined as table like below.
Table 6.2.2.1‑1: Example of oneM2M Enumeration Type Definition

	Value
	Interpretation
	Note

	1
	Interpretation-1
	

	2
	Interpretation-2
	

	3
	Interpretation-3
	

	NOTE: See clause x.x.x "title of clause" 


The enumeration type definition in present document shall be implemented as part of ‘DCFG-CommonTypes-<version_of_specification>.xsd’. Figure 6.2.2.1-1 shows the example of XSD representation of
 'dcfg:fooType'.


[image: image5]
Figure 6.2.2.1‑1: Example of XSD version of oneM2M Enumeration Type

6.2.2.2. dcfg:authenticationDataFormatType
Used for authenticationData attribute in [registration] resource. 

The authenticationDataFormat attribute shall indicates data format of authenticationData attribute in [registration] resource.  
Table 6.2.2.2‑1: Interpretation of dcfg:authenticationDataFormatType
	Value
	Interpretation
	Note

	1
	PSK_PLAIN_TEXT
	Pre-shared key for (D)TLS-PSK in plain text.

	2
	PSK_PKCS5
	Pre-shared key for (D)TLS-PSK in PKCS5 data format [5].

	3
	CERT_X509
	Digital certificate for Certificate-based authentication in X.509 DER format [1].

	4
	CERT_KEY_PKCS12
	Digital certificate for Certificate-based authentication with associated private key in PKCS#12 format [7]

	5
	RAW_PUBLIC_KEY
	one of the sha 256-120, sha-256-128 or sha-256 hash algorithms specified in IETF RFC 6920 [40].

	NOTE: Passphrase for encrypted data shall be shared in advance.


6.2.3. Simple data types
Table 6.2.3-1 describes Device Configuration specific simple data type definitions. XML Schema data type definitions for these data types can be found in the XSD file called DCFG-commonTypes-<version_of_specification>.xsd.

The types in table 6.2.3-1 are either:

· Atomic data types derived from XML Schema data types by restrictions other than enumeration

· List data types constructed from other XML Schema or oneM2M-defined atomic data types.

NOTE: The enumeration data types for Device Configuration TS are defined in clause 6.2.2.

Table 6.2.3‑1: oneM2M Simple Data Types for Device Configuration
	XSD type name
	Type Name
	Examples
	Description

	dcfg:credentialID
	credential ID
	User1@example.com
	KpsaId

	
	
	0x265357902fe1b7e2a04b897c6025d7a2
	one of the sha 256-120, sha-256-128 or sha-256 hash algorithms specified in IETF RFC 6920 [8].

	
	
	Sapplication00230
	SP assigned AE-ID

	
	
	
	


7. Procedures
7.1. Device configuration generic procedures
7.1.1. Setting configuration information on <mgmtObj> resource
Setting configuration information for  field device is achieved by setting value on [objectAttribute] attribute of the <mgmtObj> resource.

When the Configurator AE decided to configure a device, the Configurator AE searches <mgmtObj> resources which is created as child resource of <node> resource which is linked to the device.

If the targeted <mgmtObj> resource is found, the Configurator AE request to UPDATE the resource, otherwise the Configurator AE shall CREATE a <mgmtObj> resource as child resource of the <node> resource.

NOTE: Acceptance of  CREATE request for a specialization of  <mgmtObj> resource is implementation dependent.
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Figure 7.1.1-1: Configuring setting parameters on <mgmtObj> resource
7.1.2. Loading configuration information for field device
If the <mgmtObj> resource is configured to trigger device management technologies, remote device management to load configuration information  on the device is performed automatically when <mgmtObj> resource is CREATEed or UPDATEed. See clause 10.2.8 '<mgmtObj> Resource Procedures' of oneM2M TS-0001 for triggering external management technologies via <mgmtObj> resource. The Hosting CSE shall be IN-CSE in this case.

Procedures to load configuration information for field device (Type-1) using external management technologies are illustrated in Figure 7.1.2-1.
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Figure 7.1.2-1: Configure setting parameter using external management technologies
4) The Configurator AE shall issue CREATE or UPDATE request for <mgmtObj> resource which is associated field device by Hosting CSE.

5) Hosting CSE shall process CREATE or UPDATE request issued by Configurator AE.

6) The Hosting CSE shall execute Device Management command which is mapped from operation on <mgmtObj> resource to external management technologies.
7) The DM agent on targeted field device shall configure the setting parameters on the node, and returns the result of management.

If the <mgmtObj> resource is subscribed by the AE which resides on the targeted device, the AE shall configure setting parameters according to the Notification message. The Hosting CSE may be IN-CSE, MN-CSE, or ASN in this case.

Procedures to load configuration information for field device (Type-2) using oneM2M native access are illustrated in Figure 7.1.2-2.
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Figure 7.1.2-2: Configure setting parameter using oneM2M native access

8) As the preparation, the targeted field device shall subscribe <mgmtObj> resource which is associated with the specific M2M Application functionality on the targeted field device by requesting CREATE <subscription> resource. 

9) When the Configurator AE decided to change M2M Application specific parameters, the Configurator AE shall issue UPDATE request on the <mgmtObj> resource with changed parameters.

10) The Hosting CSE of operated <mgmtObj> resource shall perform UPDATE procedure on the resource as Receiver.
11) The Hosting CSE shall issue NOTIFY request to deliver the changed parameter to targeted field device as the subscribed event message.

12) The targeted field device shall configure the M2M Application on the device using received parameter.

When the field device (Type-3) requested to receive the setting parameters in serialized data, the Setting Data Serializer AE shall RETRIEVE <mgmtObj> child resource of the <node> resource which is linked to the device.

Procedures to load configuration information for field device (Type-3) assisted by configuration information serialize AE are illustrated in Figure 7.1.2-3.
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Figure 7.1.2-3: Configure setting parameter assisted by setting data serialize AE
13) The Configurator AE shall issue CREATE or UPDATE request of <mgmtObj> resource which is associated with the functionality of targeted field device.
14) The Hosting CSE shall process CREATE or UPDATE request normally.

15) When the targeted field device determines some setting parameters to be loaded, the targeted filed device shall request the Configuration Information Serializer AE to retrieve configuration parameter as serialized data. 
Note: The communication method (ex. HTTP request) for this step is out of scope in this document.

16) The Configuration Information Serializer AE determines <mgmtObj> resource to refer as the source of configuration parameter for the targeted field device, and shall issue RETRIEVE operation on the <mgmtObj> resource.

17) When the RETRIEVE request is successfully performed, the Setting Data Serializer AE shall forward the <mgmtObj> resource in serialized form. See possible serialized forms of <mgmtObj> resource and MIME content types at clause 6.7 of TS-0004 'oneM2M specific MIME media types'.

The targeted field device shall configure setting parameters for the M2M Application referring parameters encoded in serialized data.
7.2. Initial registration procedure
The field device shall perform registration procedure when it loaded setting data from [registration] resource.
If the field device node is CSE, then the CSE registration procedure which is defined in clause 10.1.1.2.1 of oneM2M TS-0001[2].  Otherwise (field device node is AE),the Application Entity Registration procedure which is defined in clause 10.1.1.2.2 of oneM2M TS-0001[2].

Required parameter for registration procedures are retrived as attribute value of [registration] resource.
Table 7.1-1: connectivity parameter mappings from [registration] resource 

	attribute of [registration]
	parameter in TS-0001/TS-0004
	Note

	originatorID
	From primitive parameter
	AE-ID or CSE-ID

	PoA
	CSE-PoA(Point of Access)
	protocol binding choice and port number to establish connectivity with registrar CSE.

	resourcePath
	To primitive parameter
	resource ID of <CSEBase> of registrar CSE.


When credential information (see Table 7.1-2) are provided, the device shall use them for the registration procedure.

The present documents supports to configure security parameters for ‘Symmetric Key Security Framework’ (see clause 8.1.1 of oneM2M TS-0003), and ‘Certificate-Based Security Framework’ (see clause 8.1.2 of oneM2M TS-0003 [3]).
Table 7.1-2: security parameter mapping from [registration] resource

	attribute of [registration]
	parameter in TS-0003
	Note

	credentialID
	Credential-ID
	See clause 10.4 of  ‘Credential-ID detail’  of oneM2M TS-0003 [3].

	authenticationDataFormat
	(not applicable)
	Used to determine the data type of credentialID and authenticationData attribute

	authenticationData
	Kpsa (Provisioned Secure Connection Key) or ‘Credential Configuration’
	See oneM2M TS-0003[3] for Kpsa.

See clause 8.1.2.3 of oneM2M TS-0003[3] for ‘Credential Configuration’.















7.3. Enabling data collection by [dataCollection] resource
The field device shall be enabled to collect and report measured data to the instructed place by [dataCollection] resource. 

The targeted field device shall be managed to configure necessary parameters regarding reporting measured data.

NOTE: this configuration is only applicable to M2M Applications.
Required parameter for reporting measured are retrived as attribute value of [dataCollection] resource.
Table 7.x-1: parameter mappings from [dataCollection] resource 

	attribute of [registration]
	parameter in TS-0001/TS-0004
	Note

	containerPath
	To primitive parameter for CREATE operation for <contentInstance>.
	The resource ID of <container> which is parent resource of targeted <contentInstance>

	reportFrequency
	N/A
	Tme interval for requesting CREATE operation of <contentInstance>.

	measurementFrequency
	N/A
	Tme interval for measurements. 


Once this application configuration is done, AE shall perform CREATE operation for new <contentInstance> resource as the child resource of <container> resource which is specified as 'containerPath' attribute of [registration] to report the measured value.

The frequency of measurement and report are specified as 'reportFrequency' and 'measuredFrequence' accordingly.
7.4. Application Configuration
Application Configuration procedure is performed by synchronizing settings given by the Configurator AE with settings on the targeted AE, as continuation of Step 5 of "Registration Configuration" procesure:

Step 1: The Configurator AE sends CREATE request for the <flexContainer> resource which contains application specific settings in standardized data format.

Step 2: The targeted AE shall receive Notification message that contains settings regarding CREATEd <flexContainer> resource by Configurator AE.

Step 3: The targeted AE shall process the content of Notification message to load the application specific setting in the Notification message, and the targeted AE starts working with the given settings.
Step 4(optional): The Configurator AE determined to change the settings on the targeted AE.
Step 5(optional): The Configurator AE shall UPDATE the specialized <flexContainer> resource to modify the application-specific settings for the targeted AE.

Step 6(optional): The targeted AE shall process the content of Notification message to load updated setting in the Notification message, and the target AE starts working with new settings.
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Figure 7.2-1: Application Enrollment procedure
Editor's Note: Figure 7.2-1 should be modified (from Francois's comment)
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[dataCollection]
mgmtDefinition
1
objectID
0..1(L)
objectPaths
0..1(L)
description
0..1
containerPath
1
reportFrequency
0..1
measurementFrequency
0..1
subscription
0..n



Configurator AE
<mgmtObj> hosting CSE
without Management Technologies
<mgmtObj> hosting CSE
with DM Server
DM adapter
Field Device Type-1
(Device Management)
Field Device Type-2
(oneM2M native access )
Field Device Type-3
(interworked DM)
DM Client
DM Server
AE
configuration agent
(ex. HTTP client)
<<Infrastructure Domain>>
<<Field Domain>>
2a.Field Device Configuration using external management technologies
(ex. OMA-DM,TR-069)
2b.Field Device Configuration using oneM2M native access
Configuration Information Serializer AE (IPE)

2c.Field Device Configuration by interworked  Device Management
1.Setting configuration information on <mgmtObj> resource associated with targeted Field Devivce
Non-oneM2M
oneM2M Mca



Configurator AE
Hosting CSE
Configuration Information Serializer AE
Targeted
Field Device
2.CREATE/UPDATE 
<mgmgObj>
resources
3.Request Setting Data
1.Request to CREATE/UPDATE <mgmtObj>
4.Retrieve <mgmtObj> or <node>
Targeted
Field Device
5.Serialize <mgmgObj> into data stream
6.Configure
setting parameters



Configurator AE
Hosting CSE
Targeted
Field Device
Targeted
Field Device
2. Enumerate 
<mgmgObj>
child resources
3.Determine target of operation from the list of <mgmtObj> resource
1.Discover <mgmtObj>
4.Request CREATE/UPDATE <mgmtObj>
5.CREATE or UPDATE 
<mgmgObj> resource



Configurator AE
Hosting CSE
(IN-CSE)
Targeted
Field Device
Targeted
Field Device
2.CREATE or UPDATE 
<mgmgObj> resource
1.Request CREATE/UPDATE <mgmtObj>
3.Execute DM command
4. Configure
setting parameters



Configurator AE
Hosting CSE
Targeted
Field Device
Targeted
Field Device
3. UPDATE 
<mgmgObj> resource
2.Request to CREATE/UPDATE <mgmtObj>
4.Notify Change on <mgmtObj>
5.Configure
setting parameters
1. Subscribe <mgmtObj> or <node>



Configurator (specialized AE)
Platform
targeted  AE / remote CSE
Assuming Registration Config procedure,  and subscription on <flexContainer> resource has been performed
2.Recieve Notification regarding change of <flexContainer>
1. CREATE <flexContainer>
for setting on <container>
3.Load application specific configuration data
6.Received Notification regarding change of <flexContainer>
5.UPDATE <flexContainer>
on <container>
7.Load application specific configuration data
4.Decide to change the setting



[registration]
mgmtDefinition
1
objectID
0..1(L)
objectPaths
0..1(L)
description
0..1
originatorID
1
PoA
1
resourcePath
1
credentialID
0..1
authenticationDataFormat
0..1
authenticationData
0..1
subscription
0..n



Configurator
(specialized AE)
Registrar CSE
targeted  AE / remote CSE
Trigger targeted AE or remote CSE to start Registration Config procedures
(This procedure is out of scope in present TS)
Configure <container> with subscribed by targeted AE (optional)
3. Prepare Registration Config Data
4.Send configuration data for Registration
5.CREATE <AE> or <remoteCSE>
1.CREATE <serviceSubscribedNode>
7.Create <container> with  <subscription> child resource
2.Configure registrar CSE to accept Registration
6.Check to authorize AE / remote CSE for Registration
8.<container> resource is subscribed by targeted AE



