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	Minutes

	Meeting title:
	SEC17 Meeting – Sapporo, Japan

	Chair:
	Francois Ennesser, Gemalto (Francois.Ennesser@gemalto.com) 

	Vice Chairs:
	Dragan Vujcic, Oberthur Technologies (V.Dragan@oberthur.com) 

	Secretary:
	Nicole Butler, ATIS (nbutler@atis.org)

	Meeting Date:
	17-21 May 2015

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of meeting 

1.1
Welcome
The meeting was opened by the Chair, Francois Ennesser, Gemalto (Francois.Ennesser@gemalto.com), and began at 2:30pm (local) on 17 May 2015.
1.2
Schedule for WG4 (SEC)
The schedule, as noted on the agenda, was reviewed and updated. Additional updates to the schedule will be made, as needed, and will be reflected on future revisions of the agenda.
1.3
Attendees

The official list of TP16 participants is available on the Portal.
2
Review of Agenda
SEC-2015-0524R01-SEC_17_Agenda
· Updates were made during discussions and an R02 will be posted

AGREED - SEC-2015-0524R02-SEC_17_Agenda
3
Approval of Previous Minutes 

SEC meeting minutes were approved electronically.
4
Review of Objectives for the Meeting
The objectives, as listed on the agenda, were noted.
5
Review of Action Items
The open action items, as listed on the agenda, were reviewed:

6
Corrections and Enhancements CRs (generic WIs)
6.1

Corrections/Clarifications to TS-0003

	SEC-2015-0506
	Fix a wrong reference for location-based ACP
	LG Electronics


SEC-2015-0606- Fix a wrong reference for location-based ACP
· This contribution proposed minor editorial changes.  
AGREED - SEC-2015-0506- Fix a wrong reference for location-based ACP
6.2

Enhancements to TS-0003

None
6.3

Contributions Affecting REQ Deliverables
	SEC-2015-0507/-0576
	Use case of PPM
	KDDI

	SEC-2015-0515
	Security requirements for WI-0023
	Datang

	SEC-2015-0517R01
	WI-0016 Security requirements for Release 2
	China Mobile

	SEC-2015-0522R01
	Requirement SE Abstraction API
	Giesecke & Devrient, Oberthur Technologies, Gemalto

	REQ-2015-0568
	TS-0002 CR App End-to-End Security Requirements  
	Qualcomm

	REQ-2015-0569
	TS-0002 CR Primitive End-to-End Security Requirements  
	Qualcomm

	REQ-2015-0563
	CR_on_smart_meter_reading
	China Mobile

	REQ-2015-0575
	TS-0002 CR Generic End-to-End Requirements  
	Qualcomm


SEC-2015-0507/-0576- Use case of PPM

· This use case was presented, and it was noted the intent is to discuss it further with REQ.  The use case is proposed for inclusion in TR-00018.
· It was suggested that this contributions should be discussed at the joint meeting with both ARC and REQ.  

· Suggestions were made to edit the proposed figure to avoid confusion.
· It was further recommended that the cover sheet be updated to reflect it is a change request contribution.  

NOTED - SEC-2015-0507- Use Case of PPM (the update contained in -0576)
AGREED – SEC-2105-0576 – Use Case of PPM

SEC-2015-0515R01- Security requirements for WI-0023
· Edits were suggested resulting in the creation of R02

· Several changes were made to the proposed requirements to ensure their accuracy.  

AGREED - SEC-2015-0515R02- Security requirements for WI-0023
SEC-2015-0517R03- WI-0016 Security requirements for Release 2
· Some edits were proposed to help clarify the requirements.  

· A revision was discussed noting the changes made for clarity and accuracy.
NOTED - SEC-2015-0517R03- WI-0016 Security requirements for Release 2

AGREED - SEC-2015-0517R05- WI-0016 Security requirements for Release 2
REQ-2015-0569R01- TS-0002 CR Primitive End-to-End Security Requirements  
NOTED - REQ-2015-0569R01- TS-0002 CR Primitive End-to-End Security Requirements
AGREED - REQ-2015-0569R03- TS-0002 CR Primitive End-to-End Security Requirements
REQ-2015-0563 This contribution complements the decryption of group based operation for Smart Meter Reading in TR-0001.
AGREED - REQ-2015-0563- This contribution complements the decryption of group based operation for Smart Meter Reading in TR-0001.
SEC-2015-0527R01- Security requirements for WI-0016
· It was noted that this requirement is a more general representation of specific requirements that have previously been accepted.

· End-to-end security needs to be defined for the proposed requirement, and it was noted that the definition can be imported from an existing specification.

· A revision is expected with edits to the first proposed requirement.  .    

· Participants discussed the second proposed requirement in this contribution.

· Discussion occurred regarding the reference to a “group” in this requirement. 

· A revision of this requirement is also expected.  

NOTED - SEC-2015-0527R01- Security requirements for WI-0016
REQ-2015-0568R02- TS-0002 CR App End-to-End Security Requirements  
· Additional edits were made resulting in the creation of an R03.

· It was noted these requirements may need definitions for end-to-end security. 

· These requirements will be revised and merged with the other requirements related to end-to-end security. 

· The revised document, combined with the requirements in -0527R01 will be reviewed and discussed.  

NOTED - REQ-2015-0568R02- TS-0002 CR App End-to-End Security Requirements
AGREED - REQ-2015-0568R04- TS-0002 CR App End-to-End Security Requirements
SEC-2015-0522R02- Requirement SE Abstraction API
AGREED - SEC-2015-0522R02- Requirement SE Abstraction API
REQ-2015-0575- TS-0002 CR Generic End-to-End Requirements  
· Edits were proposed for clarity in the requirements, leading to the creation of an R01. 
AGREED - REQ-2015-0575R01- TS-0002 CR Generic End-to-End Requirements  
6.4
Contributions Affecting ARC/PRO/MAS/TST Deliverables

	ARC-2015-1897R01
	App-ID Use Cases, Syntax and Attributes
	iconectiv

	ARC-2015-1898R01
	App-ID Use Cases, Syntax and Attributes
	iconectiv

	SEC-2015-0520R01
	PPM and oneM2M
	KDDI

	ARC-2015-1793R01
	App-ID Format
	Fujitsu


ARC-2015-1897R01- App-ID Use Cases, Syntax and Attributes (Presentation)

· This presentation details the logic and details behind the proposed App-ID use cases, syntax and attributes.

· Discussion occurred regarding the proposals for value naming.

NOTED - ARC-2015-1897R01- App-ID Use Cases, Syntax and Attributes
ARC-2015-1898R01- App-ID Use Cases, Syntax and Attributes
NOTED - ARC-2015-1898R01- App-ID Use Cases, Syntax and Attributes
ARC-2015-1793R01- App-ID Format

· It was noted that it would be useful to include references in this contribution to the existing related text in the specification.

· It was noted that if this proposal is agreed it would be brought to the SC fur further review and any potential agreement.

· The differences in the App-ID proposals are related to the inclusion of version information, and the inclusion of a security certificate.

· Participants discussed how this proposal differs from the structure agreed in the SC.  

· Further discussion occurred regarding the particular requirements for App-IDs in M2M.  This discussion included opinions about the need for this type of registry as opposed to a more traditional security certificate.  

· It was agreed it would be preferable to have the authority ID prior to the registration ID.  

· It was recommended that the agreements are made for the use cases and requirements in order to help progress the agreements on the App-ID
NOTED - ARC-2015-1793R01- App-ID Format

SEC-2015-0520R02- PPM and oneM2M

· This contribution proposes a new feature—PPM, and input was solicited from the ARC participants on this use case.  
· Participants discussed how this proposal would affect the architecture, and edits were proposed for clarity.  
· It was suggested that SEC further discuss how to update the Figure and then solicit additional input from ARC.

· Participants reviewed R03.  

NOTED - SEC-2015-0520R02- PPM and oneM2M
NOTED - SEC-2015-0520R03- PPM and oneM2M
7
Contributions to Existing WIs for Future Releases

7.1

TR-0012 / WI 0016 Group Authentication and End-to-End Security
	SEC-2015-0510
	CR 8.1.1 Object Security Review
	Qualcomm

	SEC-2015-0511
	What is End-to-end security
	Qualcomm

	SEC-2015-0512
	End-to-End Security definition
	Qualcomm

	SEC-2015-0516
	Group Authentication architecture
	China Mobile

	SEC-2015-0513
	App and Mgmt End-to-end security requirement
	Qualcomm

	SEC-2015-0514
	Primitive End-to-end security requirements
	Qualcomm


SEC-2015-0510- CR 8.1.1 Object Security Review
AGREED - SEC-2015-0510- CR 8.1.1 Object Security Review
SEC-2015-0511- What is End-to-end Security

· This presentation contains the explanation for the proposed definition of end-to-end security as contained in -0511.
· Participants discussed how defining end-to-end security will impact the content of the specifications in various releases.  

· It was noted that having a diagram to pictorially demonstrate end-to-end security options would be useful.  

· Edits were made to the presentation resulting in an R01.

NOTED - SEC-2015-0511R01- What is End-to-end Security

SEC-2015-0512- End-to-end Security Definition

WITHDRAWN - SEC-2015-0512- End-to-end Security Definition

SEC-2015-0516R01- Group Authentication architecture
· Participants discussed where authentication occurs in the end-to-end process.  
· Further clarity may be needed regarding group creation.It might be helpful to show the ability to be a part of multiple groups.
· A  R03 was discussed and agreed.

NOTED - SEC-2015-0516R01- Group Authentication architecture
AGREED - SEC-2015-0516R03- Group Authentication architecture
SEC-2015-0513- App and Mgmt End-to-end security requirement
NOTED - SEC-2015-0513- App and Mgmt End-to-end security requirement

SEC-2015-0514- Primitive End-to-end security requirements
NOTED - SEC-2015-0514- Primitive End-to-end security requirements
7.2

TR-0016/WI-0023 – Authorization Architecture and Policies

	SEC-2015-0518
	A solution of supporting user-defined Access Control Policies
	Datang

	SEC-2015-0519
	TR-0016 Resource definition for supporting user-defined Access Control Policies
	Datang

	SEC-2015-0530
	General introduction of a distributed authorization solution
	Datang

	SEC-2015-0531
	TR-0016 Resource definitions for Distributed Authorization
	Datang

	SEC-2015-0532
	TR-0016 procedures on Parent Resource for Distributed Authorization
	Datang

	SEC-2015-0533
	TR-0016 procedures on Child Resource for Distributed Authorization
	Datang

	SEC-2015-0540
	TR-0016 Adding Privacy Policy Protection Architecture
	KDDI


SEC-2015-0518- A solution of supporting user-defined Access Control Policies
NOTED - SEC-2015-0518- A solution of supporting user-defined Access Control Policies

SEC-2015-0519R01- TR-0016 Resource definition for supporting user-defined Access Control Policies
AGREED - SEC-2015-0519R01- TR-0016 Resource definition for supporting user-defined Access Control Policies
SEC-2015-0530- General introduction of a distributed authorization solution

· Participants discussed what can be retrieved as a resource, and the primitive operations may need investigation.
· Further discussion occurred on the purpose of this option for distributed authorization.  
NOTED - SEC-2015-0530- General introduction of a distributed authorization solution
SEC-2015-0531- TR-0016 Resource definitions for Distributed Authorization

· SEC-2015-0541, Justification and Principle of Distributed Authorization System, was discussed with this item and was NOTED.
AGREED - SEC-2015-0531- TR-0016 Resource definitions for Distributed Authorization

SEC-2015-0532- TR-0016 procedures on Parent Resource for Distributed Authorization
AGREED - SEC-2015-0532- TR-0016 procedures on Parent Resource for Distributed Authorization

SEC-2015-0533- TR-0016 procedures on Child Resource for Distributed Authorization
AGREED - SEC-2015-0533- TR-0016 procedures on Child Resource for Distributed Authorization
SEC-2015-0540- TR-0016 Adding Privacy Policy Protection Architecture
· Edits were suggested to make the proposal more clear resulting in the creation of an R01.
AGREED - SEC-2015-0540R01- TR-0016 Adding Privacy Policy Protection Architecture
7.3

TR-0019/WI-0019 – Dynamic Authorization for IoT
	TP-2015-0685
	TR-0019 Dynamic Authorization v0.0.1
	Rapporteur (Qualcomm)

	SEC-2015-0526
	TR-0019 Dynamic Authorization Scope
	


TP-2015-0685- TR-0019 Dynamic Authorization v0.0.1
Dispensation handled in TP - TP-2015-0685- Dynamic Authorization v0.0.1
SEC-2015-0526- TR-0019 Dynamic Authorization Scope
AGREED - SEC-2015-0526- TR-0019 TR-0019 Dynamic Authorization Scope

7.4

TS-0016/WI-0021 – Secure Environment Abstraction

	SEC-2015-0528
	TS-0016 SE reference points overview
	KT


SEC-2015-0528R05- TR-0016 SE Reference Points Overview

· Some clarification of the figure in the introduction was requested, and it was noted that the figure is not intended as a part of the CR.  The CR is only for the proposed text.  
· The proposed requirements will be discussed with REQ.

AGREED - SEC-2015-0528R05- TR-0016 SE Reference Points Overview
8
Other Contributions

	SEC-2015-0505
	Reply LS on Simple Encryption for IoT devices
	ITU-T SG 17

	SEC-2015-0521R01
	WI Proposal TR-0008 Release 2
	Giesecke & Devrient

	SEC-2015-0670
	Reply LS on use of OIDs for IoT
	ITU-T SG17

	SEC-2015-0671
	LS on Security Framework for Internet of Things
	ITU-T SG17

	SEC-2015-0534
	LS Out on Simple Encryption to ITU-T SG17
	BT

	SEC-2015-0535
	WI-0016 update
	Rapporteur

	SEC-2015-0536
	WI-0019 update
	Rapporteur

	SEC-2015-0537
	WI-0021 update
	Rapporteur

	SEC-2105-0538
	WI-0023 update
	Rapporteur

	SEC-2105-0539
	Reply LS on security framework for Internet of Things
	Oberthur


SEC-2015-0505- Reply LS on Simple Encryption for IoT devices
· Colin Blanchard will supply a proposed reply correspondence to the ITU-T SG17.
NOTED - SEC-2015-0505- Reply LS on Simple Encryption for IoT devices
SEC-2015-0521R01- WI Proposal TR-0008 Release 2
· This Work Item proposal suggests updates regarding technical enhancements and update to TR-00008.
· Edits were made to update the timeline resulting in a R02

· A volunteer will be sought as a Rappateaur of this WI before it is sent to TP.

AGREED - SEC-2015-0521R04- WI Proposal TR-0008 Release 2, will be presented to TP for discussion and agreement.  
TP-2015-0670- Reply LS on use of OIDs for IoT
· Dragan Vujcic will supply a proposed reply correspondence to the ITU-T SG17.
Dispensation to be handled in TP - TP-2015-0670- Reply LS on use of OIDs for IoT
TP-2015-0671- LS on Security Framework for Internet of Things
· The Chair proposed setting a teleconference, including WG2 and 5, and inviting the ITU-T SG17 to participate to continue these discussions.  The final reply will be discussed in a joint session later this meeting week, and a proposed reply and plan of action will be brought to TP.  
Dispensation to be handled in TP - TP-2015-0671- LS on Security Framework for Internet of Things
SEC-2015-0534- LS Out on Simple Encryption to ITU-T SG17
AGREED - SEC-2015-0534- LS Out on Simple Encryption to ITU-T SG17 

SEC-2015-0535- WI-0016 update
AGREED - SEC-2015-0535- WI-0016 update
SEC-2015-0536- WI-0019 update
AGREED - SEC-2015-0536- WI-0019 update
SEC-2015-0537- WI-0021 update
AGREED - SEC-2015-0537- WI-0021 update
SEC-2015-0538- WI-0023 update
AGREED - SEC-2015-0538- WI-0023 update
SEC-2015-0539- Reply LS on security framework for Internet of Things
· This contribution contains proposed text for a reply liaison to several organizations on the Internet of Things. 
· Edits were made resulting in the creation of R01.   
AGREED - SEC-2015-0539R01- Reply LS on security framework for Internet of Things
9
Planning for Next Meeting(s)
Teleconference

•
SEC#17.1:      June 11, 2015, UTC 13:00-15:00  

•
SEC#17.2:      July  8, 2015, UTC 13:00-15:00 

•
SEC#17.3:      Jul 15, 2015, UTC 13:00-15:00
Face to Face

· TP18 – Philadelphia, United States – July 2015
10
Any other business
Action items were reviewed and updated during the meeting:
	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP16-001
	Check applicability of existing requirements in TS-0002 to support the WI, and if not, produce CRs to TS-0002 to address this. Update the WI to cover this if necessary.
	All WI Rapporteurs
	Complete 


11
Closure of meeting

Meeting ended on 22 May 2015.
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