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1
Scope

The present document provides options and analyses for an App-ID registry Function to support oneM2M enrolment and security features, supporting mechanisms to provide end-to-end security for oneM2M.

The scope of this technical report includes use cases, threat analyses, high level architecture, generic requirements, available options, evaluation of options, and detailed procedures for an App-ID Registry Function within the oneM2M security authentication and enrolment procedures. 
2
References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

The following referenced documents are necessary for the application of the present document.

Not applicable.
2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.

[i.1]
oneM2M TR-0004 Definitions and Acronyms

[i.2]
W3C Recommendation “Canonical XML Version 1.0”, 2001, http://www.w3.org/TR/xml-c14n 

[i.3]
IETF RFC 7165: “Use Cases and Requirements for JSON Object Signing and Encryption (JOSE)”

[i.4] 
IETF RFC 5166: “An Interface and Algorithms for Authenticated Encryption”, 2008

[i.5]
oneM2M drafting rules (draft)
[i.6]
oneM2M TS-0001 Functional Architecture 

[i.7]
oneM2M TS-0002 Requirements
[i.8] 
oneM2M TS-0003 Security Solutions

[i.9]
oneM2M TS-0004 Service Layer Core Protocol Specification

3
Definitions, symbols, abbreviations and acronyms

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.1] and the following apply:
NOTE:
This may contain additional information.

3.2
Symbols

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

||
Concatenation 
3.3
Abbreviations

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

TBD
3.4
Acronyms

For the purposes of the present document, the abbreviations [i.1] apply:
TBD
4
Conventions
The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.5]

5
Use Cases

5.1
Use Case of 1
5.1.1
Description
Description of the use case need and purpose.
5.1.2
Actors
The entities involved in this use case 
5.1.3
Pre-conditions
The Pre conditions 
5.1.4
Normal Flow
Description of the process flow.
5.1.5
Potential requirements
Description of the potential requirements 
5.2
Use Case 2
5.1.1
Description
Description of the use case need and purpose.
5.1.2
Actors
The entities involved in this use case 
5.1.3
Pre-conditions
The Pre conditions 
5.1.4
Normal Flow
Description of the process flow.
5.1.5
Potential requirements
Description of the potential requirements 
6
Candidate Architecture 

6.1
Architecture Proposal For functionality A
6.1.2
Functionality B Requirements
The following is a list of basic requirements to be considered in design and analysis of functionality B solutions:

6.1.1
Architecture 

The Candidate Architecture for functionality A follows:

6.1.1.1
Nodes

For the architecture of functionality A there are X architectural components:

6.1.1.2
Reference Points
There are Y reference points in the functionality A Architecture:

6.2
Architecture Proposal For functionality B
6.2.2
Functionality B Requirements
6.2.1
Architecture 

The Candidate Architecture for functionality B follows:

6.2.1.1
Nodes

For the architecture of functionality B there are X architectural components:

6.2.1.2
Reference Points
There are Y reference points in the functionality B Architecture:

7
Available Options

7.1
Review of Existing Technology for use in the functionality 
7.1.1
Review of Existing Technology N
7.1.1.1
Introduction to Technology N
7.2
A Solution for providing Functionality A
7.2.1
General procedure for providing functionality A
8
Release X Function Rationale 
8.1
Overview of Release X Features
The analysis in the preceding clauses were used to guide the specification of Release 2 features for App-ID registry function, which include the following:

8.2
Release X Function
8.2.1
X Function Overview

Overview: 
8.2.2
X Functional Architecture

Functional architecture details for X
9
Conclusions and recommendations
The present document offers an overview of the use cases, requirements, architecture proposals and available solutions for an App-ID Registry Function. 
Some of the contents have been normalized as Release X Technical Specification, as described in clause 8. Others may be used to facilitate future normative work resulting in oneM2M Technical Specifications.

Annex A: Problem Statement for needing App-ID Registry Function
A.1
Introduction

1. introduction
Use-case 1

Use-case 2
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