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1 [bookmark: _Toc300919384][bookmark: _Toc488238692][bookmark: _Toc488240042][bookmark: _Toc489445742][bookmark: _Toc489446031][bookmark: _Toc509620864]
Scope
The present document studies how to Edge and Fog computing leverage in oneM2M architecture. It also includes architectural and gap analysis, including key issues and solutions. Based on the result of the study, it will identify possible advanced features and enhancements which the next oneM2M release(s) could support.
2 [bookmark: _Toc300919385][bookmark: _Toc488238693][bookmark: _Toc488240043][bookmark: _Toc489445743][bookmark: _Toc489446032][bookmark: _Toc509620865]References
[bookmark: _Toc300919386][bookmark: _Toc488238694][bookmark: _Toc488240044][bookmark: _Toc489445744][bookmark: _Toc489446033]The following text block applies. 
References are either specific (identified by date of publication and/or edition number or version number) or non- specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
2.1 [bookmark: _Toc509620866]Normative references
Normative references are not applicable in the present document.
2.2 [bookmark: _Toc489539998][bookmark: _Toc489880984][bookmark: _Toc489881387][bookmark: _Toc489881786][bookmark: _Toc490225309][bookmark: _Toc490225708][bookmark: _Toc489539999][bookmark: _Toc489880985][bookmark: _Toc489881388][bookmark: _Toc489881787][bookmark: _Toc490225310][bookmark: _Toc490225709][bookmark: _Toc300919387][bookmark: _Toc488238695][bookmark: _Toc488240045][bookmark: _Toc489445745][bookmark: _Toc489446034][bookmark: _Toc509620867]Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]	oneM2M Drafting Rules.
NOTE:	Available at http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf.
[bookmark: page2][bookmark: NIST_SP_800_145][bookmark: REF_ONEM2MDRAFTINGRULES][i.2]	NIST Special Publication 800-145, The NIST Definition of Cloud Computing, September 2011 (https://csrc.nist.gov/publications/detail/sp/800-145/final)
[bookmark: NIST_SP_800_191][i.3]	NIST Special Publication 800-191 (Draft), The NIST Definition of Fog Computing, August 2017 (https://csrc.nist.gov/publications/detail/sp/800-191/draft)

3 [bookmark: _Toc300919388][bookmark: _Toc488238696][bookmark: _Toc488240046][bookmark: _Toc489445746][bookmark: _Toc489446035][bookmark: _Toc509620868]Definitions, symbols and abbreviations
Delete from the above heading the word(s) which is/are not applicable.
3.1 [bookmark: _Toc300919389][bookmark: _Toc488238697][bookmark: _Toc488240047][bookmark: _Toc489445747][bookmark: _Toc489446036][bookmark: _Toc509620869]Definitions
Clause numbering depends on applicability.
A definition shall not take the form of, or contain, a requirement. 
The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 
The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:
Definition format
<defined term>: <definition>
If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>
example 1: text used to clarify abstract rules by applying them literally
NOTE:	This may contain additional information.
3.2 [bookmark: _Toc300919390][bookmark: _Toc488238698][bookmark: _Toc488240048][bookmark: _Toc489445748][bookmark: _Toc489446037][bookmark: _Toc509620870]Symbols
Clause numbering depends on applicability.
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
Symbol format
<symbol>	<Explanation>
<2nd symbol>	<2nd Explanation>
<3rd symbol>	<3rd Explanation>
3.3 [bookmark: _Toc300919391][bookmark: _Toc488238699][bookmark: _Toc488240049][bookmark: _Toc489445749][bookmark: _Toc489446038][bookmark: _Toc509620871]Abbreviations
[bookmark: _Toc488238700][bookmark: _Toc488240050][bookmark: _Toc489445750][bookmark: _Toc489446039][bookmark: _Toc300919392]For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
Abbreviation format
IaaS	Infrastructure as a Service
IoT	Internet of Things
M2M	Machine-to-Machine
NIST	National Institute of Standards and Technology
PaaS	Platform as a Service
SaaS	Software as a Service

4 [bookmark: _Toc509620872]Conventions
The key words "Shall", "Shall not", "May", "Need not", "Should", "Should not" in the present document are to be interpreted as described in the oneM2M Drafting Rules [i.1].
5 [bookmark: _Toc488238701][bookmark: _Toc488240051][bookmark: _Toc489445751][bookmark: _Toc489446040][bookmark: _Toc509620873]Introduction
Editor’s Note: This section provides background information, including benefits of Edge and Fog Computing (e.g. mitigates workload of data center, provides low latency services and improves reliability). The differences between Edge and Fog might be contained in this section.

6 [bookmark: _Toc509620874]Analysis Background 
[bookmark: _Toc488238912][bookmark: _Toc488240261][bookmark: _Toc489445961][bookmark: _Toc489446250]Editor’s Note: The section summarizes existing technologies of Edge and Fog Computing that can be used for providing the capability enablement in oneM2M. It also includes descriptions of the optimizations which Edge and Fog Computing are expected to provide to oneM2M implementations. 

6.1 [bookmark: _Toc509620875]Overview
Editor’s Note:  The section provides an overview of the technological landscape.

6.2 [bookmark: _Toc509620876]Existing Technologies
Editor’s Note: The section introduces existing technologies.
6.2.1 [bookmark: _Toc509620877]NIST Framework
6.2.1.1 [bookmark: _Toc509620878]Introduction
The National Institute of Standards and Technology's (NIST) published in 2011 one of the most widely-used working definition of cloud computing in NIST Special Publication 800-145 [i.2]. The draft and,  later,  the publication have been provided as contribution to other groups working to develop a standard international cloud computing definition, e.g. International Committee for Information Technology Standards (INCITS).
The NIST definition specifies:
 Cloud computing: “is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction."
Since then this work has been broadened to include other definitions and terminology for Edge and Fog computing. The aim has been to provide a tool to determine the extent to which architectures and implementations being considered meet the specified characteristics and models. 
The definitions related to Fog and Edge deployments have been established by NIST to support extensions of the traditional cloud-based computing model. Because of this dependency, it is important to point out five essential characteristics of cloud computing in NIST: On-demand self-service, Broad network access, Resource pooling, Rapid elasticity and Measured Service. 
6.2.1.2 [bookmark: _Toc509620879]Fog Computing Framework
As described in NIST Special Report 800-191 in 2017 [i.3], fog computing is seen by NIST as an extension of the traditional cloud-based computing model where implementations of the architecture can reside in multiple layers of a network’s topology and the following terminology applies:
Fog computing: Fog computing is a horizontal, physical or virtual resource paradigm that resides between smart end-devices and traditional cloud or data centers. This paradigm supports vertically-isolated, latency-sensitive applications by providing ubiquitous, scalable, layered, federated, and distributed computing, storage, and network connectivity.
Edge is the network layer encompassing the smart end- devices and their users, to provide, for example, local computing capability on a sensor, metering or some other devices that are network-accessible. This peripheral layer is also often referred to as IoT network.
In the NIST framework [i.3], the key differences between fog and edge computing can be summarized as follows:.
· Fog works with the cloud, whereas edge is defined by the exclusion of cloud and fog. 
· Fog is hierarchical, where edge tends to be limited to a small number of peripheral layers. 
· Fog addresses networking, storage, control and data-processing acceleration, in addition to computing.
[image: ]
[bookmark: _Ref509620401]Figure 6.2.1.2‑1– Fog computing within a cloud-based ecosystem for smart end-devices [i.3].
Figure 6.2.1.2‑1 above depicts fog computing in the broader context of a cloud-based ecosystem serving smart end-devices, as it is important to note that, in the NIST  view, fog computing is not perceived as a mandatory layer for such ecosystem.
Similarly to the five characteristics defined for cloud computing, the following characteristics define Fog deployments in the NIST model:
· Contextual location awareness and low latency. Fog nodes are closer to the IoT endpoints therefore analysis and response to data generated by the endpoints is much quicker than from a centralized cloud. Consequently, fog nodes are uniquely positioned to provide rich services at the edge of the network, including applications with low latency requirements (e.g. gaming, video streaming, and augmented reality). 
· Geographical distribution. The services and applications targeted by the Fog demand widely distributed deployments, such as those needed for high quality streaming services to moving vehicles, large-scale sensor networks to monitor the environment, Smart Grids, etc.
· Very large number of nodes. As a consequence of the wide geo-distribution, this is a characteristic also  evidenced in sensor networks in general, and the Smart Grid in particular.
· Support for mobility. The support for mobility techniques (e.g. the LISP protocol, that decouple host identity from location identity, and require a distributed directory system) is essential for many Fog applications in order to provide communication directly with mobile devices,
· Real-time interactions. Fog applications involve real-time interactions rather than batch processing.
· Predominance of wireless access. Fog is very well suited to wireless IoT access networks, although it may be used in wired environments as well 
· Heterogeneity. Fog nodes come in different form factors and network communication capabilities, and will be deployed in a wide variety of environments. 
· Interoperability and federation. Fog components must be able to interoperate in order to provide seamless support of services (e.g. real-time streaming services ) This requires also that services must be federated across domains and that the cooperation of different providers is ensured.
· Support for real-time analytics and interplay with the Cloud. Many applications require both Fog localization (enabling low latency and context awareness) and Cloud global centralization, particularly for analytics and Big Data.  
As an extension of the cloud-based computing model where implementations of the architecture can reside in multiple layers of a network’s topology, the following types of service models can be implemented in Fog computing similarly to cloud:
· Software as a Service (SaaS). In this model, the fog service customer uses the fog provider’s applications running on a cluster of federated fog nodes managed by the provider. This type of service implies that the end-device or smart thing access the fog node’s applications through a thin client interface or a program interface. The end-user does not manage or control the underlying fog node’s infrastructure including network, servers, operating systems, storage, or individual application capabilities, with the possible exception of limited user-specific application configuration settings.
· Platform as a Service (PaaS). This model allows deployment of customer-created or acquired applications onto the platforms of federated fog nodes forming a cluster. Usually, the applications are created using SP supported programming languages, libraries, services, and tools. The fog service customer does not manage or control the underlying fog platform(s) and infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly configuration settings for the application-hosting environment.
· Infrastructure as a Service (IaaS). This model provides the customer the capability to provision processing, storage, networks, and other fundamental computing resources of the platforms of federated fog nodes forming a cluster., The customer is able to deploy and run arbitrary software, which can include operating systems and applications. The consumer does not manage or control the underlying infrastructure of the fog nodes cluster and has limited control of select networking components (e.g., host firewalls).
6.2.1.3 [bookmark: _Toc509620880]Architectural terminology
This clause introduces some relevant NIST terminology. All text in italics represents direct quotes from [i.3], introduced here verbatim to inform directly the oneM2M process of establishing Edge and Fog -related concepts and definitions in the context of a M2M Service Layer.
Fog Node: Fog nodes are intermediary compute elements of the smart end-devices access network that are situated between the Cloud and the smart end-devices. Fog nodes may be either physical or virtual elements and are tightly coupled with the smart end-devices or access networks. Fog nodes typically provide some form of data management and communication service between the peripheral layer where smart end-devices reside and the Cloud. Fog nodes, especially virtual ones, also referred as cloudlets, can be federated to provide horizontal expansion of the functionality over disperse geolocations.
Private fog node. A fog node that is provisioned for exclusive use by a single organization comprising multiple consumers (e.g., business units.) It may be owned, managed, and operated by the organization, a third party, or some combination of them, and it may exist on or off premises.
Community fog node. A fog node that is provisioned for exclusive use by a specific community of consumers from organizations that have shared concerns (e.g., mission, security requirements, policy, and compliance considerations.) It may be owned, managed, and operated by one or more of the organizations in the community, a third party, or some combination of them, and it may exist on or off premises.
Public fog node. A fog node that is provisioned for open use by the general public. It may be owned, managed, and operated by a business, academic, or government organization, or some combination of them. It exists on the premises of the fog provider.
Hybrid fog node. A complex fog node that is a composition of two or more distinct fog nodes (private, community, or public) that remain unique entities, but are bound together by standardized or proprietary technology that enables data and application portability (e.g., fog bursting for load balancing between these fog nodes.)

6.2.2 [bookmark: _Toc509620881]Technology x


7 [bookmark: _Toc509620882]oneM2M Architectural Framework 
Editor’s Note: The section provides an analysis of the oneM2M architectural framework needed for employing Edge and Fog technologies in oneM2M. 

7.1 [bookmark: _Toc509620883]Introduction
Editor’s Note: This section provides an introduction to the framework developed for employing Edge and Fog technologies in oneM2M. Key terminology should be formalized for use in all subsequent sections.

7.2 [bookmark: _Toc509620884]oneM2M Platform Optimization Scenarios
Editor’s Note: This section provides scenarios where Edge and Fog technologies are sought to bring optimizations to oneM2M platform implementations. It is recommended that each scenario is used to derive one or more Key Issues.

7.3 [bookmark: _Toc509620885]Architectural Models and Assumptions
Editor’s Note: The section provides examples of architectural models derived from analysis and the associated assumptions. These models may be used for example in section 9 to provide the assumptions made and a frame of reference for the solutions proposed.

8 [bookmark: _Toc509620886]Analysis
Editor’s Note: This section details Key Issues for employing Edge and Fog technologies for oneM2M deployments. 

8.1 [bookmark: _Toc509620887]Key Issue 1
Editor’s Note: Each Key Issue description references either optimization scenarios (section 7.2), use-cases from one of the relevant TRs (e.g. TR-0001, TR-0018, etc.) or requirements (TS-002) and concludes with a succinct statement defining the issue.

8.2 [bookmark: _Toc509620888]Key Issue N

9 [bookmark: _Toc509620889]Proposed Solutions 
Editor’s Note: The section provides solutions to the Key Issues identified for employing Edge and Fog technologies in oneM2M. 

9.1 [bookmark: _Toc509620890]Solution A
Editor’s Note: Each Solution section references one or more Key Issues that it addresses and provides a brief solution description.
9.1.1 [bookmark: _Toc509620891]Solution Applicability
Editor’s Note: The Solution Applicability states which Key Issues are addressed by the solution.

9.1.2 [bookmark: _Toc509620892]Solution Description
Editor’s Note: This section provides a concise description of the solution which provides enough detail for further stage 2 development.

9.2 [bookmark: _Toc509620893]Solution X

10 [bookmark: _Toc509620894]Conclusions
Editor’s Note: This section provides a summary of the conclusions drawn during the study.

[bookmark: _Toc300919395][bookmark: _Toc487405042][bookmark: _Toc509620895][bookmark: _Toc300919400][bookmark: _Toc488238981][bookmark: _Toc488240330][bookmark: _Toc489446030][bookmark: _Toc489446319]Annexes
Each annex shall start on a new page (insert a page break between annexes A and B, annexes B and C, etc.).
Use the Heading 9 style for the title and the Normal style for the text.
Annex <A>:
Title of annex (style H9)
<Text>
<PAGE BREAK>
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