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1 [bookmark: _Toc300919384][bookmark: _Toc488238692][bookmark: _Toc488240042][bookmark: _Toc489445742][bookmark: _Toc489446031][bookmark: _Toc22645264]
Scope
The present document studies use cases, requirements and proposed solutions for defining support for oneM2M service subscribers and authorized users.  
2 [bookmark: _Toc300919385][bookmark: _Toc488238693][bookmark: _Toc488240043][bookmark: _Toc489445743][bookmark: _Toc489446032][bookmark: _Toc22645265]References
[bookmark: _Toc300919386][bookmark: _Toc488238694][bookmark: _Toc488240044][bookmark: _Toc489445744][bookmark: _Toc489446033]The following text block applies. 
References are either specific (identified by date of publication and/or edition number or version number) or non- specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
2.1 [bookmark: _Toc22645266]Normative references
Normative references are not applicable in the present document.
2.2 [bookmark: _Toc489539998][bookmark: _Toc489880984][bookmark: _Toc489881387][bookmark: _Toc489881786][bookmark: _Toc490225309][bookmark: _Toc490225708][bookmark: _Toc489539999][bookmark: _Toc489880985][bookmark: _Toc489881388][bookmark: _Toc489881787][bookmark: _Toc490225310][bookmark: _Toc490225709][bookmark: _Toc300919387][bookmark: _Toc488238695][bookmark: _Toc488240045][bookmark: _Toc489445745][bookmark: _Toc489446034][bookmark: _Toc22645267]Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[bookmark: REF_ONEM2MDRAFTINGRULES][i.1]	oneM2M Drafting Rules.
NOTE:	Available at http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf.
[i.2]		oneM2M TS-0001:	"Functional Architecture".
[i.3]		oneM2M TS-0003:	"Security Solutions".
[i.4]	IETF RFC 3986: "Uniform Resource Identifier (URI): General Syntax".


3 [bookmark: _Toc300919388][bookmark: _Toc488238696][bookmark: _Toc488240046][bookmark: _Toc489445746][bookmark: _Toc489446035][bookmark: _Toc22645268]Definitions, symbols and abbreviations
Delete from the above heading the word(s) which is/are not applicable.
3.1 [bookmark: _Toc300919389][bookmark: _Toc488238697][bookmark: _Toc488240047][bookmark: _Toc489445747][bookmark: _Toc489446036][bookmark: _Toc22645269]Definitions
Clause numbering depends on applicability.
A definition shall not take the form of, or contain, a requirement. 
The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 
The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:
Definition format
<defined term>: <definition>
If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>
example 1: text used to clarify abstract rules by applying them literally
NOTE:	This may contain additional information.
3.2 [bookmark: _Toc300919390][bookmark: _Toc488238698][bookmark: _Toc488240048][bookmark: _Toc489445748][bookmark: _Toc489446037][bookmark: _Toc22645270]Symbols
Clause numbering depends on applicability.
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
Symbol format
<symbol>	<Explanation>
<2nd symbol>	<2nd Explanation>
<3rd symbol>	<3rd Explanation>
3.3 [bookmark: _Toc300919391][bookmark: _Toc488238699][bookmark: _Toc488240049][bookmark: _Toc489445749][bookmark: _Toc489446038][bookmark: _Toc22645271]Abbreviations
[bookmark: _Toc488238700][bookmark: _Toc488240050][bookmark: _Toc489445750][bookmark: _Toc489446039][bookmark: _Toc300919392]For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
Abbreviation format
<ABREVIATION1>	<Explanation>
<ABREVIATION2>	<Explanation>
<ABREVIATION3>	<Explanation>
4 [bookmark: _Toc22645272]Conventions
The key words "Shall", "Shall not", "May", "Need not", "Should", "Should not" in the present document are to be interpreted as described in the oneM2M Drafting Rules [i.1].

5 [bookmark: _Toc488238701][bookmark: _Toc488240051][bookmark: _Toc489445751][bookmark: _Toc489446040][bookmark: _Toc22645273]Introduction
Editor’s Note:  This section provides background information as well as motivation and justification for adding support for oneM2M service subscribers and their authorized users. 

6 [bookmark: _Toc22645274]Analysis of oneM2M Service Subscribers and Users 
[bookmark: _Toc488238912][bookmark: _Toc488240261][bookmark: _Toc489445961][bookmark: _Toc489446250]Editor’s Note: The section analyses and summarizes limitations of the existing oneM2M architecture and security framework with regards to its lack of support and need for oneM2M service subscribers and their authorized users.   
0. [bookmark: _Toc22645275]M2M Service Subscription Limitations 
0. [bookmark: _Toc22645276] Description 
oneM2M currently define an M2M Service Subscription in clause 6.6 of TS-0001[i.1].  It is defined as the technical part of the contract between an M2M Service Subscriber and an M2M Service Provider.  oneM2M defines three resource types in support of the M2M Service Subscription functionality.  These resource types are the <m2mServiceSubscriptionProfile>, <serviceSubscribedNode> and <serviceSubscribedAppRule>.  The relationship between these resources is shown in Figure 6.1.1-1 as defined in clause 9.6.19 of TS-0001 [i.1].



Figure 6.1.1-1: Relationship among M2M Service Subscription related resources

The current M2M Service Subscription functionality defined thus far in oneM2M is limited to the following:
· Defining which CSEs and AEs are hosted on which Nodes
· Defining which AEs are authorized to register to a particular CSE 
Currently, the only oneM2M procedure defined that makes use of the M2M Service Subscription functionality is the AE Registration procedure.  When an AE registers, the Registrar CSE can check the applicable <m2mServiceSubscribedNode> and <serviceSubscribedAppRule> resources to determine if the AE is allowed to register.  
The M2M Service Subscription functionality is currently not used by any other oneM2M procedures.
The following are some limitations of the existing M2M Service Subscription functionality:
· Lacks the capability to identify a M2M Service Subscriber (i.e. the entity that establishes a M2M Service Subscription with a M2M Service Provider).  This prevents the oneM2M System from supporting M2M service subscriber based functionality such as:
· M2M Service Subscriber based charging such as defining charging events, collecting statistics and generating charging records per M2M Service Subscribers.
· M2M Service Subscriber based access control involving access control policy privileges based on M2M Service Subscribers.
· M2M Service Subscriber based enrolment involving an enrolment of authorized users, devices (i.e. node) and applications (i.e. AEs) associated with a M2M Service Subscriber
· Support for a profile which defines policies or preferences of the M2M Service Subscriber such as limits on the number and/or types of applications and devices allowed to register, the number of resources that can be created, default access control policies, etc.
· Lacks the capability to identify a M2M Service Subscription (i.e. a unique identifier of the M2M Service Subscription that the M2M Service Subscriber establishes between itself and a M2M Service Provider).   
NOTE: 	oneM2M currently defines a M2M Subscription identifier (M2M-Sub-ID ) which could serve as the identifier of a M2M Service Subscription however this identifier is not linked with the existing M2M Service Subscription functionality (i.e. resources and procedures).  
Editor’s Note: It is FFS whether both a M2M Service Subscription Identifier and a M2M Service Subscriber Identifier are required
· Lacks the capability to identify an authorized user of a M2M Service Subscriber (e.g. a family member or friend authorized to use a M2M Service Subscriber’s devices, applications and resources).  This prevents the oneM2M System from supporting M2M Service User based functionality such as user based charging, user based access control and user based profiles as defined above for a M2M Service Subscriber.
0. [bookmark: _Toc22645277]  Potential Requirements 
1. The oneM2M System shall support identification of M2M Service Subscribers and associating a M2M Service Subscriber with a M2M Service Subscription to a M2M Service Provider.
1. The oneM2M System shall support identification of M2M Service Users and associating a M2M Service User with a M2M Service Subscriber.  
1. The oneM2M System shall support charging event detection, statistics collection and charging records generation mechanisms based on M2M Service Subscriber and M2M Service User identification.
1. The oneM2M System shall support access control and authorization mechanisms based on  M2M Service Subscriber and M2M Service User identification.
1. The oneM2M System shall support M2M Service Subscriber-based enrolment comprised of enrolment of M2M Devices and M2M Applications and M2M Service Users associated with a M2M Service Subscriber.
1. The oneM2M System shall support M2M Service Subscriber and M2M Service User profiles specifying their restrictions (e.g. privacy restrictions, max number and/or types of applications and devices the M2M Service Subscriber and its authorized M2M Service Users are allowed to register to the M2M System, the maximum number of resources or bytes of data that the M2M Service Subscriber can store in the M2M System, etc.) and their default configurations (e.g. access control policies, expiration times, max number of content instances, etc.).
1. The oneM2M System should support an activation/deactivation date as a restriction for M2M Service Subscriber and M2M Service User.
  
0. [bookmark: _Toc22645278]Resource Creator Limitations
oneM2M currently supports a creator attribute for many resources.  The creator is configured with the AE-ID or CSE-ID of the Originator that creates the resource.  This creator attribute is used for functionality such as the default access control policies.  If the accessControlPolicyIDs attribute is NULL, the Hosting CSE shall apply the default access privileges and grant access to the creator of the resource.
oneM2M currently lacks the capability to define the current owner of a resource.  Supporting a mechanism to track the ownership of a resource would be a very useful feature.  For example, the owner of resource would be a better option to use for the default access control policy since ownership of a resource may change and providing access to the original creator of a resource by default may present a security loophole.  A resource owner could also be used for enhancements to the oneM2M statistics collection functionality. For example, statistics can be collected on the requests that target resources of a particular owner.   
0. [bookmark: _Toc22645279] Use Case Description
In many real-life use cases, a change in ownership of the resources hosted by a oneM2M CSE can happen.  For example, an IoT brokerage that uses a oneM2M CSE to store IoT data sets (e.g. sensor readings) in the form of oneM2M resources (e.g. <flexContainer> resources) from various users.  The IoT brokerage may offer a service to allow users to buy and sell IoT data sets from and to one another.  The buying and selling of IoT data sets results in a change of ownership of the data sets.  
0. [bookmark: _Toc22645280] Potential Requirements
1. The oneM2M System shall support resource owners that are M2M Service Users, M2M Service Subscribers, AEs and CSEs.
1. The oneM2M System shall support secure configuration of the owner of a resource at the time of resource creation. 
1. After a resource has been created, the oneM2M system shall support secure change of the owner of a resource to a new owner.
1. The oneM2M system shall support default access control policies for the current owner of a resource.
1. The oneM2M system shall support charging event detection, statistics collection and charging records generation based on the owner of a resource.


7 [bookmark: _Toc22645281]Potential Solutions
Editor’s Note: This clause provides solutions to the identified limitations related to lack of support for oneM2M service subscribers and their authorized users.
7. [bookmark: _Toc22645282]M2M Service Subscriber 
0. [bookmark: _Toc22645283]Solution Applicability
The definition of the M2M Service Subscriber Identifier is applicable to the current limitation that oneM2M lacks the capability to identify a M2M Service Subscriber (i.e. the entity that establishes a M2M Service Subscription with a M2M Service Provider).  
0. [bookmark: _Toc22645284]Solution Description
A M2M Service Subscriber is a stakeholder that establishes a M2M Service Subscription with a M2M Service Provider. A M2M-Subscriber-ID uniquely identifies a M2M Service Subscriber and is assigned by a M2M Service Provider.  A M2M-Subscriber-ID is globally unique.  When used internally within the M2M Service Provider domain that assigned it, a M2M-Subscriber-ID is sufficient to be unique within that M2M Service Provider domain.  When used externally outside the M2M Service Provider domain that assigned it, a M2M-Subscriber-ID is extended to make it globally unique.  The IN-CSE can perform this task by adding or removing segments (i.e. the M2M Service Provider Identifier) of the M2M-Subscriber-ID.
Table 7.1.2-1: M2M-Subscriber-ID Identifier Format
	Identifier Name
	Format
	Format
	Rule of use

	M2M-Subscriber-ID
	SP-Relative
	The SP-Relative-M2M-Subscriber-ID begins with a slash character '/' and is followed by a sequence of characters that includes any of the unreserved characters defined in the clause 2.3 of the IETF RFC 3986 [i.4].

The SP-Relative-M2M-Subscriber-ID is unique within the context of the M2M-SP Domain to which the M2M Service Subscriber has a service subscription with.

The M2M-SP assigns the SP-Relative-M2M-Subscriber-ID and is responsible for guaranteeing that the SP-Relative-M2M-Subscriber-ID is unique in the context of the M2M-SP Domain.

Examples:
· /SS123ABC
· /7689ayx

	On the Mca and Mcc reference points: refers to M2M Service Subscribers having service subscriptions in the internal M2M Service Provider Domain 

	
	Absolute
	Concatenation according to the format

{M2M-SP-ID}{SP-Relative-M2M-Subscriber-ID}

where {M2M-SP-ID} and {SP-relative- M2M-Subscriber-ID} are placeholders for the M2M-SP-ID and the SP-relative-M2M-Subscriber-ID format of the M2M-Subscriber-ID respectively.
	On the Mca and Mcc reference points: refers to M2M Service Subscribers having service subscriptions in different external M2M Service Provider Domains


 
 The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription. The M2M-Subscriber-ID can be added as an attribute to the <m2mServiceSubscriptionProfile> resource.  This provides the capability to associate a M2M Service Subscriber with a M2M Service Subscription and the M2M Nodes, AEs, CSEs and M2M Service Users that are associated with the M2M Service Subscriber. 
Table 7.1.2-2: New <m2mServiceSubscriptionProfile> resource attributes
	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/
RO/
WO
	Description

	M2M-Subscriber-ID
	1
	WO
	The identifier that is assigned to the M2M Service Subscriber by the M2M Service Provder and that is associated with this M2M Service Subscription.



0. [bookmark: _Toc22645285]M2M Service User 
0. [bookmark: _Toc22645286]Solution Applicability
The definition of the M2M Service User Identifier is applicable to the current limitation that oneM2M lacks the capability to identify a M2M Service User (i.e. the entity authorized by a M2M Service Subscriber to use M2M Services offered by the M2M Service Provider which the M2M Service Subscriber has established a M2M Service Subscription with).  
0. [bookmark: _Toc22645287]Solution Description
1. [bookmark: _Toc22645288]M2M Service User Identifier (M2M-User-ID)
A M2M Service User is a stakeholder that is authorized by a M2M Service Subscriber to use M2M Services offered by the M2M Service Provider which the M2M Service Subscriber has established a M2M Service Subscription with.  A M2M-User-ID uniquely identifies a M2M Service User and is assigned by a M2M Service Provider.  A M2M-User-ID is globally unique.  When used internally within the M2M Service Provider domain that assigned it, a M2M-User-ID is sufficient to be unique within that M2M Service Provider domain.  When used externally outside the M2M Service Provider domain that assigned it, a M2M-User-ID is extended to make it globally unique.  The IN-CSE can perform this task by adding or removing segments (i.e. the M2M Service Provider Identifier) of the M2M-User-ID.
Table 7.2.2.1-1: M2M-User-ID Identifier Format
	Identifier Name
	Format
	Format
	Rule of use

	M2M-User-ID
	SP-Relative
	The SP-Relative-M2M-User-ID begins with a slash character '/' and is followed by a sequence of characters that includes any of the unreserved characters defined in the clause 2.3 of the IETF RFC 3986 [i.4].

The SP-Relative-M2M-User-ID is unique within the context of the M2M-SP Domain to which the M2M Service User has a service subscription with.

The M2M-SP assigns the SP-Relative-M2M-User-ID and is responsible for guaranteeing that the SP-Relative-M2M-User-ID is unique in the context of the M2M-SP Domain.

Examples:
· /bobjones
· /bob123

	On the Mca and Mcc reference points: refers to M2M Service Users from the internal M2M Service Provider Domain 

	
	Absolute
	Concatenation according to the format

{M2M-SP-ID}{SP-Relative-M2M-User-ID}

where {M2M-SP-ID} and {SP-relative- M2M-User-ID} are placeholders for the M2M-SP-ID and the SP-relative-M2M-User-ID format of the M2M-User-ID, respectively.
	On the Mca and Mcc reference points: refers to M2M Service Users from external M2M Service Provider Domains



Note, a M2M Service Subscriber can also be assigned a M2M-User-ID such that the M2M Service Subscriber can make use of the M2M Service User capabilities of the oneM2M system.  For simplicity, the M2M-User-ID of a M2M Service Subscriber can optionally be configured with the same value as its M2M-Subscriber-ID.  
1. [bookmark: _Toc22645289]Resource Type serviceSubscribedUserProfile
The <serviceSubscribedUserProfile> resource contains user profile information for a given M2M Service User such as its M2M-User-ID.  A oneM2M <m2mServiceSubscriptionProfile> resource can have a <serviceSubscribedUserProfile> child resource for each authorized M2M Service User associated with the M2M Service Subscription.  A <serviceSubscribedAppRule> resource can have an allowedUsers attribute that can be configured with a list of <serviceSubscribedUserProfile> resource identifiers, wherein the allowedUsers represents the users that are allowed to originate requests via the registered AEs specified by the <serviceSubscribedAppRule>.       



 Figure 7.2.2.2-1: < serviceSubscribedUserProfile> Resource

Table 7.2.2.2-1: Attributes of <serviceSubscribedUserProfile> resource
	Attributes of <serviceSubscribedUserProfile>
	Multiplicity
	RW/
RO/
WO
	Description

	resourceType
	1
	RO
	See TS-0001 [i.2] clause 9.6.1.3.

	resourceID
	1
	RO
	See TS-0001 [i.2] clause 9.6.1.3.

	resourceName
	1
	WO
	See TS-0001 [i.2] clause 9.6.1.3.

	parentID
	1
	RO
	See TS-0001 [i.2] clause 9.6.1.3.

	expirationTime
	1
	RW
	See TS-0001 [i.2] clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See TS-0001 [i.2] clause 9.6.1.3. 

	creationTime
	1
	RO
	See TS-0001 [i.2] clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See TS-0001 [i.2] clause 9.6.1.3 

	lastModifiedTime
	1
	RO
	See TS-0001 [i.2] clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See TS-0001 [i.2] clause 9.6.1.3.

	M2M-User-ID
	1
	RW
	The M2M-User-ID that is assigned to this M2M Service User by the M2M Service Provder.




Table 7.2.2.2-2: New <serviceSubscribedAppRule> resource attributes
	Attributes of <serviceSubscribedAppRule>
	Multiplicity
	RW/
RO/
WO
	Description

	allowedUsers
	0..1 (L)
	RW
	A list of <serviceSubscribedUserProfile> resource identifiers.  Each user that corresponds to a referenced <serviceSubscribedUserProfile> resource represents a user that is allowed to register an AE specified by this <serviceSubscribedAppRule> resource and issue requests via the AE.



1. [bookmark: _Toc22645290]Including M2M-User-ID in From parameter
Requests from an Originator to a Receiver that are sent over the Mca and Mcc reference points contain a From parameter that is configured with the AE-ID of an AE or a CSE-ID of a CSE that originates the request.  When the From parameter is configured with an AE-ID, a M2M-Subscriber-ID or M2M-User-ID can also be appended to indicate a corresponding M2M Service Subscriber or M2M Service User currently using the AE that is originating the request.  For example, /SAE099:/bob123 is a From parameter configured with an AE-ID (i.e. /SAE099) and a M2M-User-ID (i.e. /bob123).  
NOTE 1: In the above example, a colon character is used as a delimiter.  It is left to Stage 3 to define the format of a From parameter that includes an AE-ID and M2M-Subscriber-ID or M2M-User-ID.
NOTE 2: The data type currently used by Stage 3 for the From parameter is m2m:ID which equates to xs:anyURI.  Hence including a M2M-Subscriber-ID or M2M-User-ID should be feasible without having to change the data type of  the From parameter.	
0. [bookmark: _Toc22645291]Specifying a new User request parameter
Rather than appending a M2M-User-ID (or M2M-Subscriber-ID) to the From request parameter, which could cause backwards compatibility problems, a new oneM2M request parameter can be defined (e.g. User).  This new User request parameter enables a oneM2M request to include the M2M-User-ID (or M2M-Subscriber-ID) of the M2M Service User (or M2M Service Subscriber) originating the request.  For example, a User parameter can be configured with an SP-Relative-M2M-User-ID such as /bob123 or an Absolute-M2M-User-ID such as //myoperator.com/bob123.   
7.2.2.5 [bookmark: _Toc22645292]M2M-Subscriber-ID and M2M-User-ID Security Analysis 
NOTE: Analysis of the impacts of M2M-Subscriber-ID and M2M-User-ID on the oneM2M security framework (e.g. credentials, Remote Security Provisioning Frameworks, Security Association Establishment, authorization, etc.) is FFS. 
7.2.2.5.1 [bookmark: _Toc22645293]User Based Access Control Policies
To enable a Hosting CSE with support for granting access to a resource based on the M2M-User-ID of the Originator, the following enhancements to the <accessControlPolicy> resource can be made.
The accessControlOriginators parameter in an access-control-tuple can be extended to support M2M-User-ID.  The accessControlOriginators is a mandatory parameter in an access-control-rule-tuple. It represents the set of Originators that can be allowed to use this access control rule. The set of Originators is described as a list of parameters, where the types of the parameter can vary within the list. Table 7.2.2.5.1-1 describes the supported types of parameters in accessControlOriginators.  By extending the accessControlOriginators parameter to support M2M-User-ID, access control rules can be defined with a higher level of abstraction.   For example, grant access to requests originating from a particular M2M Service User regardless of the application the M2M Service User is using.      
Table 7.2.2.5.1-1: Types of Parameters in accessControlOriginators 
	Name
	Description

	UserID
	M2M-User-ID of the Originator



The accessControlContexts parameter in an access-control-tuple can be extended to support M2M-User-ID. The accessControlContexts is an optional parameter in an access-control-rule-tuple that contains a list, where each element of the list, when present, represents a context that is permitted to use this access control rule.  This request context is used to further qualify the accessControlOriginators parameter.   The accessControlContexts is described by a set of parameters as shown in Table 7.2.2.5.1-2.  By extending the accessControlContexts parameter to support M2M-User-ID, finer grain access control rules can be defined.  For example, grant access to requests originating from a particular AE that is currently being used by a particular user.      
Table 7.2.2.5.1-2: Types of Parameters in accessControlContexts
	Name
	Description

	accessControlUserIDs
	Represents a M2M-User-ID constraint which is compared against the M2M-User-ID of the Originator of the request. 


  
[bookmark: _Toc7674216][bookmark: _Toc22645294]7.2.2.5.2 M2M Service User Authentication and Authorization
oneM2M authentication is the process of validating if the identity supplied by a oneM2M entity is associated with a trustworthy credential. How to perform the authentication process depends on the mutual authentication mechanism that is used. For example, for the case where certificate based authentication is used, authentication involves verifying a digital signature.  For the case where symmetric key based authentication is used, authentication involves verifying a Message Integrity Code (MIC).
oneM2M currently supports mutual authentication between two entities wherein one entity is always a Registrar CSE and the other entity can be a Registree AE or CSE.   This mutual authentication takes place during the oneM2M security association procedure defined in TS-0003[i.3] that results in a TLS or DTLS session being established between the Registrar CSE and the Registree AE or CSE.  Once established, the TLS or DTLS session protects oneM2M messages that the Registrar CSE and the Registree AE or CSE exchange with one another. 
Figure 7.2.2.5.X-1 shows how this existing authentication framework can be further expanded to enable the oneM2M architecture to authenticate one or more M2M Service Users authorized to use a Registree AE to issue requests to a Registrar CSE.  
Note, oneM2M Service User authentication and authorization procedures take place between a Registree and its Registrar.  Additional user authentication and authorization procedures may also take place elsewhere in the system but are outside the scope of the current document.  For example, additional authentication and authorization of users may be performed locally on a node hosting the Registree but this functionality is outside the scope of the current document.


Figure 7.2.2.5.2-1 M2M Service User Authentication and Authorization

1. Security association establishment is performed between a Registree AE and Registrar CSE.
1. Following the successful completion of a oneM2M security association, the TLS or DTLS session that is established can be used to secure messages that are exchanged between one or more M2M Service Users and a Registrar CSE for the purpose of authenticating the M2M Service Users.    
NOTE: There are many well-known methods for performing User-based Authentication.  Some examples, include HTTP username:password authentication, LDAP and  multifactor authentication.  The determination on which method to use often depends on deployment requirements. For this reason, the definition of this message exchange is out of scope of the present document.
1. Once authenticated, the Registrar CSE can then check whether the M2M Service User is authorized to use the Registree AE associated with the security association.  The Registrar CSE can perform this check by verifying whether the M2M-User-ID is configured within the allowedUsers attribute of the Registree AE’s <serviceSubscribedAppRule> resource.  If authorized, the M2M-User-ID of the M2M Service User can be associated with the oneM2M security association.  
1. The Registrar CSE receives a request over the TLS or DTLS session. 
1. The Registrar checks if the M2M-User-ID specified in the request matches a M2M-User-ID associated with the security association.  
1. If it does not, the Registrar CSE rejects the request since the M2M Service User has not been authenticated and authorized to use the Registree AE. 
1. If it does, the Registrar CSE can process the request.  

7.2.2.6 [bookmark: _Toc22645295]User Based Statistics Collection 
To enable a Hosting CSE with support for collecting statistics for requests originated by a particular M2M Service User, the collectedEntityID definition can be extended to also include M2M-User-ID.
To enable a Hosting CSE with support for collecting statistics on behalf of a particular M2M Service User, the collectingEntityID definition can be extended to also include M2M-User-ID

Table 7.2.2.6-1: Extended attributes of <statsCollect> resource 
	collectingEntityID
	1
	WO
	This is the unique ID of the entity that requests the collection of statistics. For example, it can be an AE-ID, CSE-ID or M2M-User-ID.

	collectedEntityID
	0..1(L)
	WO
	This is the list of unique ID of the entities whose request triggered the configured event for statistics collection. For example, each ID can be an AE-ID, IN-CSE-ID or M2M-User-ID.

If no specific value is provided for this attribute, the IN-CSE interprets it as "any entity".



Editor’s Note: Need to investigate the case where the M2M-User-ID is not present since it may be defined as optional.

0. [bookmark: _Toc22645296]M2M Service Subscription Identifier
0. [bookmark: _Toc22645297]Solution Applicability
oneM2M currently defines the M2M Service Subscription Identifier, however this identifier is not currently used by any oneM2M defined resources or procedures.  The format of this identifier is also not explicitly defined.  This identifier is well suited to be associated with a <m2mServiceSubscriptionProfile> resource since this would enable the correlation of a M2M Service Subscription Identifier with a M2M Service Subscriber and its associated M2M Service Users, M2M Nodes, AEs and CSEs.  This could in turn enable additional value-add capabilities.  For example, an IN-CSE could generate charging records that include a M2M Service Subscription Identifier which could then be used by external billing and charging systems to more easily reconcile charging records for a given M2M Service Subscription.     
0. [bookmark: _Toc22645298]Solution Description
The M2M Service Subscription Identifier (M2M-Subscription-ID) enables the M2M Service Provider to bind a M2M Service Subscriber, M2M Service Users, AEs, M2M Nodes and CSEs, as well as administrative information (e.g.  billing address, etc.), to a particular M2M Service Subscription between an M2M Service Subscriber and the M2M Service Provider. The M2M-Subscription-ID is unique for every M2M Service Subscriber and enables the M2M Service Provider to identify the service subscription.  The M2M-Subscription-ID is assigned by the M2M Service Provider and is globally unique.  When used internally within the M2M Service Provider domain that assigned it, a M2M-Subscription-ID is sufficient to be unique within that M2M Service Provider domain.  When used externally outside the M2M Service Provider domain that assigned it, a M2M-Subscription-ID is extended to make it globally unique.  The IN-CSE can perform this task by adding or removing segments (i.e. the M2M Service Provider Identifier) of the M2M-Subscription-ID.  The M2M-Subscription-ID can differ from a M2M Underlying Network Subscription Identifier.  There can be multiple M2M Service Subscription Identifiers per M2M Underlying Network subscription.
Care should be taken (e.g. proper configuration of ACPs) to not expose the M2M-Subscription-ID to untrusted entities.
Table 7.3.2-1: M2M-Subscription-ID Identifier Format
	Identifier Name
	Format
	Format
	Rule of use

	M2M-Subscription-ID
	SP-Relative
	The SP-Relative-M2M-Subscription-ID begins with a slash character '/' and is followed by a sequence of characters that includes any of the unreserved characters defined in clause 2.3 of the IETF RFC 3986 [i.4].

The SP-Relative-M2M-Subscription-ID is unique within the context of the M2M-SP Domain to which the M2M Service Subscriber has a service subscription with.

The M2M-SP assigns the SP-Relative-M2M-Subscription-ID and is responsible for guaranteeing that the SP-Relative-M2M-Subscription-ID is unique in the context of the M2M-SP Domain.

Example:
· /subscription783567

	Uniquely identifies a M2M Service Subscription 

	
	Absolute
	Concatenation according to the format

{M2M-SP-ID}{SP-Relative-M2M-Subscription-ID}

where {M2M-SP-ID} and {SP-relative- M2M-Subscription-ID} are placeholders for the M2M-SP-ID and the SP-relative-M2M-Subscription-ID format of the M2M-Subscription-ID respectively.
	Uniquely identifies a M2M Service Subscription



The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription. The M2M-Subscription-ID can be added as an attribute to the <m2mServiceSubscriptionProfile> resource.  This provides the capability to uniquely identify a M2M Service Subscription.  
Table 7.3.2-2: New <m2mServiceSubscriptionProfile> resource attributes
	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/
RO/
WO
	Description

	M2M-Subscription-ID
	1
	WO
	The identifier that is assigned to this M2M Service Subscription by the M2M Service Provider.



0.1 [bookmark: _Toc22645299]Profile Restrictions
0.1.1 [bookmark: _Toc22645300]Solution Applicability
The oneM2M system should support M2M Service Subscriber and M2M Service User profiles specifying their restrictions. oneM2M currently does not mention the possible set of applicable restrictions and how they should be implemented. For example, each Service Subscription should support a maximum number of devices for a Service Subscriber. Any request for a device to be included in a Service Subscription exceeding this number should not be allowed.
0.1.2 [bookmark: _Toc22645301]Solution Description
Profile Restrictions should enable the M2M Service Provider to apply restrictions on the M2M Service Subscriber based on the M2M Service Subscription agreement between the M2M Service Provider and the M2M Service Subscriber. These restrictions should be applicable as mentioned in the Service Subscription and should allow a M2M Service Provider to restrict the usage of services by the M2M Service Subscriber based on them.
For each M2M Service Subscription, these restrictions could be added as attributes of the corresponding Service Subscription Profile. The M2M-Subscription-ID is unique for every M2M Service Subscriber and enables the M2M Service Provider to identify the M2M Service Subscription. Thus, the restrictions applicable for each Service Subscriber  should be linked through the M2M-Subscription-ID, that is uniquely associated with a M2M Service Subscription Profile. 
The following restrictions could be part of the M2M Service Subscription.
Table 7.4.2-1: M2M Service Subscription Restrictions
	Restriction Name
	Description

	Activation Date
	Date from which the Service Subscription should be active

	De-activation Date
	Date from which the Service Subscription should be deactivated

	Maximum Number of Applications
	Maximum number of Application Entity Instances that should be allowed to register against a Service Subscription

	Maximum Number of Nodes
	Maximum number of Field Nodes (ADN/ASN/MN) that should be allowed against a Service Subscription

	Maximum bytes of data
	Maximum size of data that should be allowed to be stored against a Service Subscription

	Maximum Number of Users
	Maximum number of M2M Service Users that should be allowed against a Service Subscription

	Maximum Rate of Requests
	Maximum rate of incoming requests allowed against a Service Subscription

	Maximum Number of Resources
	Maximum number of a specified type of resource allowed against a Service Subscription.  Expressed as a tuple (resourceType, max #).

	Maximum Number of Content Instances per Container 
	Maximum number of <contentIntstance> child resources per <container> resource allowed against a Service Subscription

	Maximum Content Instance Age
	Maximum age of a <contentIntstance> resource allowed against a Service Subscription

	Maximum Byte Size per Container 
	Maximum number of bytes of data stored in the content attribute of the <contentIntstance> child resources per <container> resource allowed against a Service Subscription

	Maximum Number of Time Series Instances per Time Series 
	Maximum number of a <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscription

	Maximum Time Series Instance Age
	Maximum age of a <timeSeriesInstance> resource allowed against a Service Subscription.

	Maximum Byte Size per Time Series 
	Maximum number of bytes of data stored in the content attribute of the <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscription.

	Maximum Number of Missing Data in Time Series Instance 
	Maximum number of entries in missingDataList for each <timeSeriesInstance> resource allowed against a Service Subscription

	Maximum Number of Group Members
	Maximum number of members within each <group> resource allowed against a Service Subscription

	Allowed Request Schedules
	The allowed time windows for when requests are allowed against a Service Subscription

	Maximum Aggregate Rate of Notifications
	Maximum aggregate rate of notifications allowed against a Service Subscription

	Maximum Rate of Notifications
	Maximum rate of notifications for a single <subscription> resource allowed against a Service Subscription

	Allowed Common Services
	The types of Common Services Functions (CSFs) and their respective types of Common Services (CS) allowed for use against a Service Subscription    

	Allowed Ontologies
	The types of ontologies allowed to be stored or accessed against a Service Subscription

	Allowed Container Definitions
	The types of <flexContainer> specializations allowed to be stored or accessed against a Service Subscription

	Allowed Content Format
	The types of content allowed to be stored or accessed within <contentInstance> resources against a Service Subscription 

	Default Access Control Privileges
	For resources associated with a given Service Subscription, the default access control policies to link to a resource if/when a resource is created but the accessControlPolicyIDs list is not configured. 


	
The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription through the M2M-Subscription-ID attribute. All the Profile Restrictions can be added as attributes to the <m2mServiceSubscriptionProfile> resource. This provides the capability to retrieve all restrictions that are applicable to a M2M Service Subscription as part of the agreement.
Table 7.4.2-2: New <m2mServiceSubscriptionProfile> resource attributes
	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/
RO/
WO
	Description

	activationDate
	0..1
	RW
	Date from which the Service Subscription should be active

	deactivationDate
	0..1
	RW
	Date from which the Service Subscription should be deactivated

	maxNumberOfAEs
	0..1
	RW
	Maximum number of Application Entity Instances that should be allowed to register against a Service Subscription

	maxNumberOfNodes
	0..1
	RW
	Maximum number of Field Nodes (ADN/ASN/MN) that should be allowed against a Service Subscription

	maxBytes
	0..1
	RW
	Maximum size of data that should be allowed to be stored against a Service Subscription

	maxNumberOfUsers
	0..1
	RW
	Maximum number of M2M Service Users that should be allowed against a Service Subscription

	maxRequestRate
	0..1
	RW
	Maximum rate of incoming requests allowed against a Service Subscription

	maxNrOfResources
	0..1(L)
	RW
	A list of the maximum number of a specified type of resource allowed against a Service Subscription.  Each element in the list is expressed as a tuple (resourceType, max #)

	maxNrOfContentInstances
	0..1
	RW
	Maximum number of a <contentIntstance> child resources per <container> resource allowed against a Service Subscription

	maxContentInstanceAge
	0..1
	RW
	Maximum age of a <contentIntstance> resource allowed against a Service Subscription

	maxContainerByteSize
	0..1
	RW
	Maximum number of bytes of data stored in the content attribute of the <contentIntstance> child resources per <container> resource allowed against a Service Subscription

	maxNrOfTimeSeriesInstances 
	0..1
	RW
	Maximum number of a <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscription

	maxTimeSeriesInstanceAge
	0..1
	RW
	Maximum age of a <timeSeriesInstance> resource allowed against a Service Subscription

	maxTimeSeriesByteSize
	0..1
	RW
	Maximum number of bytes of data stored in the content attribute of the <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscription

	maxTimeSeriesMissingData
	0..1
	RW
	Maximum number of entries in missingDataList for each <timeSeriesInstance> resource allowed against a Service Subscription

	maxNrGroupMembers
	0..1
	RW
	Maximum number of members within each <group> resource allowed against a Service Subscription

	allowedRequestSchedule
	0..1(L)
	RW
	A list of allowed time windows for when requests are allowed against a Service Subscription

	maxAggregateNotificationRate
	0..1(L)
	RW
	Maximum aggregate rate of notifications allowed against a Service Subscription

	maxNotificationRate
	0..1(L)
	RW
	Maximum rate of notifications for a single <subscription> resource allowed against a Service Subscription

	allowedCommonServices
	0..1(L)
	RW
	A list of the types of Common Services Functions (CSFs) and their respective types of Common Services (CS) allowed against a Service Subscription    

	allowedOntologies
	0..1(L)
	RW
	A list of the types of data ontologies (as defined by ontologyRef attribute of applicable resources) allowed to be stored or accessed against a Service Subscription

	allowedContainerDefinitions
	0..1(L)
	RW
	A list of the types of <flexContainer> specializations (as defined by containerDefinition attribute of a <flexContainer> resource) allowed to be stored or accessed against a Service Subscription

	allowedContentFormats
	0..1(L)
	RW
	A list of the types of <contentInstance> content (as defined by contentFormat attribute of a <contentInstance> resource) allowed to be stored or accessed against a Service Subscription

	defaultAccessControlPolicies
	0..1(L)
	RW
	For resources associated with a given Service Subscription, a list of <accessControlPolicy> resource identifiers that will be configured in the accessControlPolicyIDs attribute if/when a resource is created but accessControlPolicyIDs is not configured.



For each M2M Service User, these restrictions could be added as attributes of the corresponding Service Subscribed User Profile. The <serviceSubscribedUserProfile> resource contains user profile information for a given M2M Service User such as its M2M-User-ID. Each M2M Service User could be assigned a different set of restrictions based on the attributes as mentioned below:

Note, a Hosting CSE can ensure restrictions defined by a Service Subscribed User Profile are kept consistent with restrictions defined by the M2M Service Subscription Profile associated with the User such that the restrictions defined by the M2M Service Subscription Profile are enforced across all the users.


Table 7.4.2-3: New < serviceSubscribedUserProfile> resource attributes
	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/
RO/
WO
	Description

	activationDate
	0..1
	RW
	Date from which the Service Subscribed User should be active

	deactivationDate
	0..1
	RW
	Date from which the Service Subscribed User should be deactivated

	maxNumberOfAEs
	0..1
	RW
	Maximum number of Application Entity Instances that should be allowed to register against a Service Subscribed User

	maxNumberOfNodes
	0..1
	RW
	Maximum number of Field Nodes (ADN/ASN/MN) that should be allowed against a Service Subscribed User

	maxBytes
	0..1
	RW
	Maximum size of data that should be allowed to be stored against a Service Subscribed User

	maxRequestRate
	0..1
	RW
	Maximum rate of incoming requests allowed against a Service Subscribed User

	maxNrOfResources
	0..1(L)
	RW
	A list of the maximum number of a specified type of resource allowed against a Service Subscribed User.  Each element in the list is expressed as a tuple (resourceType, max #)

	maxNrOfContentInstances
	0..1
	RW
	Maximum number of a <contentIntstance> child resources per <container> resource allowed against a Service Subscribed User

	maxContentInstanceAge
	0..1
	RW
	Maximum age of a <contentIntstance> resource allowed against a Service Subscribed User

	maxContainerByteSize
	0..1
	RW
	Maximum number of bytes of data stored in the content attribute of the <contentIntstance> child resources per <container> resource allowed against a Service Subscribed User

	maxNrOfTimeSeriesInstances 
	0..1
	RW
	Maximum number of a <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscribed User

	maxTimeSeriesInstanceAge
	0..1
	RW
	Maximum age of a <timeSeriesInstance> resource allowed against a Service Subscribed User

	maxTimeSeriesByteSize
	0..1
	RW
	Maximum number of bytes of data stored in the content attribute of the <timeSeriesIntstance> child resources per <timeSeries> resource allowed against a Service Subscribed User

	maxTimeSeriesMissingData
	0..1
	RW
	Maximum number of entries in missingDataList for each <timeSeriesInstance> resource allowed against a Service Subscribed User

	maxNrGroupMembers
	0..1
	RW
	Maximum number of members within each <group> resource allowed against a Service Subscribed User

	allowedRequestSchedule
	0..1(L)
	RW
	A list of allowed time windows for when requests are allowed against a Service Subscribed User

	maxAggregateNotificationRate
	0..1(L)
	RW
	Maximum aggregate rate of notifications allowed against a Service Subscribed User

	maxNotificationRate
	0..1(L)
	RW
	Maximum rate of notifications for a single <subscription> resource allowed against a Service Subscribed User

	allowedCommonServices
	0..1(L)
	RW
	A list of the types of Common Services Functions (CSFs) and their respective types of Common Services (CS) allowed against a Service Subscribed User

	allowedOntologies
	0..1(L)
	RW
	A list of the types of data ontologies (as defined by ontologyRef attribute of applicable resources) allowed to be stored or accessed against a Service Subscribed User

	allowedContainerDefinitions
	0..1(L)
	RW
	A list of the types of <flexContainer> specializations (as defined by containerDefinition attribute of a <flexContainer> resource) allowed to be stored or accessed against a Service Subscribed User

	allowedContentFormats
	0..1(L)
	RW
	A list of the types of <contentInstance> content (as defined by contentFormat attribute of a <contentInstance> resource) allowed to be stored or accessed against a Service Subscribed User

	defaultAccessControlPolicies
	0..1(L)
	RW
	For resources created by a given Service Subscribed User, a list of <accessControlPolicy> resource identifiers that will be configured in the accessControlPolicyIDs attribute if/when a resource is created but accessControlPolicyIDs is not configured.



Editor’s Note: FFS – allowedOntologies needs further clarification on how it should be used and applied to existing ontologies.
Editor’s Note: FFS – allowedRequestSchedule needs further clarification on how it should be used and applied to existing schedules.
Editor’s Note: FFS – should oneM2M provide guidance on how how max rate of requests should be enforced.
Editor’s Note: FFS – consider adding attribute for allowed mgmtObj specializaitons 
Editor’s Note: FFS – For sub/not, should restrictions apply to subscriber or entity being notified, or both.

0.2 [bookmark: _Toc22645302]Resource Owner 
7.5.1 [bookmark: _Toc22645303]Solution Applicability
The definition of a new owner resource attribute provides a solution that is applicable to the current limitation that oneM2M lacks the capability to identify the current owner of a resource.       
7.5.2 [bookmark: _Toc22645304]Solution Description
To track the current owner of a oneM2M resource, a new owner attribute can be defined. This attribute can be defined as a common or universal attribute.  The owner attribute can be configured with the AE-ID, CSE-ID, M2M-User-ID or M2M-Subscriber-ID of the current owner of the resource.  Changing the value of the owner attribute can function as a change in ownership of the resource.  Like any other resource attribute, the oneM2M access control policy framework can be used to protect and guard against attempts to maliciously change the ownership of resource.
Rather than using the creator attribute for default access controls, the owner attribute can be used instead since resources may have a change of ownership and granting access to the creator in this case can result in a security loophole.   
Adding the owner attribute to oneM2M resources enables a Hosting CSE to use this information when collecting statistics.  For example, a new eventResourceOwners attribute can be added to the <eventConfig> resource as defined in  Table 7.2.2.6-1.   
Table 7.5.2-1: Extended attributes of <eventConfig> resource 
	eventResourceOwners
	0..1 (L)
	RW
	This attribute indicates the list of resource owners for which the event is to be captured and reported. Whenever an operation is performed on a resource having an owner that matches an owner specified in this list, an event will be recorded, provided any other specified event criteria have also been met.



0.3 [bookmark: _Toc22645305]Service Subscription Activation/Deactivation Status
0.3.1 [bookmark: _Toc22645306]Solution Applicability
It should be possible to identify an ACTIVE and INACTIVE service subscription profile and each oneM2M request should be verified for its service subscription and it should be ensured that it is linked to an Active Service Subscription. 
0.3.2 [bookmark: _Toc22645307]Solution Description
When a service subscription profile is not yet activated or it reaches deactivation date then it should be marked as INACTIVE.
When a service profile is active then it should be marked as ACTIVE.
The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription.  
Table 7.6.2-1: New <m2mServiceSubscriptionProfile> resource attributes
	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/
RO/
WO
	Description

	STATUS
	1
	RO
	Identifies the status of an M2M Service Subscription Profile e.g. “ACTIVE”, “INACTIVE”.



0. [bookmark: _Toc22645308]M2M Service Subscription Identifier Linking
4. [bookmark: _Toc22645309]Solution Applicability
The globally unique identifier M2M-Sub-ID may be linked in the resources, if required, to uniquely identify the m2m service subscription under which the resources are created e.g. an [authenticationProfile] resource should be mapped to its service subscription for management of such resources as [authenticationProfile] is created as child of <node> resource and a <node> resource may have multiple [authenticationProfile] corresponding to different service subscriptions. Also, if security association is established, it helps in identifying service subscription corresponding to a request which can further be used for charging purposes. 

4. [bookmark: _Toc22645310]Solution Description
[authenticationProfile] resource is created to manage keys/certificates/MAF profile corresponding to a node/entity under <node> resource. These credentials can be provisioned to a node using remote security provisioning framework. A subscriber may want to keep limited life of its security credentials and may want to update the same after a given time. Hence, it should be possible for a subscriber to manage the same.
The linking of M2M Service Subscription Identifier (M2M-Sub-ID) in [authenticationProfile] enables a service subscriber to identify and manage [authenticationProfile] corresponding to its service subscription. 
The M2M-Sub-ID can be added as an attribute to the [authenticationProfile] resource.  This provides the capability to uniquely identify an [authenticationProfile] corresponding to its M2M Service Subscription.  

Table 7.7.2-1: New [authenticationProfile] resource attributes
	Attributes of [authenticationProfile]
	Multiplicity
	RW/
RO/
WO
	Description

	M2M-Sub-ID
	0..1
	WO
	Provides ID of the Service Subscription profile to which this authentication profile is linked.



8 [bookmark: _Toc22645311]Conclusions
Editor’s Note: This clause provides a summary of the conclusions drawn during the study
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