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1
Scope

The document is analysing existing data license schemes and how these licenses are being used in existing data management platforms to understand essential functions to utilize data license in the oneM2M system. Based on the result of the technical report, it will identify potential requirements and key features to support data license management in the oneM2M system. 
2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules  (http://member.onem2m.org/Static_pages/Others/Rules_Pages/oneM2M-Drafting-Rules-V1_0.doc)
3
Definition of terms, symbols and abbreviations

Delete from the above heading the word(s) which is/are not applicable.
3.1
Terms
Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement. 

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 

· The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

Definition format

<defined term>: <definition>

If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

4
Conventions, 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Introduction
Editor’s Note: This section summarises the contents of this Technical Report. 
If data does not have any license terms, that means the owner of data retain all rights, and it is not authorized to anyone to use, copy, distribute or make any changes on the data. The IoT system is a place to store, manage, and share data with others. For example, IoT platforms are typically used as a data plaform in a smart city. It is critical to open smart city data to public to maximize the usage of data. The more open a licenses, the higher the chance that IoT applications to use such data. Therefore, in this technical report, various existing technologies and data license schemes will be investigated in order to see the feasibility of supporting data license management functions in the oneM2M System. 

6
Data License Schemes and Management
Editor’s Note: The section provides information about existing data license schemes and how such schemes are used in a system managing large amount of data such as a smart city platform. 
6.1
Existing Data License Schemes
Editor’s Note: The section introduces existing data license schemes such as CC-BY and CC0.. 
In this section, various existing well-known data license schemes are described.

Creative Commons (CC)

In particular, this section describes a Creative Commons (CC) license, which is one of several public copyright licenses that are widely used to share data with others. A CC license is used when a holder of data wants to give others the right to share, use, and modify the data. 
· CC BY (Attribution): This license lets others distribute, remix, adapt, and build upon your work, even commercially, as long as they credit you for the original creation. This is the most accommodating of licenses offered. Recommended for maximum dissemination and use of licensed materials.
· CC BY-SA (Attribution-ShareAlike): This license lets others remix, adapt, and build upon your work even for commercial purposes, as long as they credit you and license their new creations under the identical terms. This license is often compared to “copyleft” free and open source software licenses. All new works based on yours will carry the same license, so any derivatives will also allow commercial use. This is the license used by Wikipedia, and is recommended for materials that would benefit from incorporating content from Wikipedia and similarly licensed projects.
· CC BY-ND (Attribution-NoDerivs): This license lets others reuse the work for any purpose, including commercially; however, it cannot be shared with others in adapted form, and credit must be provided to you.
· CC BY-NC (Attributino-NonCommercial):This license lets others remix, adapt, and build upon your work non-commercially, and although their new works must also acknowledge you and be non-commercial, they don’t have to license their derivative works on the same terms.
· CC BY-NC-SA (Attribution-NonCommercial-SareAlike): This license lets others remix, adapt, and build upon your work non-commercially, as long as they credit you and license their new creations under the identical terms.
· CC BY-NC-ND (Attribution-NonCommercial-NoDrivs): This license is the most restrictive of our six main licenses, only allowing others to download your works and share them with others as long as they credit you, but they can’t change them in any way or use them commercially.
CC Zero – “No Rights Reserved”

In contrast to CC’s licenses. That allow copyright holders to choose from a range of permissions while retaining their copyright, CC0 empowers yet another choice altogether – the choice to opt out of copyright and database protection, and the exclusive rights automatically granted to creators – the “no rights reserved” alternative to our licenses. 

CC0 enables scientists, educators, artists and others to waive those interests in their works and therby place them as completely as possible in the public domain, so that others may freely build upon, enhance and reuse the data for any purposes. Without restriction under copyright or database law. 

For example, European’s digital library releases its metadata into the public domain using the CC0 license. This huge amount of data about digitalized cultural and artistic work is open to the public domain. 

Open Database Commons
In addition there exist the Open Database Commons provides a set of legal tools and license to help users publish, provide and use open data. Open Data Commons provides three licenses as follows: 

· Open Data Commons Open Database License (ODbL): that is a copyleft (share alike) license agreement intended to allow users to freely share, modify, and use a database while maintaining this same freedom for others. 

· Open Data Commons Attribution License: that is a database specific license requiring attribution for databases. This ODC-BY is very similar to the Creatve Commons Attribution license, but is developed specifically for databases. 

· Open Data Commons Public Domain Dedication and License. (PDDL): that dedicates the database and its content to the public domain, free for everyone to use. 
For example, OpenStreetMap is open data, licensed under the ODbL by the OpenStreetMap Foundation. Therefore, anyone can copy, distribute, transmit and adapt OpenStreetMap data, as long as the user of this data credit OpenStreetMap and its contributors. 

Proprietary data license
A data license is a legal agreement that specifies a set of terms and conditions regarding the use of data. If the holder of data (or data set) wants to publish the data in a data repository (either public or private), the holder has to define a license about the data. As shown above, there are a couple of well-known data license schemes. These schemes cover basic needs to share data with others. However, depending on the types of datasets and circumstances, the holder needs to consider specifying a proprietary data license scheme. In this case, the specified license agreement must contain several fundamental terms and conditions, for example, who is permitted to use the licensed data and the purpose of data sharing. 

As described earlier, data license schemes contain various information. Therefore, the IoT platform cannot generalize and model all the license schemes. Instead, the IoT platform should provide a means to store a data license scheme and publish data under a data license scheme.
6.2
Related Solutions and Standards
Editor’s Note: The section introduces related solutions managing data license and standards such as DRM. 
6.2.1
Related Solutions
6.2.2
Related Standards
In this section, existing standards that contain data license management are introduced. 

Open Mobile Alliance Date License Managemennt (OMA). 

OMA DRM is a digital rights management (DRM) system invented by the Open Mobile Alliance, whose members represent mobile phone manufacturers, mobile system manufacturers, mobile phone network operators, and information technology companies. OMA DRM provides a way for content creators to set enforced limits on the use and duplication of their content by customers. A system that uses OMA DRM is implemented on many recent phones. 
The OMA DRM group standardized two versions of OMA DRM specifications, i.e., DRM 1.0 and DRM 2.0.  

OMA DRM 1.0 was first drafted in November 2002, and approved in June 2004. It provides basic Digital Rights Management, without strong protection. The standard specifies three main methods: Forward Lock, Combined Delivery (combined rights object / media object), and Separate Delivery (separated rights object and encrypted media object). 
OMA DRM 2.0 was drafted in July 2004 and approved in March 2006. The new feature of DRM 2.0 is the extension of DRM 1.0's Separate Delivery mechanism. Each participating device in OMA DRM 2.0 has an individual DRM Public key infrastructure (PKI) certificate, with a public key and the corresponding private key. Each Rights Object (RO) is individually protected for one receiving device by encrypting it with the device public key. The RO in turn contains the key that is used to decrypt the media object. Delivery of Rights Objects requires a registration with the Rights Issuer (the entity distributing Rights Objects). During this registration, the device certificate is usually validated against a device blacklist by means of an Online Certificate Status Protocol (OCSP) verification. 

OMA's DLDRM (Download and DRM) Working Group has carried out the follow-up work of DRM 2.0 in three directions. First, DRM extension support for mobile streaming services, which are emerging as mobile TV, and second, Secure Content Exchange (SCE), which enables non-OMA DRM content to be used as OMA DRM or exchange of various and secure contents. And third, it is intended to provide convenient content use using Secure Removable Media (SRM) such as smart card, SD, and UFD that are gradually being installed in mobile phones.
Figure 6.2.2-1 shows the functional architecture of DRM. Before content is delivered to a consumer, a content owner sends the encrypted content and the key to a content provider and a right issuer. The content is encrypted with the security key to protect it from unauthorized access (e.g., play music). A content issuer delivers DRM Content, and a rights issuer generates a Rights Object. When the consumer is interested in the content, an encrypted content is delivered to the consumer. The content can be accessed by the consumer only after the license of the content is purchased by the consumer. The license contains the secret key to decrypt the encrypted content. The license can also include the access rights of the content. 
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Figure 6.2.2-1 A conceptual DRM architecture
As described above, the DRM system delivers encrypted contents to Consumer to protect it from unauthorized access. The system allows end devices (e.g., smartphone) to decide access rights and control policy based on purchased license. 

Issues of using DRM for open data license are as follows: 

· Introduces encryption cost for contents with an open license

· Increases the cost of IoT applications to manage secret key and decryption process

· Needs a mechanism to accredit the use of open data

Although data is parts of contents managed in a mobile phone, the main functions of OMA DRM is to develop a system that can interwork with the network system to issue licenses and provide contents to clients if a proper license is purchased for the use of target contents. It specifies some functions about the expiration date of the contents, buying rights objects for another user and using contents on multiple devices. However, details terms and conditions for the use of data are not specified. 

Editor’s note: It is FFS how to use the  OMA DRM system with the oneM2M system for the IoT services that need access control based on purchased licenese. For example, a music streaming service for music contents stored and managed by the oneM2M system.  
7
Key Issues of the Current oneM2M System
Editor’s Note: The section provides key issues of the current oneM2M system to support data license management. 
7.1
Key Issue 1 (Resource for data license)
Editor’s Note: This section describes a.key issue that the oneM2M system does not provide. 
As described in Section 6, a lot of information should be stored on the IoT system and used by IoT applications. However, at the moment, there is no way to: 
· add data license related information to IoT data stored on a resource

· check an assigned data license to required data (set)

· exchange data license information between IoT systems deployed by different IoT service providers

· manage data license related information
There exist various scenarios that shows why IoT systems have to support data license. 

Scenario 1. An IoT Application wants to find out smart parking and transportation data under the ‘CC-BY’ license to be used by a smart parking service. The smart parking service is a commercial service. Therefore, the service has to use data that it can manipulate freely as long as it credits the owner of the data. 

Scenario 2. An IoT Application generates a lot of smart city data.  As the application is developed and operated by the city government, the city operator wants to open their data to the public for other people. However, they want data only to be used non-commercially. In this case, the ‘CC-BY-NC’ is an option for them to apply. 

Considering a set of information that needs to be managed within a data license scheme, how to handle the following information on the oneM2M system is a key issue to resolve. 
· Terms of data license: The header or copyright statements that come with the data
· Acknowledgement the source of data: Include any attribution statement specified by the information provider and, where possible, provide a link to this licence.
· Types of data license: Which types of data license is applied.
· Creation date of data license: Provide guidance when and how a data license needs to be created? 
· Expiration of data license: Specifies when the data license expires. 
· Provider of data: Indicates the provider of data
· Creator of data: Indicate the creator of data
· Eligibility of using data: If the provider of data wants to limit the use of data to specific users or groups, this information is needed
· Modification of data: Indicate whether the data is modified
· Available operations: Specifies what kinds of operations (e.g., copy, modify, publish, translate, adapt, distribute) are available to the given dataset.
7.2
Key Issue n
8
Proposed Solutions

Editor’s Note: The section provides solutions to the required functions identified in the previous section. 
8.1
Solution: Key Issue 1 – License for Linked Open Data
Editor’s Note: Each Solution section references one or more key issues identified in the previous section. A proposed solution needs to describe how the associated key issue(s) can be resolved. 
As the Semantic Web and Linked of Open Data (LoD) show improved data connectivity, scalability, and data discovery, there is a movement to use these technologies to the open data available on IoT platforms used in smart cities.
In order to build LoD, an application needs to know which data in IoT platforms can be freely used, re-used and redistributed under which license. Depending on the license, a way to use and manage data should be different. Here are different types of data license that widely available and used in data management. 

· Attribution (CC BY): This license lets others distribute, remix, tweak, and build upon your work, even commercially, as long as they credit you for the original creation. 
· Attribution ShareAlike (CC BY-SA): This license lets others remix, tweak, and build upon your work even for commercial purposes, as long as they credit you and license their new creations under the identical terms. 
· Attribution-NoDerivs (CC BY-ND): This license lets others reuse the work for any purpose, including commercially; however, it cannot be shared with others in adapted form, and credit must be provided to you.
· Attribution-NonCommercial (CC BY-NC): This license lets others remix, tweak, and build upon your work non-commercially, and although their new works must also acknowledge you and be non-commercial, they don’t have to license their derivative works on the same terms.
· Attribution-NonCommercial-ShareAlike (CC BY-NC-SA): This license lets others remix, tweak, and build upon your work non-commercially, as long as they credit you and license their new creations under the identical terms.
· Attribution-NonCommercial-NoDerivs (CC BY-NC-ND): This license is the most restrictive of our six main licenses, only allowing others to download your works and share them with others as long as they credit you, but they can’t change them in any way or use them commercially.
· No Right Reserved (CC0): This license enables scientists, educators, artists and other creators and owners of copyright- or database-protected content to waive those interests in their works and thereby place them as completely as possible in the public domain, so that others may freely build upon, enhance and reuse the works for any purposes without restriction under copyright or database law.

Typically the license scheme of an open dataset is distributed as a written text on the website describing the license scheme of the dataset. For example, a written text can be “This open dataset is released under CC BY-ND”. The user of the dataset downloads it and acknowledges the use of the dataset through adding the same text in their website or annotating the same license scheme to the dataset. 

At the moment, oneM2M has Access Control Policy (ACP) to control the access of oneM2M data. However, ACP only checks the access right of a target resource. There is no way to check the license of data and control data usage based on the given license. For oneM2M to support an LoD application to discover open IoT data under a specific license, it is necessary to add information about data license to data stored in oneM2M systems. 

With such additional information, it is possible to support the following use cases in oneM2M: 
1. In order to make linked IoT data (linking IoT data to other relevant IoT data), one of the essential criteria is to retrieve open data only under CC-BY or CC0 licenses. Therefore, an IoT application linking relevant IoT data should be able to retrieve IoT data under CC-BY or CC0 licenses. 
2. Whenever IoT data under CC-BY SA is transferred to another platform to be used for other purposes or based on service level agreement between IoT platform service providers, the same license should be applied at the target IoT platform based on the law. In this case, the creator of the data should be the same, as the original resource as the creator has to be credited based on the law.
In some cases the owner and the creator of the dataset are also mentioned in the license scheme. Therefore, it is proposed to add the dataLicense, dataOwner and dataCreator attributes to oneM2M resources. If a group of data need to be processed under the same data license, the proposed attributes can be added to the group resource.
Table 8.1-1: A common attribute for License
	Attribute Name
	Description

	accessControlPolicyIDs
	The attribute contains a list of identifiers for <accessControlPolicy> resources. The privileges defined in the <accessControlPolicy> resources that are referenced determine who is allowed to access the resource containing this attribute for a specific purpose (e.g. Retrieve, Update, Delete, etc.).
For an Update or Delete operation to a resource, the update or delete of the  accessControlPolicyIDs attribute, if applicable, shall be performed prior to the update or delete of any other attributes of the resource.

To update this attribute, a Hosting CSE shall check whether an Originator has Update privilege in any selfPrivileges, regardless of privileges, of the <accessControlPolicy> resources which this attribute originally references.
After successful update of the accessControlPolicyIDs attribute, resource access checking for other attributes to be updated shall use the new privileges defined in the <accessControlPolicy> resource(s) that are referenced by the newly updated accessControlPolicyIDs attribute.

Similarly, to delete this attribute, a Hosting CSE shall check whether an Originator has  Updateprivilege in any selfPrivileges, regardless of privileges, of the <accessControlPolicy> resources which this attribute originally references.
After successful deletion of the accessControlPolicyIDs attribute, resource access checking for other attributes to be deleted shall use the default access privileges as described in the following paragraphs.
If a resource type does not have an accessControlPolicyIDs attribute definition, then the accessControlPolicyIDs for that resource is governed in a different way, for example, the accessControlPolicy associated with the parent may apply to a child resource that does not have an accessControlPolicyIDs attribute definition, or the privileges for access are fixed by the system. Refer to the corresponding resource type definitions and procedures to see how access control is handled in such cases.

If a resource type does have an accessControlPolicyIDs attribute definition, but the (optional) accessControlPolicyIDs attribute value is not set in a resource instance, then the Hosting CSE shall apply the concept of the default access policy. The default policy shall provide unrestricted access only to the Originator of the successful resource creation request. All other entities shall be denied to access the resource. For that purpose, the Hosting CSE shall keep that Originator information of the resource. Note that how to keep that information is implementation specific. The default access policy is not applied to a resource which has a value assigned to the accessControlPolicyIDs attribute.
All resources are accessible if and only if the privileges (i.e. configured as privileges or selfPrivileges attribute of <accessControlPolicy> resource) allow it, therefore all resources shall have an associated accessControlPolicyIDs attribute, either explicitly (setting the attribute in the resource itself) or implicitly (either by using the parent privileges or the system default policies). Which means that the system shall provide default access privileges in case that the Originator does not provide a specific accessControlPolicyIDs during the creation of the resource.



	dataLicense
	This attribute contains the license information about the data stored in the resource. 

The value of this attribute indicates which data license is applied to the referring resource and can have the following: 

· CC-BY: This license lets others distribute, remix, tweak, and build upon specified resource(s), even commercially, as long as they credit the owner of resource(s) for the original creation.
· CC-BY-SA: This license lets others remix, tweak, and build upon specified resource(s) work even for commercial purposes, as long as they credit the owner of resource(s) and license their new creations under the identical terms.
· CC-BY-ND: This license lets others reuse the specified resource for any purpose, including commercially; however, it cannot be shared with others in adapted form, and credit must be provided to the owner of the resource(s).
· CC-BY-NC: This license lets others remix, tweak, and build upon the specified resource non-commercially, and although their new resources must also acknowledge the owner of the resource and be non-commercial, they don’t have to license their derivative works on the same terms.
· CC-BY-NC-SA: This license lets others remix, tweak, and build upon the specified resource(s) non-commercially, as long as they credit the owner of the resource and license their new creations under the identical terms.
· CC-BY-NC-ND: This license only allows others to retrieve the specified resource(s) and share them with others as long as they credit the owner of the resource(s), but they can’t change the contents of the resource(s) in any way or use them commercially.
· CC0: No copyright reserved

	dataLicenseHolder
	This attribute provides information about the ownership of an associated data license.  

	dataLicenseCreator
	This attribute provides information about the creator of an associated data license. 


These attributes can be added to resources containing data sets. It will be discussed and decided when a normative work is done.

8.2
Solution: Key Issue 2 – Dedicated resource for data license
There exist multiple ways to support data license management. This solution provides a case where a sophisticated management mechanism is required to manage various information related to data license management. For example, when a dataset is published, a license should be applied to the dataset. A license is composed of various information that acts as the owner’s official permission for others to use or own something. For example, others need to know exactly how they can use the shared or available dataset. Even the systems do not provide a means to control data, the information included in the license scheme is useful for others when they need to use the dataset. 

Therefore, a solution described in this section introduces a new resource to hold the information required to describe a license scheme. 

The first thing is to know what kinds of information is needed to describe a license scheme. As described in Section 7.1 Key issue 1, data license management requires various information to support proper license management. Such information can be modeled as a resource called <dataLicenseMgt>. Resources that need to be managed under a specific license scheme have to be associated with a <dataLicenseMgt> resource implementing the specific license scheme. 
The <dataLicenseMgt> resource is used to store consent purposes and relevant information. 
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Figure 8.2-1: Structure of <dataLicenseMgt> resource
The <dataLicenseMgt> resource shall contain the attributes specified in the table below.

Table 8.2-1: Attributes of <dataLicenseMgt> resource

	Attributes of <dataLicenseMgt>
	Multiplicity
	RW/

RO/

WO
	Description

	termRef
	1
	RO
	The header or copyright statements that comes with the data

	licenseAck
	1
	RO
	Include any attribution statement specified by the Information Provider and, where possible, provide a link to this licence.

	licenseType
	1
	RO
	Indicate which types of data license is applied

	creationTime
	1
	RO
	Indicate when the data license is created

	expirationTime
	1
	RW
	Indicate when the data license is expiring 

	providerID
	1
	RO
	Indicate the provider of data

	creatorID
	1
	RO
	Indicate the creator of data

	restrictionID
	0..1 (L)
	RW
	If the provider of data wants to limit the use of data to specific users or groups, they can include such information in this attribute.

	availableOperation
	1
	RO
	Provide information about what kinds of operations are available to the given dataset. (Modify, Copy, Publish to public, Translate, Adapt, Distribute are available options)

	userID
	0..1 (L)
	RW
	Include information which platforms or users have used this data

	linkOriginalLicense
	1
	RW
	Indicate a link to the original license

	modifiedTag
	1
	RW
	Indicate whether the data is modified

	usageCheck
	1
	RW
	Indicate the need for checking proper usage of data based on the given license


Editor’s note: It is FFS for the intention of the usageCheck attribute. 

If the <dataLicenseMgt> resource is available, oneM2M resources can have a link to proper <dataLicenseMgt> resource as show in the below Figure 8.2-2.
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Figure 8.2-2: Links to <dataLicenseMgt> resources
License-based resource discovery: 

This allows discovering resources based on a specific license. For example, an IoT application that wants to provide a service that shows weather forecasting based on available open sensor data under CC0 (because CC0 means that anyone can do anything with the given dataset and even don’t need to mention about the provider or owner of the dataset). Then the application can discover resources that hold weather sensor data under CC0. The following Figure 8.2-3 shows a discovery procedure based on a given license scheme. 
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Figure 8.2-3: Discovery procedure based on license scheme
License-based resource transfer and checking: 

Another available use case using a license is to transfer a set of discovery resources to a target IN-CSE and checking the license. If a set of open data is shared with others and there is an IoT application that wants to use the dataset, the IoT application downloads or retrieves the dataset and store the downloaded dataset to its IoT platform. Then there is a need to support such dataset transfer under a specific license. In addition, the source IN-CSE needs to check whether the target IN-CSE properly stored transferred dataset based on the guidance described in the license scheme. Figure 8.2-4 shows procedures supporting such use case.
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Figure 8.2-4: Dataset transfer and checking procedure based on license scheme
8.3
Solution: Key Issue n

9
Conclusions

Editor’s Note: This section provides a summary of the conclusions drawn during the study.
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