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Introduction

This CR proposes changes in <mgmtObj> resource attributes objectIDs and objectPaths. Currently they are modifiable in the resource specializations of the <mgmtobj> resource but with reference to the document TS-0001 section 9.6.15, it is mentioned in the description that these are provided at the time of creation of resource and shall not be modifiable afterwards as highlighted below. Also, the access modes of the attributes is WO.So CR proposes change the type of attributes objectIDs and objectPaths of  <mgmtobj> resource specializations to “WO” from “RW”.
This CR also proposes to change the update optionality of attribute mgmtlink of resource [authenticationProfile] to ‘O’ from NP.  Since it is a list of the references of TrustAnchorCred resource if SUID refers to certificateBasedSaef.
Present when MAF is to be used to facilitate establishing one or more symmetric keys for mutual authentication or  certificate-based authentication is to be used. In the former case, the list contains one reference to a [MAFClientRegCfg] resource. In the latter case, the list contains one or more references pointing to [trustAnchorCred] resources.
The [TrustAnchorCred] resource is first created under the [authenticationProfile] resource as its child, then the reference is updated in the mgmtLink attribute of [authenticationProfle]. The the update optionality of the attribute must be optional and not NP.
TS-0001

9.6.15
Resource Type mgmtObj
The <mgmtObj> resource contains management data which represents individual M2M management functions. It represents a general structure to map to technology specific data model e.g. OMA DM [Error: Reference source not found], BBF TR-069 [Error: Reference source not found] and LWM2M [Error: Reference source not found]. Each instance of <mgmtObj> resource shall be mapped to single technology specific protocol.

The <mgmtObj> resource shall contain the child resource specified in table 9.6.15-1.

Table 9.6.15-1: Child resources of <mgmtObj> resource

	Child Resources of <mgmtObj>
	Child Resource Type
	Multiplicity
	Description
	<mgmtObjAnnc> Child Resource Type

	[variable]
	<subscription>
	0..n
	See clause 9.6.8
	<subscription>

	[variable]
	<semanticDescriptor>
	0..n
	See clause 9.6.30
	<semanticDescriptor>, <semanticDescriptorAnnc>

	[variable]
	<transaction>
	0..n
	See clause 9.6.48
	<transaction>


The <mgmtObj> resource shall contain the attributes specified in table 9.6.15-2.

Table 9.6.15-2: Attributes of <mgmtObj> resource

	Attributes of <mgmtObj>
	Multiplicity
	RW/
RO/
WO
	Description
	<mgmtObjAnnc> Attributes

	resourceType
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceID
	1
	RO
	See clause 9.6.1.3.
	NA

	resourceName
	1
	WO
	See clause 9.6.1.3.
	NA

	parentID
	1
	RO
	See clause 9.6.1.3.
	NA

	expirationTime
	1
	RW
	See clause 9.6.1.3.
	MA

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	creationTime
	1
	RO
	See clause 9.6.1.3.
	NA

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.
	NA

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.
	MA

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.
	NA

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.
	OA

	mgmtDefinition
	1
	WO
	Specifies the type of <mgmtObj> resource e.g. software, firmware, memory. The list of the value of the attribute can be seen in annex D.
	MA

	mgmtSchema
	0..1
	WO
	Contains a URI to the <mgmtObj> schema definition which shall be used by the Hosting CSE to validate the syntax of incoming primitives targeting this <mgmtObj> resource.
This URI may refer to a oneM2M specified <mgmtObj> definition as well as other <mgmtObj> definitions.
	MA

	objectIDs
	0..1 (L)
	WO
	Contains the list URNs that uniquely identify the technology specific data model objects used for this <mgmtObj> resource as well as the managed function and version it represents. This attribute shall be provided during the creation of the <mgmtObj> resource and shall not be modifiable afterwards.
If the <mgmtObj> resource is mapped to multiple technology specific data model objects, this attribute shall list all URNs for each mapped technology specific data model objects. This is mandatory for the <mgmtObj>, for which the data model is not specified by oneM2M but mapped from technology specific data model.
	OA

	objectPaths
	0..1 (L)
	WO
	Contains the list of local paths of the technology specific data model objects on the managed entity which is represented by the <mgmtObj> resource in the Hosting CSE.
This attribute shall be provided during the creation of the <mgmtObj>, so that the Hosting CSE can correlate the created <mgmtObj> with the technology specific data model object on the managed entity for further management operations. It shall not be modifiable after creation.
The format of this attribute shall be a local technology specific data model object path in the form as specified by technology specific protocol. (e.g. "./anyPath/Fw1" in OMA DM [Error: Reference source not found], "Device.USBHosts.Host.3." in BBF TR‑069 [Error: Reference source not found]).
The combination of the objectPaths and the objectIDs attribute, allows to address the technology specific data model.
	OA

	mgmtLink
	0..1 (L)
	RW
	This attribute contains reference to a list of other <mgmtObj> resources in case a hierarchy of <mgmtObj> is needed.
	OA

	[objectAttribute]
	0..n
	RW
	Each [objectAttribute] is mapped from a leaf node of a hierarchical structured technology specific data model object (including oneM2M data model and the technology specific data model objects) based on the mapping rules below the table.
	OA

	description
	0..1
	RW
	Text format description of <mgmtObj>.
	OA


When mapping objects from technology specific protocol to a corresponding <mgmtObj> resource, the following rules shall apply:

· The root objects of technology specific data model objects maps to the <mgmtObj> resource.

· For the child of the root of technology specific data model objects:

· Rule1: If the child technology specific data model object cannot have another child technology specific data model object, the technology specific data model object maps to the [objectAttribute] attribute of the <mgmtObj> resource with the same resource name.

· Rule2: If the child technology specific data model object can have another child technology specific data model object, the technology specific data model object maps to a new <mgmtObj> resource. The ID of the new <mgmtObj> resource is stored as an mgmtLink attribute of the <mgmtObj> resource which is mapped from the parent technology specific data model object.

TS-0004

7.4.14 Resource Type <mgmtObj>
7.4.15.1 Introduction
The <mgmtObj> resource contains management data which represents individual M2M management functions. It represents a general structure to map to technology specific data models. There are multiple specializations of <mgmtObj>; these are defined in the Error: Reference source not found. Each of these specializations has its own schema file. There is no separate schema file just for <mgmtObj>, however the XML schema types for the specializations all conform to the pattern described in this clause.

Table Introduction‑1: Universal/Common Attributes of <mgmtObj> resource
	Attribute Name
	Request Optionality 

	
	Create
	Update

	@resourceName
	O
	NP

	resourceType 
	NP
	NP

	resourceID
	NP
	NP

	parentID
	NP
	NP

	accessControlPolicyIDs
	O
	O

	creationTime
	NP
	NP

	expirationTime
	O
	O

	lastModifiedTime
	NP
	NP

	labels
	O
	O

	announceTo
	O
	O

	announcedAttribute
	O
	O

	dynamicAuthorizationConsultationIDs
	O
	O


Table Introduction‑2: Resource Specific Attributes of <mgmtObj> resource
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	mgmtDefinition
	M
	NP
	m2m:mgmtDefinition
	No default

	objectIDs
	O
	NP
	list of xs:anyURI
	No default

	objectPaths
	O
	NP
	list of xs:anyURI
	No default

	description
	O
	O
	xs:string
	No default

	mgmtSchema
	O
	NP
	xs:anyURI
	No default. mgmtSchema is not present for specializations defined in Annex D.

	[objectAttribute]
	O
	O
	Name and data type are defined in Annex D or XSD file identified by the value of mgmtSchema attribute.
	No default.

	mgmtLink
	O
	O
	m2m:mgmtLinkRef
	No default. This attribute is only present if defined in Annex D.


-----------------------Start of change 1-------------------------------------------

7.1.2
Resource [registration]

This specialization of <mgmtObj> is used to convey the service layer configuration information needed to register an AE or CSE with a Registrar CSE.
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Figure 7.1.2-1: Structure of [registration] resource

The [registration] resource shall contain the child resource specified in table 7.1.2-1.

Table 7.1.2-1: Child resources of [registration] resource

	Child Resources of [registration]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [Error: Reference source not found]


The [registration] resource shall contain the attributes specified in table 7.1.2-2.

Table 7.1.2-2: Attributes of [registration] resource

	Attributes of 
[reboot]
	Multiplicity
	RW/
RO/
WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found]. This attribute shall have the fixed value 1020 ("registration").

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	originatorID
	0..1
	RW
	CSE-ID of the CSE hosted on the ASN/MN or the AE-ID of an AE hosted on an ASN/MN or ADN node.
If the setting is for a CSE, then this attribute shall be present.

	poA
	1
	RW
	The point of access URI of the Registrar CSE. See note.

	appID
	0..1
	RW
	The App-ID of an AE. This attribute shall only be present when this resource is used for the registration of an AE.

	externalID
	0..1
	RW
	The M2M-Ext-ID of the ASN/MN CSE. This attribute can be present when the originatorID is a CSE-ID and the CSE uses the dynamic registration defined in clause 7.1.10 Trigger Recipient Identifier of oneM2M TS-0001 [Error: Reference source not found].

	triggerRecipientID
	0..1
	RW
	The Trigger-Recipient-ID of the ASN/MN CSE. This attribute can be present when the originatorID is a CSE-ID and the CSE uses the dynamic registration defined in clause 7.1.10 Trigger Recipient Identifier of oneM2M TS-0001 [Error: Reference source not found].

	mgmtLink
	0..1
	RW
	A link to a <mgmtObj> resource instance containing the information for establishing a security association with the Registrar CSE.

	NOTE:
Protocol binding is determined from the protocol schema in this URI.


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

7.1.3
Resource [dataCollection]
This specialization of <mgmtObj> is used to convey the application configuration information needed by an AE to collect data and then transmit the data to a Hosting CSE.
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Figure 7.1.3-1: Structure of [dataCollection] resource

The [dataCollection] resource shall contain the child resource specified in table 7.1.3-1.

Table 7.1.3-1: Child resources of [dataCollection] resource

	Child Resources of [dataCollection]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [Error: Reference source not found]


The [dataCollection] resource shall contain the attributes specified in table 7.1.3-2.

Table 7.1.3-2: Attributes of [dataCollection] resource

	Attributes of 
[reboot]
	Multiplicity
	RW/
RO/
WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found]. This attribute shall have the fixed value 1021 ("dataCollection").

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	containerPath
	1
	RW
	The URI of the <container> resource in the hosting CSE that stores the data transmitted by the device.

	reportingSchedule
	0..1
	RW
	The frequency interval, in seconds, used to transmit the data to the Hosting CSE.

	measurementSchedule
	0..1
	RW
	The frequency interval, in seconds, that the device will use to collect or measure the data.

	mgmtLink
	0..1
	RW
	A link to a <mgmtObj> resource instance containing the information for establishing End-to-End Security of Primitives (ESPrim) between AE and hosting CSE. ESPrim is specified in oneM2M TS-0003 [Error: Reference source not found].

	NOTE:
The present specification does not support configuration for End-to-End Security of Data (ESData) specified in oneM2M TS-0003 [Error: Reference source not found].


-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

7.1.4
Resource [authenticationProfile]
The [authenticationProfile] specialization of the <mgmtObj> is used to convey the configuration information regarding establishing mutually-authenticated secure communications. The security principal using this configuration information can be a CSE or AE or the Managed ADN/ASN/MN acting as security principal on behalf of AEs on the Node.

An [authenticationProfile] instance identifies a security framework, TLS cipher suites, and credentials to be used. The applicable security framework is identified by the SUID attribute. The interpretation of SUID is specified in Table 7.1.4‑3.
NOTE 1:
The present document does not support using [authenticationProfile] for identifying ESData credentials.
The [authenticationProfile] resource does not include any credentials, but either identifies credentials which are stored locally on the Managed Entity or identifies an M2M Authentication Function (MAF) which is to be used to facilitate establishing symmetric keys. The intended security principal on the Managed Entity is the security principal which can use either all the credentials identified by the [authenticationProfile] resource, or (in the case that a MAF is identified) all of the credentials required for mutual authentication with the MAF.

NOTE 2:
The other security principal can be any of the following: CSE; AE; a Node terminating the security protocol on behalf of AE on Node; and an M2M Authentication Function (MAF).
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Figure 7.1.4-1: Structure of [authenticationProfile]  

The [authenticationProfile] resource shall contain the child resource specified in table 7.1.4-1.

Table 7.1.4-1: Child resources of [authenticationProfile] resource

	Child Resources of [authenticationProfile]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [Error: Reference source not found]


The [authenticationProfile] resource shall contain the attributes specified in table 7.1.4-2.

Table 7.1.4-2: Attributes of [authenticationProfile] resource

	Attributes of 
[authenticationProfile]
	Multiplicity
	RW/
RO/
WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found]. This attribute shall have the fixed value 1022 ("authenticationProfile").

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	SUID
	1
	WO
	Describes how the authentication profile is to be used. Further details about interpretation of each SUID are specified in Table 7.1.4-3 of the present document.

	TLSCiphersuites
	0..1(L)
	RW
	If the security framework identified by SUID uses TLS, then this attributes provides a list of allowed TLS cipher suites.

	symmKeyID
	0..1
	WO
	Present when a symmetric key is to be used for mutual authentication. Identifier for a symmetric key already stored locally on the Managed Entity, or to be provisioned to the Managed Entity

	symmKeyValue
	0..1
	WO
	Optionally present when a symmetric key is to be used for mutual authentication. Contains the value of the symmetric key to be used for mutual authentication.

	MAFKeyRegLabels
	0..1(L)
	WO
	Optionally present when a MAF is to be used to facilitate establishing a symmetric key for mutual authentication. Provides the content of the labels parameter in the MAF Key Registration request; see Table 8.8.2.7-1, oneM2M TS‑0003 [Error: Reference source not found].

	MAFKeyRegDuration 
	0..1
	WO
	Present when a MAF is to be used to facilitate establishing one or more symmetric keys for mutual authentication. Provides the maximum duration for which an established symmetric key may be used.

	mycertFingerprint
	0..1
	WO
	Present when certificate-based authentication is to be used. Provides a hash value for identifying the certificate to be used by the intended security principal on the Managed Entity to authenticate itself to other security principals.

	rawPubKeyID
	0..1
	WO
	Present when certificate-based authentication is to be used and the other security principal will authenticate itself with a Raw Public Key Certificate.

	mgmtLink
	0..1(L)
	RW
	Present when MAF is to be used to facilitate establishing one or more symmetric keys for mutual authentication or  certificate-based authentication is to be used. In the former case, the list contains one reference to a [MAFClientRegCfg] resource. In the latter case, the list contains one or more references pointing to [trustAnchorCred] resources.


-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------

7.1.5
Resource [myCertFileCred]
This <mgmtObj> specialization is used to configure a certificate or certificate chain which the Managed Entity knows the private key.
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Figure 7.1.5-1: Structure of [myCertFileCred] resource

The [myCertFileCred] resource shall contain the child resource specified in table 7.1.5-1.

Table 7.1.5-1: Child resources of [myCertFileCred] resource

	Child Resources of [myCertFileCred]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [Error: Reference source not found]


The [myCertFileCred] resource shall contain the attributes specified in table 7.1.5-2.

Table 7.1.5-2: Attributes of [myCertFileCred] resource

	Attributes of 
[myCertFileCred]
	Multiplicity
	RW/
RO/
WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found]. This attribute shall have the fixed value 1023 ("myCertFileCred").

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	SUIDs
	1 (L)
	RW
	Identifies the security framework(s) which may use this credential.  

	myCertFileFormat
	1
	WO
	Media Type of myCertFileContent attribute. Default is "application/pkcs7-mime".

	myCertFileContent
	1
	WO
	Certificate or certificate chain. Default media-type is "application/pkcs7-mime".


-----------------------End of change 4---------------------------------------------

-----------------------Start of change 5-------------------------------------------

7.1.6
Resource [trustAnchorCred]

The [trustAnchorCred] <mgmtObj> specialization is read by AEs or CSEs on ADN or ASN/MN nodes in the Field Domain. A [trustAnchorCred] is configured as a child or children of [authenticationProfile] resources by means of a mgmtLink. A security principal acting on a [authenticationProfile] uses the information in the associated [trustAnchorCred] resources to identify a trust anchor certificate for validation of certificates.
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Figure 7.1.6-1: Structure of [trustAnchorCred] resource

The [trustAnchorCred] resource shall contain the child resource specified in table 7.1.6-1.

Table 7.1.6-1: Child resources of [trustAnchorCred] resource

	Child Resources of [authenticationProfile]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [Error: Reference source not found]


The [trustAnchorCred] resource shall contain the attributes specified in table 7.1.6-2.

Table 7.1.6-2: Attributes of [trustAnchorCred] resource

	Attributes of 
[authenticationProfile]
	Multiplicity
	RW/
RO/
WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found]. 

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	Labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found]. This attribute shall have the fixed value 1024 ("trustAnchorCred").

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	Description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	certFingerprint
	1
	WO
	Provides a hash value for identifying a certificate authority certificate to be used for validating certificates presented by other entities

	URI
	1
	RW
	A URI from which the trust anchor certificate may be retrieved.


-----------------------End of change 5---------------------------------------------

-----------------------Start of change 6-------------------------------------------

7.1.7
Resource [MAFClientRegCfg]
This <mgmtObj> specialization is used to convey instructions regarding the MAF Client Registration procedure (clause 8.8.2.3 of oneM2M TS-0003 [Error: Reference source not found]). 
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Figure 7.1.7-1: Structure of [MAFClientRegCfg] resource

The [MAFClientRegCfg] resource shall contain the child resource specified in table 7.1.7-1.

Table 7.1.7-1: Child resources of [MAFClientRegCfg] resource

	Child Resources of [authenticationProfile]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [Error: Reference source not found]


The [MAFClientRegCfg] resource shall contain the attributes specified in table 7.1.7-2.

Table 7.1.7-2: Attributes of [MAFClientRegCfg] resource

	Attributes of 
[authenticationProfile]
	Multiplicity
	RW/
RO/
WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found]. This attribute shall have the fixed value 1025 ("MAFClientRegCfg").

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	fqdn
	1
	WO
	See clause 8.8.3.2 of oneM2M TS-0003 [Error: Reference source not found]

	adminFQDN
	1
	WO
	See clause 8.8.3.2 of oneM2M TS-0003 [Error: Reference source not found]

	httpPort
	0..1
	WO
	See clause 8.8.3.2 of oneM2M TS-0003 [Error: Reference source not found]

	coapPort
	0..1
	WO
	See clause 8.8.3.2 of oneM2M TS-0003 [Error: Reference source not found]

	websocketPort
	0..1
	WO
	See clause 8.8.3.2 of oneM2M TS-0003 [Error: Reference source not found]

	mgmtLink
	1
	RW
	A link to a [authenticationProfile] resource containing the parameters for the MAF Client to establish mutually‑authenticated secure communications with the MAF.


The MAF Client shall perform the MAF Client Registration Procedure specified in clause 8.8.2.3 of oneM2M TS‑0003 [Error: Reference source not found], using the linked authentication profile for mutual authentication of the MAF Client and MAF.

The MOs configured to the Managed Entity via [MAFClientRegCfg] resources are expected to be protected by a secure environment on the Managed Entity, in order to preserve integrity of the attributes. Optimal protection is provided when the integrity protection of the management protocol message is verified in the secure environment.
-----------------------End of change 6---------------------------------------------

-----------------------Start of change 7-------------------------------------------

7.1.8
Resource [MEFClientRegCfg]
This <mgmtObj> specialization is used to convey instructions regarding the MEF Client Registration procedure (clause 8.3.5.2.3 of oneM2M TS-0003 [Error: Reference source not found]).
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Figure 7.1.8-1: Structure of [MEFClientRegCfg] resource

The [MEFClientRegCfg] resource shall contain the child resource specified in table 7.1.8-1.

Table 7.1.8-1: Child resources of [MEFClientRegCfg] resource

	Child Resources of [authenticationProfile]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [Error: Reference source not found]


The [MEFClientRegCfg] resource shall contain the attributes specified in table 7.1.8-2.

Table 7.1.8-2: Attributes of [MEFClientRegCfg] resource

	Attributes of 
[authenticationProfile]
	Multiplicity
	RW/
RO/
WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [Error: Reference source not found].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found]. This attribute shall have the fixed value 1026 ("MEFClientRegCfg").

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [Error: Reference source not found].

	fqdn
	1
	WO
	See clause 8.3.7 of oneM2M TS-0003 [Error: Reference source not found]

	adminFQDN
	1
	WO
	See clause 8.3.7 of oneM2M TS-0003 [Error: Reference source not found]

	httpPort
	0..1
	WO
	See clause 8.3.7 of oneM2M TS-0003 [Error: Reference source not found]

	coapPort
	0..1
	WO
	See clause 8.3.7 of oneM2M TS-0003 [Error: Reference source not found]

	websocketPort
	0..1
	WO
	See clause 8.3.7 of oneM2M TS-0003 [Error: Reference source not found]

	mgmtLink
	1
	RW
	A link to a [authenticationProfile] resource containing the parameters for the MEF Client to establish mutually-authenticated secure communications with the MEF.


The MEF Client shall perform the MEF Client Registration Procedure specified in clause 8.8.2.3 of oneM2M TS‑0003 [Error: Reference source not found], using the linked authentication profile for mutual authentication of the MEF Client and MEF.

The MOs configured to the Managed Entity via [MEFClientRegCfg] resources are expected to be protected by a secure environment on the Managed Entity, in order to preserve integrity of the attributes. Optimal protection is provided when the integrity protection of the management protocol message is verified in the secure environment.

-----------------------End of change 7---------------------------------------------

-----------------------Start of change 8-------------------------------------------

7.2.4
Resource [authenticationProfile]
7.2.4.1
Introduction

Table 7.2.4.1-1: Data Type Definition of [authenticationProfile]
	Data Type ID
	File Name
	Note

	authenticationProfile
	DCFG-authenticationProfile-v2_3_0.xsd
	


Table 7.2.4.1-2: Resource specific attributes of [authenticationProfile]

	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	mgmtDefinition
	M
	NP
	See clause 7.4.15 of oneM2M TS-0004 [Error: Reference source not found].
	"authenticationProfile" 

	objectID
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004 [Error: Reference source not found].
	

	objectPaths
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004 [Error: Reference source not found].
	

	description
	O
	O
	See clause 7.4.15 of oneM2M TS-0004 [Error: Reference source not found].
	

	SUID
	M
	NP
	m2m:suid
	Allowed values are listed in table 7.1.4‑3.

	TLSCiphersuites
	M
	O
	dcfg:listOfTLSCiphersuite
	

	symmKeyID
	O
	NP
	sec:credentialID
	

	symmKeyValue
	O
	NP
	xs:hexBinary
	The minimum key length is 256 bits.

	MAFKeyRegLabels
	O
	NP
	m2m:labels
	

	MAFKeyRegDuration 
	O
	NP
	xs:duration
	

	mycertFingerprint
	O
	NP
	dcfg:niURI or dcfg:nihURI 
	

	rawPubKeyID
	O
	NP
	dcfg:niURI or dcfg:nihURI 
	

	mgmtLink
	O
	O
	See clause 7.4.15 of oneM2M TS-0004 [Error: Reference source not found].
	


-----------------------End of change 8---------------------------------------------

CHECK LIST
· Does this Change Request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror CRs been posted?
· Does this Change Request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not include a proposal to change only 3 tables?Does this Change Request follow the drafting rules?
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· Have you checked the spelling and grammar?
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