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Introduction

Following changes are included into this CR:
· changes to clause 7.4 which were already included into draft TS-0004v0.8.1 (with change tracking)

· changes of the titles of clauses 7.4.1.1 and 7.4.1.2,  removed the unnecessary subsection 7.4.1.1.1

· clarification of  the notification data object and its use in Notify request primitives in clause 7.4.1.1
· clarification of the Notification procedure use cases in clause 7.4.1.2, in alignment with the subsections that follow
· revised the title of clause 7.4.1.2.1 to make the use case more clear
· Corrected the text which describe the use cases by using appropriate differentiation between resource attributes, primitive parameters and data object elements. Many other editorial corrections to the text.
NOTE: The referenced procedures highlighted with yellow shading, e.g. ‘Compose Notify Request Primitive’, need to be further clarified. This could be done by making an appropriate reference to the generic procedures defined in clause 7.1.2 where this procedure is defined. This could preferably be done by the original author of this clause 7.4.   There are still several Editor’s notes which need to be addressed. It needs to be checked if all these are addressed by other contributions.
---------------------------- Start of change 1 ---------------------------------

7.4 Primitive-specific procedures and definitions

1.1.1. Notification data object and procedures
1.1.1.1. Notification data object
1.1.1.1.1. 
Notification procedures represent a special case of the generic procedures defined in clause 7.1.2, where the Operation parameter of the request primitive is set to value “N” (Notify). In this case, the request primitive is referred to as Notify request primitive, and the associated (optional) response primitive is denoted as Notify response primitive.

A Notify request primitive shall convey a special notification data object in its Content parameter. This notification data object has no resource type representation in the Functional Architecture TS-0001  [6] since it does not represent a resource accessible by any M2M entities. The data type of the notification data object is defined in the tables below.
Table 7.4.1.1.1‑1: Data Type Definition of notification data object
	Data Type ID
	File Name
	Note

	notification
	CDT-notification-v1_0_0.xsd
	


Table 7.4.1.1.1‑2: Data Types for notification parameters

	Parameter Name
	Request Optionality
	Data Type
	Default Value and Constraints 

	
	N
	
	

	aggregatedNotification
	O
	m2m:aggregatedNotification
	

	singleNotification
	O
	m2m:singleNotification
	


1.1.1.2. Notification procedures

Notification procedures shall be employed for the following use cases: 
· to notify Receiver(s) of modifications of a resource for an associated <subscription> resource,
· to request Receiver(s) to perform resource subscription verification,

· to notify deletion of the <subscription> resource,

· to notify Receiver(s) for Asynchronous Non-blocking Request,
· to notify Receiver(s) of modifications of a resource when the subscription relationship is established through the <group> resource.
The following sub-clauses specify the notification procedures for each of the above use cases.

1.1.1.2.1. Notification for modification of subscribed resources
When the notification message is forwarded or aggregated by transit CSEs, the Originator or a transit CSE shall check whether there are notification policies to enforce between subscription resource Hosting CSE and the notification target. In that case, the transit CSE as well as the Originator shall process Notify request primitive(s) by using the corresponding policy and send processed Notify request primitive(s) to the next CSE with notification policies related to the enforcement so that the transit CSE is able to enforce the policy defined by the subscriber. The notification policies related to the enforcement at this time is verified by using the subscription reference in the Notify request primitive. In the notification policies, the latestNotify attribute is only enforced in the transit CSE as well as the Originator.

If Event Category parameter is set to ‘latest’ in the notification request primitive, the transit CSE as well as Originator shall cache the most recent Notify request. That is, if a new Notify request is received by the CSE with a subscription reference that has already been buffered for a pending Notify request, the newer Notify request will replace the buffered older Notify request.

Originator: When an event is generated, the Originator shall execute the following steps in order:

Step 1.0
Check the eventNotificationCriteria attribute of the <subscription> resource associated with the modified resource:
If the eventNotificationCriteria attribute is set, then the Originator shall check whether the corresponding event matches with the event criteria. In that case, go to the step 2.0. Otherwise, the Originator shall discard the corresponding event.
If the eventNotificationCriteria attribute is not configured, then continue with the step 2.0.
Step 2.0
The Originator shall check the notification policy as described in the below steps, but the notification policy may be checked in different order. After checking the notification policy in step 2.0 (i.e., from step 2.1 to step 2.6), then continue with the step 3.0.
Step 2.1
The Originator shall determine the type of the notification per the notificationContentType attribute. The values of for notificationContentType are ‘modifiedAttribute’, ‘wholeResource’ or optionally ‘referenceOnly’.
If the value of notificationContentType is set to ‘modifiedAttribute’, the Notify request primitive shall include the modified attribute(s) only.
If the value of notificationContentType is set to ‘wholeResource’, the Notify request primitive shall include the whole subscribed-to resource.
If the value of notificationContentType is set to ‘referenceOnly’, the Notify request primitive shall  include an URI of a corresponding <subscription> resource.
Step 2.2
Check the notificationEventCat attribute:

If the notificationEventCat attribute is set, the Notify request primitive shall employ the Event Category parameter as given in the notificationEventCat attribute. Then continue with the next step.
If the notificationEventCat attribute is not configured, it shall be determined as the default value from the CMDH policy. Then continue with the next step.
Step 2.3
Check the rateLimit attribute:
Step 2.4
Check the batchNotify attribute:
Step 2.5
Check the latestNotify attribute:

If the latestNotify attribute is set, the Originator shall assign the Event Category parameter of the Notify request primitive to value ‘latest’ for the notifications generated pertaining to the subscription created. Then continue with the next step.
Step 2.6
Check the preSubscriptionNotify attribute:

Editor’s Note: How to operate for the rateLimit, batchNotify, preSubscriptionNotify attributes is TBD.

Step 3.0
The Originator shall check the notification and reachability schedules, but the notification schedules may be checked in different order. 

· If the <subscription> resource associated with the modified resource includes a notificationSchedule child resource, the Originator shall check the time periods given in the scheduleElement attribute of the notificationSchedule resource.
· Also, the Originator shall check the reachability schedule associated with the Receiver by exploring its <schedule> resource. If reachability schedules are not present in a Node then that Entity is considered to be always reachable.
· If notificationSchedule and reachability schedule indicate that message transmission is allowed, then proceed with step 5.0. Otherwise, proceed with step 4.0.
· In particular, if the notificationEventCat attribute is set to ‘immediate’ and the notificationSchedule resource does not allow transmission, then go to step 5.0 and send the corresponding Notify request primitive by temporarily ignoring the Originator’s notification schedule.
Step 4.0
Check the pendingNotification attribute:

· If the pendingNotification attribute is set, then the Originator shall cache pending Notify request primitives according to the pendingNotification attribute. The possible values are ‘sendLatest’ and ‘sendAllPending’. If the value of pendingNotification is set to ‘sendLatest’, the most recent Notify request primitive is cached by the Originator and it shall set the Event Category parameter to ‘latest’. If pendingNotification is set to ‘sendAllPending’, all Notify request primitives shall be cached by the Originator. If the pendingNotification attribute is not configured, the Originator shall discard the corresponding Notify request primitive. The processed Notify request primitive by the pendingNotification attribute is sent to the Receiver after the reachability recovery (see the step 6.0)

Step 5.0
Check the expirationCounter attribute:

· If the expirationCounter attribute is set, then it shall be decreased by one when the Originator successfully sends the Notify request primitive. If the counter equals zero, the corresponding subscription resource shall be deleted. Then end the ‘Compose Notify Request Primitive’ procedure.
· If the expirationCounter attribute is not configured, then end the ‘Compose Notify Request Primitive’ procedure.
Originator: After reachability recovery, the Originator shall execute the following steps in order:

Step 6.0
If the pendingNotification attribute is set, the Originator shall send the processed Notify request primitive by the pendingNotification attribute and then continue with the step 7.0.
Step 7.0
Check the expirationCounter attribute:

· If the expirationCounter attribute is set, then its value shall be decreased by one when the Originator successfully sends the Notify request primitive. If the counter meets zero, the corresponding subscription resource shall be deleted. Then end the ‘Compose Notify Request Primitive’ procedure.
· If the expirationCounter attribute is not configured, then end the ‘Compose Notify Request Primitive’ procedure.
Receiver: When the Hosting CSE receives a Notify request primitive, the Hosting CSE shall check validity of the primitive parameters. In case the Receiver is a transit CSE which forwards or aggregates Notify request primitives before sending to the subscriber or other transit CSEs, upon receiving the Notify request primitive with the Event Category parameter set to 'latest', the Receiver shall identify the latest Notify request primitive with the same subscription reference while storing Notify request primitives locally. When the Receiver as a transit CSE needs to send pending Notify request primitives, it shall send the latest Notify request primitive.

1.1.1.2.2. Subscription Verification during Subscription Creation

Originator:
When the Originator is triggered to perform subscription verification (clause 7.3.7.2.1) during <subscription> creation procedure, it performs the following steps in order.

1) Set the verificationRequest element of the notification data objectas TRUE in the Notify request primitive.

2) Set the creator element of the notification data object as the Originator ID of the <subscription> creation in the primitive.

3) Set the to parameter as notificationURI in the primitive. If the notificationURI contains more than one value, then set the other value to the duplicated primitives from step 2).

4) Send the Notify request primitive(s).

Receiver:
When the Hosting CSE receives a Notify request primitive which includes the verificationRequest element of the notification data object set as TRUE, the Hosting CSE shall check if the creator and the Originator have NOTIFY privilege to the notificationURI. 

If it fails, the Hosting CSE shall return ’Subscription verification failed’ error with the Notify response primitive. Otherwise, it shall return successful response primitive.

1.1.1.2.3. 
Notification for Subscription Deletion

Originator:
When the <subscription> resource is deleted, the Originator shall send a Notify request primitive with subscriptionDeletion element of the notification data object set as TRUE and subscriptionReference element set as the URI of the <subscription> resource.

1.1.1.2.4. 
Notification for Asynchronous Non-blocking Request

Editor’s Note: Contributions needed.
1.1.1.2.5. Notification for subscription via group 

Whenever the subscribed-to resources' modification triggers a notification procedure as defined in clause 7.4.1.2.1 and the subscription relationship is established through group resource, the following procedure shall be performed.

The Member hosting CSE shall perform the steps defined in 7.4.1.2.1.

The Group hosting CSE shall perform the following steps in order:
1) Validate if the notification is sent from its own member resources when it gets a notification at the notificationURI. The group hosting CSE shall return a response primitive with the Response Status Code parameter set to ’access denied’ if the validation fails.
2) Upon successful validation, the group hosting CSE shall collect notification requests targeted at the same subscriber according to the notificationForwardingURI element of each notification data object. The group hosting CSE shall aggregate the notification requests into an aggregatedNotification element of the notification data object. The timing of aggregation is done as per the group hosting CSE’s local policy which is out of scope of this specification.
3) Send the aggregated notification to the notificationURI according to the notificationForwardingURI element in the notification data object. In case the group hosting CSE is member of another group hosting CSE through which the subscription is created, the notification request shall be sent according to the mapping of the notificationURI of the two group hosting CSEs. When aggregating the notification requests, the group hosting CSE may utilize the Request Expiration Timestamp parameter of the notification request primitive to determine the time by which the aggregated notifications need to be sent.
4) ’Wait for Response primitive’ procedure.
5) Upon receiving the response, the group hosting CSE shall send the response separately to each individual member hosting CSEs to respond their corresponding notify request.

The group hosting CSE may also stop aggregating notification requests depending on its own policy. The group hosting CSE shall not stop aggregating notification requests before the corresponding subscription expires. 
The Subscriber shall perform the following steps in order:

5) Extract each notification from the aggregated notification;

6) Treat the notification as if it is sent from the original subscribed-to resource;

7) “’Create a success response’ procedure;
8) ’Send the Response primitive’ procedure.
---------------------------- End of change 1 ---------------------------------
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