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1 Street Light Automation 
1.0 Description
A street light automation service provider, provides services to control the luminosity of each street light dependent upon:

· Local (street level)

· Light sensors

· Power quality sensors

· Proximity sensors (civilian or emergency vehicles, pedestrians)

· Street light automation service provider operation center

· Policies (regulatory & contractual)

· Ambient light analytics (sunrise/sunset, weather, moonlight, etc.)

· Predictive analytics (lights parts of streets predicted to be used, etc.)

· Communications received from other service providers

· Traffic light service (emergency vehicle priority)

· Emergency services (vehicle routing, police action, etc.)

· Road maintenance service (closures and/or diversions)

· Electricity service (power overload) 
1.1 Source (as applicable)
· Cisco Systems – from public document research

· “Street Light Control” use case identified in ETSI TR 102 897 
1.2  Actors (as applicable)
· Street light automation application service provider

· aim is to adjust street light luminosity

· Street light devices

· aim is to sense, report, execute local and remote policies, illuminate street

· Traffic light application service provider

· aim is to enhance their emergency vehicle service using street lighting

· Emergency services application services provider 

· aim is to brightly Illuminate police action areas and planned path of emergency vehicles

· Road maintenance application service provider

· aim is to obtain extra street light signalling near closed roads

· Electricity application service provider

· aim is to have electricity consumers reduce their load when an overload is declared 
1.3 Pre-conditions (if any)
See sub-case flows.
1.4 Triggers (if any)
See sub-case flows.
1.5 Normal Flow (as applicable)
         See sub-case flows
Sub Use Case 1 – Local: Light Sensors
Summary: (no atomic action steps)

Trigger: Detected light level moves below/above threshold

Action: Increase/decrease luminosity in a set of street lights

Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1. “Street lights” message the Street light system that  street light sensors have detected light level movement below/above threshold

2. Street light system  informs the “street light operation centre” with the street light sensor information

3. “Street light operation centre” messages the Street light system with a street light control message to increase/decrease luminosity  according to “street light operation centre” policy.

4. Street light system messages the “street lights” with a street light control message to increase/decrease luminosity  according to “street light operation centre” policy.

5. Optionally (normal case), if “street lights” receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.

6. Optionally (alternative case), if “street lights” do not receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights, according to local policy.
Note that the terminology “policy” refers to a set of rules which may be dependent upon variables output from analytics algorithms.
Sub Use Case 2 – Local: Power Quality Sensors
Summary: (no atomic action steps)

Trigger: Detected voltage level moves below/above threshold

Action1: Send alert message to electricity service provider
Action2: Decrease/increase energy applied to a set of street lights
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1. “Street lights” message the Street light system that street light power sensors have detected input voltage level movement above/below threshold

2. Street light system  informs the “street light operation centre” with the street light sensor information

3. “Street light operation centre” messages the Street light system with an alert message to “electricity service provider” according to “street light operation centre” policy.

4. Street light system informs “electricity service provider” of alert message.

5. “Street light operation centre” messages the Street light system with a street light control message to increase/decrease luminosity  according to “street light operation centre” policy.

6. Optionally (normal case), if “street lights” receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.

7. Optionally (alternative case), if “street lights” do not receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights, according to local policy.
Sub Use Case 3 – Local: Power Quality Sensors
Summary: (no atomic action steps)

Trigger: Civilian or emergency vehicle or pedestrian detected entering/leaving street section
Action: Send Increase/decrease luminosity in a set of street lights
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1. “Street lights” message the Street light system that street light power sensors have detected input voltage level movement above/below threshold

2. Street light system  informs the “street light operation centre” with the street light sensor information

3. “Street light operation centre” messages the Street light system with an alert message to “electricity service provider” according to “street light operation centre” policy.

4. Street light system informs “electricity service provider” of alert message.

5. “Street light operation centre” messages the Street light system with a street light control message to increase/decrease luminosity  according to “street light operation centre” policy.

6. Optionally (normal case), if “street lights” receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.

7. Optionally (alternative case), if “street lights” do not receive a control command from the Street light system within some time, then, “street lights” increase/decrease luminosity in a set of street lights, according to local policy.
Sub Use Case 4 – Operation centre: Policies (regulatory & contractual)
Summary: (no atomic action steps)

Trigger: : SLA non-conformity for low intensity imminent
Action: Increase luminosity in a set of street lights to keep within SLA
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1. The “street light operation centre” detects through analytics that an SLA regarding minimum street light intensity is in danger of not being met 

2. “Street light operation centre” messages the Street light system with a control message to increase luminosity  according to “street light operation centre” policy.

3. Street light system messages the “street lights” with a street light control message to increase luminosity  according to “street light operation centre” policy.
Sub Use Case 5 – Operation centre: Ambient light analytics (sunrise/sunset, weather, moonlight)
Summary: (no atomic action steps)

Trigger:  5a: A band of rain moves across an area of street lights
Action 5a: Increase/decrease luminosity in a rolling set of street lights
Trigger 5b: Sunrise/sunset is predicted to occur area in 30 minutes
Action 5b: Decrease/increase luminosity in a rolling set of street lights
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1. The “street light operation centre” detects through analytics that  (5a) a band of rain is moving across an area of street lights, or (5b) Sunrise/sunset is predicted to occur area in 30 minutes

2. “Street light operation centre” messages the Street light system with a street light control message to increase/decrease luminosity  according to “street light operation centre” policy.

3. The Street light system messages the “street lights” to increase/decrease luminosity in a set of street lights according to “street light operation centre” policy.
Sub Use Case 6 – Operation centre: Predictive analytics
(lights parts of streets predicted to be used)
Summary: (no atomic action steps)

Precondition: Vehicle paths are tracked via proximity sensors and a route model is generated
Trigger:  A vehicle enters a street section which has 85% probability of taking the next left turn
Action: : Increase luminosity on current street section ahead and also on street on next left
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1. “Street lights” message the Street light system that street light power sensors have detected civilian or emergency vehicle entering street section

2. Street light system  informs the “street light operation centre” with the street light sensor information

3. “Street light operation centre” messages the Street light system with a control message to increase/decrease luminosity  according to “street light operation centre” policy.

4. Street light system messages the “street lights” with a street light control message to increase/decrease luminosity  according to “street light operation centre” policy.
Sub Use Case 7 – From other service providers: Traffic light
service input (emergency vehicle priority)
Summary: (no atomic action steps)

Trigger:  An emergency vehicle is approaching a junction
Action: Increase luminosity  in street lights along streets leading away from junction
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1. “Traffic light service provider” messages the Street light system that emergency vehicle approaching street junction from certain direction.

2. Street light system  informs the “street light operation centre” with the street junction information

3. “Street light operation centre” messages the Street light system with a control message to increase luminosity  according to “street light operation centre” policy.

4. Street light system messages the “street lights” with a street light control message to increase luminosity  according to “street light operation centre” policy.
Sub Use Case 8 – - From other service providers: Emergency
services input (vehicle routing, police action)
Summary: (no atomic action steps)

Trigger 8a: An emergency vehicle route becomes active

Action 8a: Increase luminosity in street lights along vehicle route

Trigger 8b: An area is declared as having an active police action

Action 8b: Increase luminosity in street lights within police action area
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1. “Emergency services provider” messages the Street light system that (8a) emergency vehicle street route is active, or (8b) an area is declared as having an active police action

2. Street light system  informs the “street light operation centre” with the street junction information

3. “Street light operation centre” messages the Street light system with a control message to increase luminosity  according to “street light operation centre” policy.

4. Street light system messages the “street lights” with a street light control message to increase luminosity  according to “street light operation centre” policy.

Sub Use Case 9 – From other service providers: Road maintenance service input (closures and/or diversions)
Summary: (no atomic action steps)

Trigger 9a: A road is closed

Action 9a: Program a changing luminosity pattern in street lights near to closed road

Trigger 9b: A route diversion is activated

Action 9b: Program a changing luminosity pattern in street lights along the streets of the diversion
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1. “Road Maintenance service provider” messages the Street light system that (9a) a road is closed, or (9b) a route diversion is activated

2. Street light system  informs the “street light operation centre” with the road maintenance information

3. “Street light operation centre” messages the Street light system with a control message to set lights to changing luminosity pattern  according to “street light operation centre” policy.

4. Street light system messages the “street lights” with a street light control message to set lights to changing luminosity pattern according to “street light operation centre” policy.
Sub Use Case 10 – From other service providers: Electricity service input (power overload)
Summary: (no atomic action steps)

Trigger: A power overload situation is declared

Action: Decrease luminosity in a set of street lights
Detailed flow (no confirmation, etc. – actors in “quotes”, system under study in italics)

1. “Electricity service provider” messages the Street light system that an overload condition exists across some area.

2. Street light system  informs the “street light operation centre” with the overload condition information

3. “Street light operation centre” messages the Street light system with a control message to decrease luminosity according to “street light operation centre” policy.

4. Street light system messages the “street lights” with a street light control message to decrease luminosity according to “street light operation centre” policy.

1.5.1  Alternative flow (if any)
In the case of loss of communications, street lights have local policies which they obey
1.6 Post-conditions (if any)
Street light luminosity or luminosity pattern is adjusted as needed
1.7 High Level Illustration (as applicable)
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1.8 Potential requirements (as applicable)
             Generic (needed by two or more verticals or applications)

1. The M2M solution shall support the ability to collect information from M2M devices

2. The M2M solution shall support the ability to deliver collected information from M2M devices to M2M applications

3. The M2M solution shall support  control commands (for devices) from M2M applications

4. The M2M solution shall support control commands  for groups of M2M devices

5. The M2M solution shall support the ability to receive device application software from M2M applications

6. The M2M solution shall support the ability to deliver device application software to M2M devices

7. The M2M solution shall provide mechanisms for information sharing, i.e. receiving information from M2M applications (information providing) to be consumed by other M2M applications (information consuming). 

8. The M2M solution shall provide charging mechanisms for information sharing among M2M applications 

9. The M2M solution shall support the ability to provide an estimate of the time period  from when a device sent a message to the M2M solution until when it responded with a message to the device.

10. The M2M solution shall provide security context (authentication, encryption, integrity protection) for secure connection between entities.  The security context shall include mechanisms and techniques on how to setup a security connection , and where the security connection information is stored and how to establish the secure connection

11. The M2M service layer shall provide security mechanisms to facilitate the end to end security of M2M applications

12. The M2M service layer shall provide security mechanisms to avoid compromising the end to end security of M2M applications  

Specific (to this vertical/use case)

· None
Note that the terminology: 

“Device application software” refers to application software that runs on a device including programs, patches, program data, configuration, etc., 

“M2M application” is any application that makes use of the M2M service layer - some form of prior agreement may be needed
<Editor’s Note : the text is added pending group discussion as to where it belongs)

Security Considerations
1. Attack vectors and example impacts:

· by sending false reports of sensors to applications

2. Energy provider overdriving voltage

· by sending false control commands to devices

3. Blackout to obscure crime

· by blocking valid messages

4. Energy wastage
2 Wide area Energy related measurement/control system for advanced transmission and distribution automation
2.0  Description

· This use case shows the feasibility of High voltage /MV supervision through the interconnection of PMUs especially via mobile broadband communication networks. Thus not requiring any additional TSO/DSO internal network extensions especially in remote sites.

· Through analysis of PMU power state information collected in operator control centres (TSO/DSO), the TSO/DSO can send control information to PMUs, in the same mobile broadband communication network, to control the power flow in the power system.

· Transmission delay of less than a second for the transmission of PMU measurements in near real time to TSO/DSO in the case of control centres.

· Black-out causes propagates within minutes and sometimes only seconds through entire national and even international transport & distribution networks. So the transmission of control is critical in the range of less than seconds 
2.1 Source (as applicable)
Fujitsu, from ETSI TR 102 935 v2.1.1

2.2 Actors (as applicable)
· Energy system operators: 
· Transmission System Operator (TSO) is responsible for operation, maintenance and development of the transmission network in its own control area and at interconnections with other control areas, long-term power system ability to meet the demand, and grid connection of the transmission grid users, including the DSOs.

· Distribution System Operator (DSO) is responsible for operation, maintenance and development of its own distribution grid and where applicable at the connections with other grids, ensuring the long-term ability to meet the distribution demand, regional grid access and grid stability, integration of renewables at the distribution level and regional load balancing (if that is not done by the balance responsible party).

· Communication operator (s) provider of the  access network  (telcos)

System operators and/or providers of service layer platform(s) which can provide services/common functionalities for applications that are independent of the underlying network(s).  
2.3 Pre-conditions (if any)
Communication/connectivity networks (phase network) to collect the measurements from PMUs to centers
2.4 Triggers (if any)
System conditions deducted from the analysis of collected data trigger a counter measure action for example to curtail or reduce power flow in a HV/MV transmission 

2.5 Normal Flow (as applicable)
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An example flow for the TSO scenario:

1. WAMS application subscribes to PMU data which is owed by the Transmission System Operator 

2. Measurements requested are sent back through (service provider) telco operator and System Operator to TSO centre for the WAM application 

3. Measurements sent to the system operator are collected and can be stored by the operator.  

4. Notification message is sent to WAMS application in TSO control centre when the system operator receives the measurement. 

5. WAMS application/TSO control centre can pull/push the data measurements

6. Based on measurements collected, WAMS  application/ TSO control centre initiates a control command to shut down a transmission line under its controlled area
7. The Control  command is sent to system operator   where an appropriate communication network is selected to send the control command

8. Then control command is sent by system operator to the PMU under TSO controlled area to initiate the execution of the command e.g. the shut down of  a specific transmission line
An example flow for DSO scenario:
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1. WAMS application subscribes to the PMU data

2. Measurements are sent through telco operator

3. Measurements sent to system operator where they are stored.

4. Notification sent to WAMS  application  in DSO control centre when the measurements are received by system operator

5. WAMS application in DSO control centre pulls the measurements

6. Based on measurements collected WAMS  application in DSO control centre,  initiates a control command to reduce flow in a particular region under its controlled area
7. Control command  sent to system operator where an appropriate communication network is selected to send the control command

8. Then control command is sent to the PMU under DSO control to initiate the execution of the command e.g. the change of power flow.

2.5.1  Alternative flow (if any)
2.6 Post-conditions (if any)
Corrective or Restricted operation of power electrical network as a result of the preventive action because of the shut-down of (a part) power network
2.7 High Level Illustration (as applicable)
       <Relevant diagram or picture>
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2.8 Potential requirements (as applicable)
Extracted from ETSI service requirements (Ref TS102 689 V1.1.1) but suitable for this use case. 

1. Data collection and reporting capability/function
The M2M System (e.g be owned by System Operator) shall support the reporting from a specific M2M Device (e,g PMU) or group of M2M Devices or group of M2M collectors in the way requested by the M2M Application (e.g WAM) as listed below:

• a periodic reporting with the time period being defined by the M2M application;

• an on-demand reporting with two possible modes. One is an instantaneous collecting and reporting of data, the other one is a reporting of the data that were pre-recorded at the indicated specific time period;

• an event-based reporting e.g. transient fault 

2. Remote control of M2M Devices

The M2M System shall support the capability for an Application to remotely control M2M Devices that support this capability; e.g. control power flow or shut down a regional power network to prevent a black-out event

3. Information collection & delivery to multiple applications

The M2M System shall support the ability for multiple M2M Applications (in this use case the WAM) to interact with the same M2M Devices (in this case can interact with many PMUs)
Simultaneously
4.  Data store and share

The M2M System shall be able to store data to support the following requirements:

• Provide functionality to store and retrieve data.

• Establish storage policies for stored data (e.g. define maximum byte size of the stored data).

• Enable data sharing of stored data subjected to access control
5. Security requirements
5.1. Authentication of M2M system with M2M devices/ /collectors
The M2M system shall support mutual authentication with M2M Device or M2M Gateway/collector. For example mutual authentication may be requested between a service providers and the entity requesting the service. The parties may choose the strength of authentication to ensure appropriate level of security.

5.2. Authentication of M2M devices with M2M applications
 When there is a request for data access or for M2M Device/Gateway access, the M2M Device or M2M Gateway shall be able to mutually authenticate or M2M Applications from which the access request is received.

5.3. Data integrity

The M2M System shall be able to support verification of the integrity of the data exchanged.
5.4.  Prevention of abuse of network connection

M2M security solution shall be able to prevent unauthorized use of the M2M Device/Gateway.
5.5.  Privacy

The M2M System shall be able to protect confidentiality of collected information.
5.6. Multiple actors

Multiple actors are involved in the end-to-end M2M service. The M2M System shall allow for such different actors to deliver the service in collaboration, maintaining mutual authentication and confidentiality of the end-to-end service. 

5.7. Security credential and software upgrade at the Application level.

Where permitted by the security policy, M2M System shall be able to remotely provide the following features, at the Application level:

• Secure updates of application security software and firmware of the M2M Device/Gateway.

• Secure updates of application security context (security keys and algorithms) of the M2M Device/Gateway.
This functionality should be provided by a tamper-resistant Secured Environment (which may be an independent Security Element) in M2M Devices/Gateways supporting this functionality.

6. Continuous connectivity

The M2M System shall support continuous connectivity, for M2M applications requesting the same M2M service on a regular and continuous basis. This continuous connectivity may be de-activated upon request of the Application or by an internal mechanism in the M2M system

7. Communication network selection

Assuming multiple paths are available, the M2M System shall be able to select the appropriate communication network, based on e.g. policies or application delay, reliability, stability, or bandwidth requirements

3 Use Case for Service Providers Management
3.0 Description
	Scope and Objectives of Function

	This clause describes Smart Grids uses cases that demonstrate the need for B to B (business to business) communication. More specifically, the need for communication between multiple service platforms and between smart meters / gateways that may be owned by different parties.


	Narrative of Use Case

	Short description - max. 3 sentences

	The Smart Grid Service Plane can include multiple energy service platforms; i.e. building management, energy services, billing services, customer management, account management, repair management, etc. Data and control are required to flow between service platforms and smart meters / gateways and between the service platforms. The subparts of the corresponding infrastructure in this use case may all be owned by different parties.

	Complete description

	Energy Service platforms may be owned and operated by different parties. Energy-related management of the customer, account, and repair may be owned by the utility provider and operated by a third party (i.e. energy services provider). The building management and energy services platforms may be owned by an energy services provider, while the smart meter / gateway may be owned by the building owner. 

The building management service platform is used by the building owner to control appliances and monitor energy history usage. Additionally, the platform can recommend behaviour modifications to improve efficiency.

The account management platform is used to monitor the building energy consumption and it can be used to enable or disable services.

The repair / fault management platform manages responses to transmission system and power system faults. It may initiate the shutdown of several power generators and dispatch a repair crew in response to a group of transmission lines being knocked down.

Although the service platforms may be operated by different parties, a certain level of coordination will be required between all of the energy services platforms. For example, the Fault Management platform may notify the Building Management Service of a planned shutdown event.


3.1 Source (as applicable)
ETSI TR 102 935 v2.1.1
3.2  Actors (as applicable)
	Actor Name


	Actor Type 


	Further information specific
to this Use Case

	End Users
	Person/Business
	· Consolidated Control and Reporting: The building owner is able to utilize an energy service platform to view consolidated energy usage information (across multiple utility providers) and control all smart grid appliances in a building.

	Service Providers
	Business
	· Ability for utility owned service platforms to securely share individuals' energy consumption information with service platforms that are owned by third parties: Building and Energy management services to obtain usage information from the utility. 

· Ability for service platforms that are owned by third parties to provide information and commands to the control plane: Building and Energy management services should be able to control subscribers' appliances.

	Telco operator
	Communication
	· Multiple Energy Gateways: A building owner may have multiple utility providers (e.g. separate gas and electric providers). This may result in an architecture that requires multiple energy gateways and communication between the gateways.

· Privately Owned Energy Gateway: A building owner may have multiple utility providers (e.g. separate gas and electric providers). This may result in an architecture where the building owner owns the energy gateway and multiple utility providers make use of it.

· Multiple Connections to the Service Plane: Multiple Service Platforms may communicate with the Energy Gateway via the control and connectivity plane.


3.3 Pre-conditions (if any)
<Conditions that must exist for the use case or scenario to be executed>
3.4 Triggers (if any)
<Any condition(s) that will trigger the use case or scenario>
3.5 Normal Flow (as applicable)
         <Interactions between actors and oneM2M system required for successful execution of the use case or scenario>

3.5.1  Alternative flow (if any)
3.6 Post-conditions (if any)
<Conditions resulting from the execution of the use case or scenario>
3.7 High Level Illustration (as applicable)
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3.8 Potential requirements (as applicable)
As defined in ETSI TS102 689 V2.1.1
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