	oneM2M-REQ-2013-0277R02-Security_Terminology_Update
	[image: image1.png]






	INPUT CONTRIBUTION

	Group Name:*
	TP#4

	Title:*
	Changes to Security Terminology for Definition and Acronyms TR

	Source:*
	Gemalto

	Contact:
	Mireille Pauliac, mireille.pauliac@gemalto.com

	Date:*
	<2013-06-06>

	Abstract:*
	This contribution proposes some changes to definitions of security terminology used in potential requirements

	Agenda Item:*
	TBD

	Work item(s):
	WI 0003

	Document(s) 

Impacted*
	Definition and Acronyms TR

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Decide to change some definitions of security terminology. 


oneM2M IPR STATEMENT

Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by all provisions of IPR policy of the admitting Partner Type 1 and permission that all communications and statements, oral or written, or other information disclosed or presented, and any translation or derivative thereof, may without compensation, and to the extent such participant or attendee may legally and freely grant such copyright rights, be distributed, published, and posted on oneM2M’s web site, in whole or in part, on a non-exclusive basis by oneM2M or oneM2M Partners Type 1 or their licensees or assignees, or as oneM2M SC directs.
1. Introduction
During oneM2M TP#3 meeting several definitions of security terminology were agreed thanks to contribution “oneM2M-REQ-2013-0139R05-oneM2M_Security_Terminology”. This contribution proposes some enhancements by modifying one definition and adding new ones. 

The following section provides rationale for proposed changes. 

2. Reasons for change
2.1 New definitions
identification [ISO/IEC 24760-1: 2011-12-15 (1st edition)]: Process of recognizing an entity in a particular domain as distinct from other entities.   NOTE 1 The process of identification applies verification to claimed or observed attributes.   NOTE 2 Identification typically is part of the interactions between an entity and the services in a domain and to access resources. Identification may occur multiple times while the entity is known in the domain.

· [Comment] The definition of “identification” seems needed when the definitions of “authentication” and “authorization” are already present. 

mutual authentication [ISO/IEC 9798-1: 2010-07-01 (3rd edition)]: Entity authentication that provides both entities with assurance of each other's identity.

· [Comment] This definition was discussed on email reflector without reaching a consensus.

repudiation [ISO/IEC DIS 29115/X.1254: 2011-11-23 (1st edition)]: Denial by an entity of a claimed event or action. 

NOTE: This definition applies to the security context only.
· [Comment] It is proposed that this definition is not linked to communication aspects as described in initial contribution “oneM2M-REQ-2013-0139”. 
sensitive data [ ]: is a classification of stakeholder's data that is likely to cause its owner some adverse impact if either:

- 
It becomes known to others when not intended,

-
It is modified without consent of the affected stakeholder

· [Comment] This definition was discussed on email reflector. 

verification [ISO/IEC 27004: 2009-12-15 (1st edition)] confirmation, through the provision of objective evidence, that specified requirements have been fulfilled.

· [Comment] The definition of “verification” seems needed. 

2. Proposal
We propose the following changes to definitions of security terminology agreed during oneM2M TP#3 are proposed: 
Start of 1rst change - References
[i.xx] 
ISO/IEC 24760-1: 2011-12-15 (1st edition),Information technology -- security techniques -- a framework for identity management -- part 1: terminology and concepts
 [i.xy] 
ISO/IEC 9798-1: 2010-07-01 (3rd edition), Information technology — Security techniques — Entity authentication —. Part 1: General.
[i.yx]
 ISO/IEC 27004: 2009-12-15 (1st edition), Information technology — Security techniques — Information security management — Measurement.
End of 1rst change
---------------------------------------------------------------------------------------------

Start of 2nd change – Security Definitions
___________________________________________________________________________
authentication: [i.g] A process that establishes the source of information, or determines an entity’s identity.
authorization [i.a]: The granting of rights, which includes the granting of access based on access rights.

confidentiality [i.a]: The property that information is not made available or disclosed to unauthorized individuals, entities, or processes.
credentials : Data objects which are used to uniquely identify an entity and which are used in security procedures.
encryption [i.f]: The process of changing plaintext into ciphertext using a cryptographic algorithm and key.
identification [i.xx]: Process of recognizing an entity in a particular domain as distinct from other entities.   NOTE 1 The process of identification applies verification to claimed or observed attributes.   NOTE 2 Identification typically is part of the interactions between an entity and the services in a domain and to access resources. Identification may occur multiple times while the entity is known in the domain.
integrity [i.c], [i.d]: Safeguarding the accuracy and completeness of information and processing methods.
key [i.f]: A parameter used in conjunction with a cryptographic algorithm that determines its operation in such a way that an entity with knowledge of the key can reproduce or reverse the operation, while an entity without knowledge of the key cannot. 

mutual authentication [i.xy]: Entity authentication that provides both entities with assurance of each other's identity.

privacy [i.b]: The right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed.
repudiation []: Denial by an entity of a claimed event or action.

NOTE: This definition applies to the security context only.

secure [i.e]: A system condition in which the system is in conformance with the applicable security policy.
security [i.e]: A system condition that results from the establishment and maintenance of measures to protect the system.
sensitive data [ ]: is a classification of stakeholder's data that is likely to cause its owner some adverse impact if either:

- 
It becomes known to others when not intended,

-
It is modified without consent of the affected stakeholder,
trust [i.h]: A relationship between two elements, a set of activities and a security policy in which element x trusts element y if and only if x has confidence that y will behave in a well defined way (with respect to the activities) that does not violate the given security policy.
verification [i.yx]: Confirmation, through the provision of objective evidence, that specified requirements have been fulfilled.

End of 2nd change
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