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	CHANGE REQUEST

	Group Name:*
	REQ#15 at TP#15

	Source:*
	Philip Hawkes, Qualcomm, phawkes@qti.qualcomm.com,

Wolfgang Granzow, Qualcomm, wgranzow@qti.qualcomm.com
Josef Blanz, Qualcomm, jblanz@qti.qualcomm.com
Tim Carey, Alcatel Lucent,  timothy.carey@alcatel-lucent.com 

	Format:*
	Plenary

	Date:*
	2015-01-15

	Contact:*
	As above

	Reason for Change/s:*
	Provides some security related definitions for TS-0011.

	CR  against: 
	TS-0011 v1.0.1

	Clauses/Sub Clauses

Affected*
	3.4 “C”,      3.19 “R”,      3.20 “S”

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Include the proposed changes in TS-0011
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Introduction
For each change in this CR, there is a comment identifying one or more of the following reasons for the change:

· ALIGNMENT WITH TS-0001 & TS-001. Changes to terminology to align with TS-0001 (Architecture) and TS-0003 (Security). 

· The term “Credential-ID” was introduced as part of the updated AE Registration procedure in TS-0001 at TP#14. Submitted CRs introduce the term in TS-0003 at TP#15. This CR introduces a definition for “Credential-ID”

· The terms “Security Association” and “Security Association Establishment” have been in use in TS-0001 and TS-0003 for some time, so it is appropriate to include definitions in this TS. 

· This CR introduces a definition for “Security Association” since there was no previous definition.
· This CR introduces a definition for “Security Association Establishment”. The existing definition in TS-0003 had a description which was specific to the internal details of “Security Association Establishment” using terms which are not defined in TS-0011 – so the existing definition is which is not appropriate for TS-0011, and a completely new definition has been provided.
· EDITORIAL: changes to improve readability. No technical changes.

·  “Security Bootstrapping” is no longer in use – the appropriate term now is “Remote Security Provisioning”. This CR proposes renaming the term while keeping the existing definition.

-----------------------Start of change 1-------------------------------------------
Credentials: Data objects which are used to uniquely identify an entity and which are used in security procedures.
Credential-ID: A globally unique identifier for a credential that was used to establish a security association between entities (CSEs and/or AEs). The Credential-ID can be used to determine the identifying information such as the CSE-ID or AE-ID(s) or App-ID(s) that may be associated with the authenticated entity.

3.5
D
Data: In the context of oneM2M the term “Data” signifies digital representations of anything. Data can or cannot be interpreted by the M2M System and/or by M2M Applications. See also Information
-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2-------------------------------------------

3.19
R

Remote security provisioning
: The remote Security Provisioning for a service of a device deployed in the field.
Repudiation: Denial by an entity of a claimed event or action.

NOTE:
This definition applies to the security context only.
-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3-------------------------------------------

Security [i.6]: A system condition that results from the establishment and maintenance of measures to protect the system.
Security association: 
a set of security attributes established to support secure communication between two entities (common service entities and/or application entities) which have performed mutual authentication. The security attributes include a description of the algorithms to be applied, and derived keys which are applied for the lifetime of the security association. 

Security association establishment
: the procedure for establishing a security association between two entities (common service entities and/or application entities)

S
ecurity Pre-Provisioning: The Security Provisioning performed prior to device deployment, e.g. during manufacturing.
Security Provisioning: The process of configuring a device to enable access to a service provided by a target entity, such as communication services or M2M Services. This involves putting in the device and target entity the security Credential that will be used for Mutual Authentication.
-----------------------End of change 3-------------------------------------------

�ALIGNMENT WITH TS-0001 & TS-0003: This term was introduces as part of new AE Registration procedures in TS-0001 at TP#1


�EDITORIAL: This term was originally “Security Bootstrapping”, but had changed over the course of the last year. The description remains unchanged


�ALIGNMENT WITH TS-0001 & TS-0003


�ALIGNMENT WITH TS-0001 & TS-0003. There is currently a definition in TS-0003, but it will be removed.





�EDITORIAL: The term “Security Bootstrapping” is no longer applicable. The correct term is “Remote Security Provisfioning”, and the definition has been moved to clause 3.1.9. “R”.
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