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	Agenda

	Meeting title:
	SEC # 9.0 (TP9 ordinary WG4 F2F)

	Chair:
	Francois Ennesser, Gemalto, francois.ennesser@gemalto.com

	Secretary:
	Victoria Gray, ETSI, victoria.gray@etsi.org

	Meeting Date:
	2014-02-17 to 2014-02-22

	Meeting Details:
	Ordinary face-to-face meeting during TP9 in Mobile, Alabama.
SEC (WG4) sessions (tentative, subject to alignment of TP Agenda):

Double Session S1: Tuesday 9:00 - 12:00, Break-out
Session S2: Tuesday 15:45 – 17:00, Break-out
Session S3: Wednesday 10:45 – 12:00, Break-out
Session S4: Wednesday 15:45 - 17:00, Break-out
Session S5: Thursday 9:00 - 10:15, Break-out
Double Session S6: Thursday 14:00 - 17:00, Break-out
Joint sessions with other WGs may be set up as needed (at least one day in advance).

	Intended purpose of

document:
	 FORMCHECKBOX 
 Decision

 Discussion

 FORMCHECKBOX 
 Information

 Other <specify>
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1
Opening of meeting 
1.1
Welcome
1.2
Schedule for WG4 
	Tuesday

	Break-out
	09:00-10:15
	WG4 (Double session S1)
Review of agenda and objectives
Status of open Action Items

Current state of deliverables

	Main
	15:45-17:00


	WG4 (Session S2)

Registration call flow (A-WG4-TP8-004)
CSF alignment actions on security (A-WG4-TP7-003)
Contributions affecting other WGs deliverables

	Wednesday

	Break-out
	10:45-12:00
	WG4 (session S3)
Credentials Management (A-WG4-TP8-003)
Bootstrapping and service connection e.g. PKI/GBA (A-WG4-TP8-001)

	Break-out
	15:45-17:00
	WG4 (session S4)
Access control (TP7 A-13-002)
Authentication  of AE/CSE/node/device (A-WG4-TP8-007)

	Thursday

	Break-out
	9:00-10:15
	WG4 (session S5)
Token-based mechanisms (A-WG4-TP8-006)
Hop-by-hop (A-WG4-TP8-005) and end-to-end security (A-WG4-TP8-002)

	Break-out
	14:00-17:00
	WG4 (Double session S6)

Review of TR-0007 for freezing content
WI-0007 schedule update

Review of work plan  to complete TR-0008 and TS-0003

Update existing Action Items status

New Action Items review

Future meeting schedule


1.3
Attendees
2
Review and Approval of Agenda

SEC-2014-00xx-SEC9_0_Agenda: Current Document
3
Review and Approval of previous Minutes 
SEC-2014-00yy  
4
Review of Objectives for the Meeting
· Support ARC WG2 for timely completion of TS-0001

· Complete at least Action Items A-WG4-TP8-004 (Security impact on registration call flow) and A-WG4-TP7-003 (ARC TS security alignment), which are essentials to enable WG2 to complete their work
· Clarify credential management / Key hierarchy (A-WG4-TP8-003) and authentication aspects (A-WG4-TP8-007)

· Precise the procedures for security bootstrapping and security association/secure connection with GBA and PKI (A-WG4-TP8-001)
· Planify Release 1 content for Access Control (TP7 A-13-002), Token mechanisms (A-WG4-TP8-006), hop-by-hop (A-WG4-TP8-005) and end-to-end security (A-WG4-TP8-002)
· Plan future actions to ensure timely completion of WI-0007
· Completion and freeze of content of Security Analysis TR-0008

5
Action Item Status

	REFERENCE
	WHAT
	WHO
	STATUS

	TP7 A-13-002 
	Relationship between RBAC/AR/ACL and other security mechanisms such as authentication and authorization (lead WG4)
	Lead Oberthur Technologies
	ONGOING

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-004
	Specify the interaction of security with the initial registration call flow (the later being the responsibility of ARC)
	Lead AlcatelLucent + BT
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN

	A-WG4-TP8-007
	Clarify the authentication of AEs, CSEs and Nodes: For example, is an AE authenticated to the CSE in the same node?
	Lead LG Electronics
	OPEN


6 Basic Security mechanisms

6.1 Identification

6.1.1 Security aspects related to the Identifiers

6.2 Authentication and Key agreement

6.3 Security aspects for Initial registration Procedure and call flow
7 Access Control Management
6.1 General Procedure
6.2 Access Control Decision Policy (Data structure for Decision)

6.3 Others 
8 Credential Management

8.1 Service Layer Key Hierarchy

8.2 Bootstrapping

8.2.1 GBA

8.2.2 PKI

8.3 Security Association Establishment

8.3.1 GBA

8.3.2 PKI
9 Others
10 Planning for next Meeting(s)
Organization of e-mail discussion threads

Next Conference Calls
Next Face-to-Face
11 Any other business
12 Closure of meeting
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