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	Agenda

	Meeting title:
	SEC # 9.0 (TP9 ordinary WG4 F2F)

	Chair:
	Francois Ennesser, Gemalto, francois.ennesser@gemalto.com

	Secretary:
	Victoria Gray, ETSI, victoria.gray@etsi.org

	Meeting Date:
	2014-02-17 to 2014-02-22

	Meeting Details:
	Ordinary face-to-face meeting during TP9 in Mobile, Alabama.
SEC (WG4) sessions (tentative, subject to alignment of TP Agenda):

Double Session S1: Tuesday 9:00 - 12:00, Break-out
Session S2: Tuesday 15:45 – 17:00, Break-out
Double Session S3: Wednesday 9:00 – 12:00, Break-out
(WG2 Session on Security: 14:00-15:15, Main room)

Session S4: Wednesday 15:45 - 17:00, Break-out

(Drafting session on TR-0008: 17:15-18:30)
Session S5: Thursday 9:00 - 10:15, Break-out
Triple Session S6: Thursday 14:00 - 18:00, Break-out
Joint sessions with other WGs may be set up as needed (at least one day in advance).

	Intended purpose of

document:
	 FORMCHECKBOX 
 Decision

 Discussion

 FORMCHECKBOX 
 Information

 Other <specify>


Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by all provisions of IPR policy of the admitting Partner Type 1 and permission that all communications and statements, oral or written, or other information disclosed or presented, and any translation or derivative thereof, may without compensation, and to the extent such participant or attendee may legally and freely grant such copyright rights, be distributed, published, and posted on oneM2M’s web site, in whole or in part, on a non-exclusive basis by oneM2M or oneM2M Partners Type 1 or their licensees or assignees, or as oneM2M SC directs.

oneM2M Procedure Notice: 
oneM2M activities must adhere to the oneM2M Partnership Agreement and Working Procedures, which are based on principles such as fairness, due process, openness and transparency.

IPR Notices: 
Each oneM2M Partner Type 2 and oneM2M Member contributing to the technical work of oneM2M must grant a perpetual, worldwide, royalty-free, nonexclusive license: to incorporate material from contributions into oneM2M Technical Specifications and Technical Reports; and for the oneM2M Partners Type 1 to publish the contributed material in Technical Specifications and Technical Reports.  Care should be taken when making contributions containing third party material to ensure that the contributor has the right to grant the appropriate license for this material.
Each oneM2M Member who engages in oneM2M activities through its membership in a Partner shall be required to comply with that Partner Type 1’s IPR policies, procedures and guidelines with respect to the availability of licenses for IPR(s) that are or may be essential to implement Technical Specifications and/or Technical Reports developed in oneM2M.

oneM2M cannot ensure the accuracy or completeness of any disclosure, investigate the validity or existence of a patent, or determine whether a patent is essential to the use of a oneM2M Technical Specification or Technical Report. 

Antitrust Risk Notice: 
oneM2M participants should be sensitive to, and avoid discussions within oneM2M on, sensitive topics such as licensing terms, price, territories, specific contractual terms, etc.

1
Opening of meeting 
1.1
Welcome
1.2
Schedule for WG4 
	Tuesday

	Azalea
	09:00-10:15
	WG4 (Double session S1)
Review of agenda and objectives
Status of open Action Items

Contributions affecting ARC TS-0001
(Agenda Item 6, 7.2 and 8)



	Azalea
	15:45-17:00


	WG4 (Session S2)

Consolidation of contributions affecting ARC TS-0001
(Agenda Items 6, 7.2 and 8)
Security Procedures template based description
(Agenda Item 7.1)

	Wednesday

	Azalea
	9:00-12:00
	WG4 (Double session S3)
Finalization of Security introduction in ARC TS-0001

Side effect on TS-0003 and/or TR-0008
(Agenda Items 6, 7 and 8)

	Camellia
	14:00-15:15
	WG2 session on Security

WG2 discussion on security contributions for ARC TS-0001

	Azalea
	15:45-17:00
	WG4 (session S4)
Remaining contributions affecting TS-0003
(Agenda Item 7)

	Azalea
	17:15-18:30
	(Drafting session on TR-0008)



	Thursday

	Azalea
	9:00-10:15
	WG4 (session S5)
Contributions affecting TR-0008 

(Agenda Item 9)

	Azalea
	14:00-18:00
	WG4 (Triple session S6)

Any open contributions
Review of TR-0007 for freezing content
WI-0007 schedule update

Identification of Release 1 Priorities

Review of work plan  to complete TR-0008 and TS-0003

Update existing Action Items status
New Action Items review

Future meeting schedule


1.3
Attendees
2
Review and Approval of Agenda

SEC-2014-0007R01-SEC9_0_Agenda: Current Document
3
Review and Approval of previous Minutes 
By E-mail
4
Review of Objectives for the Meeting
· Support ARC WG2 for timely completion of TS-0001

· Complete at least Action Items A-WG4-TP8-004 (Security impact on registration call flow) and A-WG4-TP7-003 (ARC TS security alignment), which are essentials to enable WG2 to freeze the content of TS-0001
· Clarify credential management / Key hierarchy (A-WG4-TP8-003) and authentication aspects (A-WG4-TP8-007)

· Precise the procedures for security bootstrapping and security association/secure connection with GBA and PKI (A-WG4-TP8-001)
· Planify Release 1 content for Access Control (TP7 A-13-002), Token mechanisms (A-WG4-TP8-006), hop-by-hop (A-WG4-TP8-005) and end-to-end security (A-WG4-TP8-002)
· Plan future actions to ensure timely completion of WI-0007
· Completion and freeze of content of Security Analysis TR-0008

5
Action Item Status

	REFERENCE
	WHAT
	WHO
	STATUS

	TP7 A-13-002 
	Relationship between RBAC/AR/ACL and other security mechanisms such as authentication and authorization (lead WG4)
	Lead Oberthur Technologies
	ONGOING

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-004
	Specify the interaction of security with the initial registration call flow (the later being the responsibility of ARC)
	Lead AlcatelLucent + BT
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN

	A-WG4-TP8-007
	Clarify the authentication of AEs, CSEs and Nodes: For example, is an AE authenticated to the CSE in the same node?
	Lead LG Electronics
	OPEN


6 Contributions affecting deliverables from other WGs
	SEC-2014-0053
	Initial Attachment
	Oberthur Technologies
	Noted

	SEC-2014-0054
	Access Control Management text proposal for ARC TS
	Oberthur Technologies, Gemalto
	Noted

	SEC-2014-0059R08
	High level description of security procedures for ARC TS 
	Gemalto, Oberthur Technologies
	R09 agreed for WG2 presentation
R10 draft

· R11 agreed

	SEC-2014-0216
	Security alignments on M2M Identifiers
	Gemalto
	R01 Agreed for WG2 presentation
R02 draft

· R03 agreed

	SEC-2014-0217
	Service Use Resources
	Fujitsu
	Noted


7 Contributions affecting TS-0003
	SEC-2014-0044R01
	SEC CSF Architecture figure update for Security TS
	CATT
	Noted, Rev. expected

	SEC-2014-0045R01
	SEC CSF Authorization Description Update for Security TS
	CATT
	Noted, Rev expected

	SEC-2014-0047
	Key Hierarchy
	Morpho Cards, Gemalto
	47 noted, R01 expected

	SEC-2014-0047R01
	Key Hierarchy
	Morpho Cards, Gemalto
	Noted

	SEC-2014-0055R02
	MAS and MTF description
	Gemalto, Oberthur Technologies
	R02 noted, R03 expected

	SEC-2014-0055R03
	MAS and MTF description
	Gemalto, Oberthur Technologies
	Agreed

	SEC-2014-0021R01
	Access Management Update
	Fujitsu, LG Electronics
	Noted

	SEC-2014-0043
	Access Key and Access Token
	Fujitsu
	noted


7.1 Security procedures descriptions (affected deliverable TBD)

	SEC-2014-0046
	Authorization Procedure Description for Security TS
	CATT
	Noted

	SEC-2014-0056R01
	Remote Provisioning Procedure description
	Gemalto
	Noted

	SEC-2014-0057
	Application Instantiation procedure description
	Gemalto
	Noted

	SEC-2014-0058R01
	Security Association Establishment procedure description
	Gemalto
	noted


7.2 Security flow diagrams (also affecting ARC TS)
	SEC-2014-0050R02
	Architecture flow diagrams for Security TS
	Qualcomm
	Noted, rev. targeting

generic Resource expected
· Teleconfs

	SEC-2014-0051R02
	Briefing Flows for security TS
	Qualcomm
	Noted > Telreconfs


8 Contributions for discussion (not directly affecting deliverables)

	SEC-2014-0052
	Initial Attach, Re-Attach and Resource Access
	Oberthur Technologies
	Noted


9 Contributions affecting TR-0008

	SEC-2014-0048R01
	Editorial clean-up of TR-0008
	Giesecke & Devrient (Rapporteur)
	Agreed

	SEC-2014-0049
	Completion of Countermeasures
	Giesecke & Devrient
	Agreed

	SEC-2014-0218
	TR-0008 Update
	Rapporteur
	R01 completes last chapter:
Agreed


10 Planning for next Meeting(s)
Organization of e-mail discussion threads

Next Conference Calls
Next Face-to-Face
11 Any other business
12 Closure of meeting
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