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	MINUTES

	Meeting title:
	SEC # 9.0 (TP9 ordinary WG4 F2F)

	Chair:
	Francois Ennesser, Gemalto, francois.ennesser@gemalto.com

	Secretary:
	Nicole Butler,  nbutler@atis.org

	Meeting Date:
	2014-02-17 to 2014-02-22

	Meeting Details:
	Ordinary face-to-face meeting during TP9 in Mobile, Alabama.
SEC (WG4) sessions (tentative, subject to alignment of TP Agenda):

Double Session S1: Tuesday 9:00 - 12:00, Break-out
Session S2: Tuesday 15:45 – 17:00, Break-out

Session S3: Wednesday 10:45 – 12:00, Break-out

(WG2 Session on Security: 14:00-15:15, Main room)

Session S4: Wednesday 15:45 - 17:00, Break-out
Session S5: Thursday 9:00 - 10:15, Break-out
Double Session S6: Thursday 14:00 - 17:00, Break-out
Joint sessions with other WGs may be set up as needed (at least one day in advance).

	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1.1
Welcome

1.2
Schedule for WG4 

Please see the final revision of TP-2014-0395 for the weekly schedule.

1.3
Attendees
Attached as Annex 1.

1.4
Participants were encouraged to review the one M2M policies on IPR and anti-trust

2
Review and Approval of Agenda


SEC-2014-0007R06-SEC9_0_Agenda: AGREED
3
Review and Approval of previous Minutes 

All previous minutes approved electronically.
4
Review of Objectives for the Meeting
· Support ARC WG2 for timely completion of TS-0001

· Complete at least Action Items A-WG4-TP8-004 (Security impact on registration call flow) and A-WG4-TP7-003 (ARC TS security alignment), which are essentials to enable WG2 to freeze the content of TS-0001
· Clarify credential management / Key hierarchy (A-WG4-TP8-003) and authentication aspects (A-WG4-TP8-007)

· Precise the procedures for security bootstrapping and security association/secure connection with GBA and PKI (A-WG4-TP8-001)
· Plan Release 1 content for Access Control (TP7 A-13-002), Token mechanisms (A-WG4-TP8-006), hop-by-hop (A-WG4-TP8-005) and end-to-end security (A-WG4-TP8-002)
· Plan future actions to ensure timely completion of WI-0007

· Completion and freeze of content of Security Analysis TR-0008

5
Action Item Status

	REFERENCE
	WHAT
	WHO
	STATUS

	TP7 A-13-002 
	Relationship between RBAC/AR/ACL and other security mechanisms such as authentication and authorization (lead WG4) 

UPDATE: SEC must still define details and parameters for access control.  High-level input is prepared to be provided to ARC.  Following the meeting, SEC still needs to define the rules for authorization.
	Lead Oberthur Technologies
	ONGOING

	A-WG4-TP7-003
	Clarify preferred framework to describe security functionalities and align with other CSFs especially Session Establishment
UPDATE: Have some input to discuss at this meeting, item will remain open for further discussion.
	Interested companies
	OPEN

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
UPDATE: Have some input to discuss at this meeting, item will remain open for further discussion.
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
UPDATE: Have some input to discuss at this meeting, item will remain open for further discussion.
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
 UPDATE: Have some input to discuss at this meeting, item will remain open for further discussion.
	Lead Gemalto
	OPEN

	A-WG4-TP8-003
	Specify credential management (high Priority)
UPDATE: Have some input to discuss at this meeting, item will remain open for further discussion.
	Lead LG Electronics +  Qualcomm
	OPEN

	A-WG4-TP8-004
	Specify the interaction of security with the initial registration call flow (the later being the responsibility of ARC)
UPDATE: Have some input to discuss at this meeting, item will remain open for further discussion.  Following this SEC#9 meeting, it was AGREED this item has been addressed and the item is CLOSED.
	Lead AlcatelLucent + BT
	CLOSED

	A-WG4-TP8-006
	Specify token interactions with authentication
UPDATE: Have some high-level input to discuss at this meeting, item will remain open for further discussion.
	Lead Oberthur Technologies
	OPEN

	A-WG4-TP8-007
	Clarify the authentication of AEs, CSEs and Nodes: For example, is an AE authenticated to the CSE in the same node?
UPDATE: Have some input to discuss at this meeting, item will remain open for further discussion.  Following this SEC#9 meeting, it was AGREED this item has been addressed and the item is CLOSED.
	Lead LG Electronics
	CLOSED


6 Contributions affecting deliverables from other WGs

SEC-2014-0052 and SEC-2014-0053- Initial Attachment
· Presented by Dragan Vujcic, Oberthur Technologies

· Comments and Issues

· Document SEC-2014-0052 is a presentation designed to clarify the concepts proposed in SEC-2014-0053.  The relevant content of SEC-2014-053 has been integrated into SEC-2014-0059R06 for discussion and agreement.
· Participants discussed if there is a need for a contribution on authorization procedures.  It was noted this text is included in the SEC-2014-0059R06 document.  
· Concerns were expressed that the device parameters are not being adequately covered in these procedures, and further discussion may be needed.  

· Decisions and Actions
Action <A-WGx-2013-9999. Responsible person will take action>
SEC-2014-0052, Initial Attachment Presentation, was NOTED.
SEC-2014-0053, Initial Attachment, was NOTED.
SEC-2014-0054- Access Control Management text proposal for ARC TS
· Presented by Dragan Vujcic, Oberthur Technologies
· Comments and Issues

· This contribution has been merged into SEC-2014-059R06.
· Decisions and Actions
Action <A-WGx-2013-9999. Responsible person will take action>
SEC-2014-0054, Access Control Management Text Proposal for ARC TS, was NOTED.

SEC-2014-0059R06- High level description of security procedures for ARC TS
· Presented by Francois Ennesser, Gemalto
· Comments and Issues

· This revision contains text from SEC-2014-052, SEC-2014-053 and SEC-2104-054.  The goal of this contribution is to provide input into the Architecture Technical Specification on a high level description of security procedures.
· Participants discussed changes for clarity, and edits were made resulting in the creation of SEC-2014-0059R07.  
· Discussion occurred regarding the use of the term “may” and clarity was requested regarding the mandated requirements for security.  Edits were reviewed regarding the use of normative and informative language.  

· It was further recommended to remove the reference to “applications.”

· It was proposed that some of the details regarding provisioning be removed to keep the text more clear and concise.  Several edits were made in this section and are reflected in SEC-2014-0059R07.  R07 was posted during a meeting bread for participant review, all remaining edits were integrated into R08 during subsequent discussions.
· Further details may be needed on the meaning of application distributer.  Edits were made to the text to reduce any confusion.  

· Edits were proposed to Figure 2 in Steps 2 and 5 so it is aligned with the text in the contribution.  Discussion occurred regarding the most important items to capture in the figure in order to assist ARC in the development of their document.  Considerable discussion occurred regarding the most appropriate Figure 2 content to be included in the document to be shared with ARC.  A proposed updated figure is expected in a contribution.
· Participants reviewed text regarding the identification and authentication of CSE and AE.  Discussion occurred regarding the potential need for a registration authority for oneM2M security credentials.  
· Following a break in the meeting, participants discussed SEC-2014-0059R08, containing all changes made during the meeting discussions.  Edits were made to reflect where SEC proposes the text to go in the Architecture TS.  It was proposed that the security text be included in subsection 6.2.10 of the Architecture TS.  This resulted in the creation of SEC-2014-0059R09.
· Participants agreed that SEC-2104-0059R09 will be presented to WG#2, Architecture, for their discussion.

· A subsequent version SEC-2014-0059R11 contains editorial changes for clarity and consistency, as well as some changes recommended by the ARC participants, and will be the version that is shared with Architecture.

· Decisions and Actions
SEC-2014-0059R06, High Level Description of Security Procedures for ARC TS, was NOTED.
SEC-2014-0059R07, High Level Description of Security Procedures for ARC TS, was NOTED.
SEC-2014-0059R08, High Level Description of Security Procedures for ARC TS, was NOTED.
SEC-2014-0059R09 and SEC-2014-0059R11, High Level Description of Security Procedures for ARC TS, were AGREED and SEC-2014-0059R11 will be shared with WG#2- Architecture.
· SEC-2014-0216- Security Alignments on M2M Identifiers
· Presented by Francois Ennesser, Gemalto
· Comments and Issues

· This contribution contains proposed security alignments with M2M identifiers to be shared with WG#2, Architecture.  
· Participants discussed some suggestions for clarity, and edits were made resulting in the creation of SEC-2104-0217R01.

· Further discussion occurred on M2M Node Identifiers, and additional text was added to provide more guidance to ARC.  Further discussion will be need going forward regarding pre-provisioning.
· SEC-2014-0216, Security Alignments on M2M Identifiers was AGREED for sharing with WG#2- Architecture.
· SEC-2104-0216R02 was subsequently uploaded following discussions with Architecture participants, to include some edits for clarity and consistency with ARC work.  Participants discussed if a note needs to be added that security provisioning is still for further study, and SEC-2014-0216R03 was created with the needed edit.  This version will be shared with WG#2, Architecture.

· Decisions and Actions
SEC-2014-0216, Security Alignments on M2M Identifiers, was NOTED.
SEC-2014-0216R01 and SEC-2014-0216R03 Security Alignments on M2M Identifiers, were AGREED.  SEC-2104-0216R03 will be shared with WG#2, Architecture.  
· SEC-2014-0217- Service Use resource
· Presented by Shingo, Fujimoto, Fujitsu

· Comments and Issues

· This contribution proposes to add a new resource type for service use.
· It was noted there is a current contribution proposed to ARC on this topic and the contributors may wish to align their input.  
· Discussion occurred regarding the need to extend the use of accessCredential to other elements, and how the new resource type might impact existing security aspects.  
· It was noted that further discussion is needed on this contribution and a revision is expected.
· Decisions and Actions
SEC-2014-0217, Service Use Resource, was NOTED, a revision is expected.

7 Contributions affecting TS-0003

Document SEC-2014-0044R01- SEC CSF Architecture figure update for Security TS
· Presented by Wei Zhou (Datang Telecom Technology@Industry Holdings Co., LTD)
· Comments and Issues

· This contribution proposes an update and description to the CSF Architecture figure update for the Security TS.
· Participants discussed the layers represented in the architecture, and if they need to be standardized.  It was proposed to remove some or all of the represented layers.  Further, it was noted that the layers should be harmonized with the ARC technical specification.  After much discussion it was noted that offline discussion is needed to come to a consensus decision.
· Participants reviewed a revised contribution SEC-2014-044R03, and it was AGREED.

· Decisions and Actions
SEC-2014-0044R01, SEC CSF Architecture Figure Update for Security TS, was NOTED, a revision is expected.
SEC-2014-0044R03, SEC CSF Architecture Figure Update for Security TS, was AGREED.
SEC-2014-0045R01- SEC CSF Authorization Description Update for Security TS
· Presented by Wei Zhou (Datang Telecom Technology@Industry Holdings Co., LTD)
· Comments and Issues

· This contribution proposed an update to the description of CSF Authorization to the Security TS.
· Participants discussed if the proposal would be appropriate for the Technical Specification, or if it is better suited for the Technical Report.    Too much additional detail may be needed to include the proposal in the Release 1 Technical Specification.  
· It was noted that further description of decision policy structure and policy points would be needed for this proposal to be included in the technical specification.
· A new contribution is expected containing less detail which would be more appropriate for the technical specification.

· Offline discussions are needed to formulate a revised contribution for possible inclusion in the technical report.  Interested participants are encouraged to work with the contributor to produce this revision.  
· Participants discussed the particular text and possible figures for inclusion in the technical specification.  Recommended notes were added regarding the separation of the PAP and PIP on different CSEs from the PDP.  This discussed text will be included in SEC-2014-0045R02, and was AGREED.
· Decisions and Actions
SEC-2014-0045Ro1, SEC CSF Authorization Description Update for Security TS, was NOTED, a revision is expected.
SEC-2014-0045Ro2, SEC CSF Authorization Description Update for Security TS, was AGREED.
Document SEC-2014-0047- Key Hierarchy
· Presented by Mireille PAULIAC (Gemalto N. V (ETSI)
· Comments and Issues

·  Participants added a sentence noting there  is one root key per CSE per Service Provider
· Application provider should be able to generate the key.

· This seems to be the equivalent of KA which caused problems in the ETSI specs and was eventually removed.

· Who actually owns the root key, who generates the root key, and how they are generated, needs to be stated in the specification.

· Participants discussed the revised contribution SEC-2014-0047R01.  Participants noted some concern that the relationship between  the root key and the long-term key is not clearly defined.  Participants further asked about the relationship between the short and long term keys and the connection key.  It was noted that a solution based on an asymmetric key may be useful from Fujitsu.  
· Further edits are needed for this contribution and a revision is expected.  Participants discussed the proposed SEC-2014-0047R02.  It is important to agree on the terminology that is proposed in this contribution.   There was considerable discussion about the meaning of “long-term key” and “connection key.”  A revision is expected.  
· Decisions and Actions
SEC-2014-0047, Key Hierarchy, was NOTED.
SEC-2014-0047R01, Key Hierarchy, was NOTED.
SEC-2014-0047R02, Key Hierarchy, was NOTED.
Document SEC-2014-0055R02- MAS and MTF description
· Presented by Mireille PAULIAC (Gemalto N. V. (ETSI))
· Comments and Issues

·  This contribution proposes Trust Enabler functions for enrolment, authentication and authorization.
· It was proposed that this text should not be contained in " 6.3.x Sensitive data handling section".

· The X.x.1 title should be changed to "Trust Enabler Security Functions in Infrastructure Domain".

· Throughout the contribution the text should be changed from "service domain" to "infrastructure domain".

· Discussion occurred as to where this proposal should go in the specification and whether or not it is specific to the infrastructure domain
· Participants suggested to remove the DIAMETER example.

· An updated revision, SEC-2014-0055R03 was shared for discussion.  Participants discussed this updated contribution.  Additional edits were suggested for alignment with decisions reached within ARC.  Further edits were made resulting in the creation of SEC-2014-005R04, which was AGREED.
· Decisions and Actions
SEC-2014-0055R02, MAS to MTF Description, was NOTED, a revision expected.
SEC-2014-0055R03, MAS to MTF Description, was NOTED.
SEC-2014-0055R03, MAS to MTF Description, was AGREED.

Document SEC-2014-0021R01- Access Management Update
· Presented by Shingo Fujimoto, Fujitsu

· Comments and Issues

·  This contribution proposes an update to the description of Access Management.

· Participants discussed the role of the CSE in this description.  
· It was noted offline discussion is needed and interested parties were encouraged to work with the contributor on a revision
· Decisions and Actions
SEC-2014-0021R01, Access Management Update, was NOTED, a revision expected.
Document SEC-2014-0220- Service Access Credentials
· Presented by Shingo Fujimoto, Fujitsu

· Comments and Issues

·  This contribution proposes an update to the description of Service Access Credentials.

· Participants discussed when authorization occurs for access credentials.  

· It was suggested that edits be added to make it clear that this situation is applicable when token based access is used.  More introductory text on the top of the table may also be helpful.    
· It was noted offline discussion is needed and interested parties were encouraged to work with the contributor on a revision to bring to the ARC group.  
· Decisions and Actions
SEC-2014-0220, Service Access Credentials, was NOTED, a revision expected to be shared with ARC.
7.1 Security procedures descriptions (affected deliverable TBD)

SEC-2014-0046- Authorization Procedure Description for Security TS
· Presented by Wei Zhou (Datang Telecom Technology@Industry Holdings Co., LTD)
· Decisions and Actions
SEC-2014-0046 was NOTED
Document SEC-2014-0056- Remote Provisioning Procedure description
· Presented by Francois Ennesser (Gemalto N. V. (ETSI))
· Decisions and Actions
SEC-2014-0056 was NOTED.

Document SEC-2014-0057- Application Instantiation procedure description

· Presented by Francois Ennesser (Gemalto N. V. (ETSI))
· Decisions and Actions
SEC-2014-0057 was agreed NOTED.

Document SEC-2014-0058R01- Security Association Establishment procedure description
· Presented by Francois Ennesser (Gemalto N. V. (ETSI))
· Decisions and Actions
SEC-2014-0058 was NOTED.
· Document SEC-2014-0219- Document SEC-2014-0058R01- Security Association Establishment procedure description

· Presented by Wolfgang Granot,  (Qualcomm )
· Decisions and Actions

SEC-2014-0219 was NOTED.

7.2 Security flow diagrams (also affecting ARC TS)

Document SEC-2014-0050R02 - Architecture flow diagrams for Security TS
· Presented by Wolfgang Granot,  (Qualcomm )
· Comments and Issues

· It was recommended not to use colours to distinguish which components the text refers to.
· Definition of  kca has “kcc” which should be kca

· Change "Security Note" to "Note"

· It is important to combine the terminology in this contribution with existing agreed terminology.

· Participants further discussed adding a generic gba solution to the call flows.  Edits were suggested to reflect that change.  
· Participants discussed if there are still edits and changes required for the text before the group can agree to the contribution.  
·  This document may also need to be harmonized with other existing documents on the architecture flow diagrams.  
· Decisions and Actions
SEC-2014-0050R02, Architecture Flow Diagrams for Security TS, was NOTED.
Document SEC-2014-0051R02 - Briefing Flows for security TS
· Presented by Qualcomm
· Comments and Issues

· This contribution proposes further flow diagrams for the Security TS.
· Participants discussed the best path forward for the discussion and integration of this flow, noting it was initially proposed as a further study item.  
· It was noted this topic will be discussed further during interim conference calls.  

· Decisions and Actions
SEC-2014-0051R01, Briefing Flows for Security TS, was NOTED, a revision is expected.
8 Contributions affecting TR-0008

Document SEC-2014-0048R01- Editorial clean-up of TR-0008
· Presented by Claus Dietze (Giesecke & Devrient GmbH)
· Comments and Issues

· This contribution provides several editorial corrections and updates to the Security Technical Report.
· Decisions and Actions
SEC-2014-0048R01, Editorial Clean-Up of TR-0008, was AGREED.
Document SEC-2014-0049- Completion of Countermeasures
· Presented by Claus Dietze (Giesecke & Devrient GmbH)
· Comments and Issues

· This contribution completes the sections on countermeasures.
· Decisions and Actions
SEC-2014-0049, Completion of Countermeasures, was AGREED.
Document SEC-2014-0218- TR Update
· Presented by Claus Dietze (Giesecke & Devrient GmbH)
· Comments and Issues

· This contribution contains proposed updates formed during a drafting session for TR-0008.
· The remaining editors notes were discussed and participants determined methods to address them prior to freezing the document.  It was proposed a revised contribution could contain text to fill in these sections.  
· Participants revised SEC-2014-218R01 containing test to fulfil the remaining editor’s notes.  
· Some editorial work may need to be done following the FREEZE of this document in order to ensure the language is consistent throughout.  

· Decisions and Actions
SEC-2014-0218, TR Updates, was NOTED.
SEC-2014-0218R01, TR Updates, was AGREED

Participants noted some editorial work may need to be done however SEC agreed to FREEZE the Security TR-0008 and that result will be reported to the Technical Plenary. 
9 Planning for next Meeting(s)

Next Conference Calls: 1300-1500UTC, on Wednesday March 5, 12, 19 and 26.
Next Face-to-Face: April 7-11, 2014, Berlin, Germany
10 Any other business
· The Security Technical Specification is considered 35% complete.  SEC will propose a revision of the work item to push the FREEZE date of the specification to TP#11.  SEC AGREED to this plan of action.  
· The Security Technical Report has been moved to FREEZE.
11 Closure of meeting

The Chair thanked participants for all of their efforts and closed the meeting.
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