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1
Rationale
This contribution proposes new clause for Access Control Mechanism
========================Start of 1st Change==========================
X.X.X
Access Control Mechanism
· Case 2: Hosting CSE works as PEP and IN-CSE works as PDP
In this case, Hosting CSE works PEP and IN-CSE works PDP functionality as described in clause 6.3.2. When a request message is received by the Hosting CSE, the Hosting CSE sends access control decision request to IN-CSE and gets access control response from IN-CSE. The request contains the identifier of the Originator, the operation to be executed, and the target resource URI. It may also include an access token applied for access control.

The Hosting CSE and IN-CSE shall perform following steps to validate the Request to access a target resource.

Editor’s note: FFS for the interface between Hosting CSE and IN-CSE and request/response of the interface.
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Step 001:
When Hosting CSE receives a request from an Originator, Hosting CSE makes an access control decision request based on the information in Originator’s request and sends the access control decision request to IN-CSE.
Step 002: 
IN-CSE verifies whether Originator has M2M Service Subscription enough to perform the request. The detailed description of this step is specified in clause X.X.X.1 M2M Service Subscription verification.
Step 003:
If the request is validated in step 2, the IN-CSE proceeds to step 3.

In this step, the Hosting CSE verifies whether Originator has enough privileges to perform the request by checking <accessControlPolicy> resource that applies to the targeted resource

The detailed description of this step is specified in clause X.X.X.2 Access Control Policy verification.
Step 004: 
IN-CSE sends access control decision response. If step 2 and step 3 verifications have been passed, the response contains “access granted”. If any of step 2 and step 3 is not passed, the response contains “access denied”. 
Step 005:
Hosting CSE performs the request only if the response of step 4 has “access granted”. 
After this procedure, Hosting CSE sends proper response to the Originator.
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