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Group Authentication Necessity
The oneM2M authentication mechanisms require both entities (e.g., AEs/CSEs) to authenticate each other (verify the entity identifier assigned to the correspondent entity specified in TS0001), and then establish session secrets for protecting communication between the entities. 

In fact, the authentication mechanism shall be implemented in various use cases defined in TR0001 such as smart meter reading, Environmental Monitoring of Remote Locations to Determine Hydropower, Smart building, etc. For example, smart meter reading has a large amount of smart meters deployed in a block to communicate with the Utility Data Center / AMI Headend, and they would have same behaviour based on default configuration or charging policy, which leads to communicate with Utility Data Center simultaneously. As a result, it will cause the conjunction for Utility Data Center. We made the following analysis based on the smart meter example also. 
1. Use case description 
There are two main flows (i.e., flow A and B) as shown in Figure 5-7 in TR0001. The detailed descriptions contain below:
In flow A, the Utility Data Center / AMI Headend can make a request to the Smart Meter directly. Typically there may be 3 to 6 such requests per day (typically < 10 times per day). The request could indicate that the current meter reading is desired. Alternatively, multiple meter readings over a period of time such as for a few hours (e.g. from 2 p.m. to 8 p.m.) for a given day or across days could be requested. The Smart Meter completes the request and communicates it back to the Utility Data Center / AMI HeadEnd. 
In flow B, the Utility Data Center / AMI Headend can make a request to the Smart Meter that can be received via the DAP. Typically there may be 3 to 6 such requests per day (typically < 10 times per day). The Smart Meter completes the request and sends its response to the DAP. The DAP entity can subsequently buffer the data for some time, receive data from many meters. In some variants, the DAP may serve merely as a router, so that it directly forwards the smart meter response to the Utility Data Center / AMI HeadEnd without performing any aggregation tasks. 
2. Traditional authentication mechanism: 
1) For flow A, the authentication mechanism is illustrated in Figure 1.Utility Data Center / AMI Headend can make a request to the Smart Meter directly, each smart meter needs to make mutual authentication with the Utility Data Center / AMI Headend. 
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Figure 1. Authentication mechanism for flow A
2) For flow B, Utility Data Center / AMI Headend can make a request to the Smart Meter that can be received via the DAP. 
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Figure 2. Authentication mechanism for flow B

The current authentication mechanism is illustrated in Figure 2:

a) Each meter is authenticated with the Data Aggregation Point (DAP). DAP will authenticate the meter one by one. After that, DAP should make mutual authentication with Utility Data Centre. Then Utility Data Center can confirm DAP identity.

b) Meter will set up security connection with DAP, and DAP will also set up security connection with Utility Data Center. When a meter wants to send data to Utility Data Center, it should send the data confidential protected to DAP first. DAP will decrypt the data and transfer it to Utility Data Center by using the security protection mechanism between DAP and itself.
3. Security analysis:

The conventional authentication mechanism has the following security problems:

1) Flow A: All meters need to make mutual authentication with the Utility Data Center directly. It brings much communication cost for the Utility Data Center. Especially, when they upload meter number report at the same time, or the Utility Data Center need to re-configure all smart meters at the same time.
2) Flow B: 

In order to reduce the communication cost for the Utility Data Center, flow B exploits DAP to be an agent to transmit the aggregated data from the meters to the Utility Data Center. However, it also has the following security problems:
a) It may exist the middle attack by the DAP. The details is: All meters are authenticated by the DAP and no direct authentication from Utility Data Center to meter, so Utility Data Center can get the smart meter’s identity only through the DAP. However, the DAP would be placed in unsecure place or owned by different provider rather than this Utility Data Center. If the DAP is compromised or lie to Utility Data Center, DAP would act as a middle attacker to make fake authentication to meters and report fake identity to Utility Data Center. 
b) Privacy concern: All information from meters is transferred through DAP, and the DAP knows all information generated by meters. Based on security consideration, if the DAP is owned by different owner other than the meters' and Utility Data Centers' owner, the DAP should not get the message. So when the DAP is compromised, the DAP knows everything, then the attacker can eavesdrop on all kinds of data of the smart meters. Hence, each meter should set up a secure end-to-end tunnel with Utility Data Center. We should consider to have a transparent pass from the DAP so that DAP does not decrypt the information. 
4. Conclusion
So from the analysis above, when smart meters perform bulk configuration information updates, Utility Data Center should request another authentication and key generation procedure with both smart meters and the agent. This will bring complexity and overhead to the system. In order to reduce the cost and simplify a lot of overhead with the same characteristics of these groups of meter or sensor node group-based operations, it is needed to provide group authentication. 

For example, when the configuration information is needed to be update, it is needed to ensure that only the correct nodes can receive the information, not the wrong nodes. In addition, it is required to check the identity of the meters when they send the meters number to the Utility Data Center.
In brief, it is needed to provide group authentication to establish end-to-end communication for security and privacy protection, reduce the communication overhead and stress on constrained devices.

And we propose a specific contribution so called “SEC-2014-xxxx-Group Authentication Mechanism for Security TS” to describe the group authentication mechanism.
==================< Start of Change (New Text) >=================

6.3.1.3
Authentication

This component provides authentication services to the Application Layer.
The M2M entities (e.g., ASN or ADN) with the same feature can utilize group authentication to Utility Data Center (e.g., infrastructure node) in order to provide end-to-end secure tunnel as well as reducing the communication overhead.
==================< End of Change >===========================
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