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	MINUTES

	Meeting title:
	SEC 11 F2F meeting (TP 11)

	Chair:
	Francois Ennesser

	Secretary:
	Karen Hughes, ETSI/Changho RYOO, TTA

	Meeting Date:
	2014-06-09 to 2014-06-13

	Meeting Details:
	Ordinary face-to-face meeting during TP11 in Xi’An, China


	Intended purpose of

document:
	 Decision

 Discussion

 Information

 Other <specify>


oneM2M Notice

The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.

1
Opening of the meeting


1.1
Welcome
The Chair opened the meeting and welcomed the participants.
1.2
Schedule

The Chair went through the schedule for the week.

2
Review & Approval of Agenda


	SEC-2014-0317R05
	SEC 11 Agenda
	WG Chair


Presented by WG4 Chair

Comments and Issues 
· Agreed to schedule change for WG4 (From Tue to Mon) based on R03 
· Suggested to pre-discuss and try to harmonize the common parts if applicable 
· Authentication
	SEC-2014-0313
	Group Authentication Necessity for security TS
	China Mobile
	D1, S5

	SEC-2014-0301R02
	Group authentication description for security TS
	Huawei Technologies Co., Ltd.
	D1, S5

	SEC-2014-0314
	Group Authentication Mechanism for Security TS
	China Mobile
	D1, S5


· Agreed to present following contribution as “NOTED”  in Informative security contributions

SEC-2014-0295R01-Authorization Architecture discussion

Presented during SEC 10.7

SEC-2014-0295R01 was NOTED

SEC-2014-0317R04 was AGREED

SEC-2014-0333- WG4_status_and_R1_outlook
Presented by Francois Ennesser, WG4 Chair

Comments and Issues

· Security Bootstrapping: consider choosing the options on different market preference (vertical vs Infra structure) for technical decision.

· Re-check any ACP issues to clarification on WG2 TS-0001: resolved 
· Discussed the Scope and contents of Initial Release including Identification and authentication topics: FFS 

· Encourage for further discussion
SEC-2014-0333 was NOTED

3
Review & Approval of Previous Minutes
	
SEC-2014-0319
	Minutes_10_7
	K. Hughes, Secretary


SEC-2014-0319-Minutes was AGREED
4
Review Objectives for the Meeting


· Bring Security Technical Specification TS-0003 to Freeze state

· Put resulting TS-0003 baseline under Change Control.
5
Review of Action Status

	REFERENCE
	WHAT
	WHO
	STATUS

	A-WG4-TP8-001
	Complete the work on PKI-based and GBA-based bootstrapping specifications
	Lead Qualcomm, Gemalto
	OPEN

	A-WG4-TP8-005
	Specify the hop-by-hop (node to adjacent node) security
	Lead Qualcomm
	OPEN

	A-WG4-TP8-002
	Develop a vision towards end-to-end security
	Lead Gemalto
	OPEN

	A-WG4-TP10.6-001
	Identify security API services
	All
	OPEN

	A-WG4-TP10.7-001
	Clarify applicability of DM technology for remote administration
	Qualcomm, AlcatelLucent
	OPEN

	A-WG4-TP8-006
	Specify token interactions with authentication
	Lead Oberthur Technologies
	OPEN

	A-WG4-TP11-001
	clean up the text in contribution 0335
	Phil Hawkes
	NEW

	A-WG4-TP11-002
	integrate the existing descriptions of access control procedure into a new clause based on 0336R0
	Qualcomm & CATT
	NEW

	A-WG4-TP11-003
	address Security over Mcc'
	All
	NEW

	A-WG4-TP11-004
	add text to clause 8 to guide reader through the security frameworks
	Gemalto
	NEW

	A-WG4-TP11-005
	add text to section 8.1.1.1, 8.1.2.1, 8.2.3.1
	Gemalto
	NEW

	A-WG4-TP11-006
	clarify schemes for private signing keys.
	Qualcomm
	NEW

	A-WG4-TP11-007
	Qualcomm to clarify coorelations to trust self signed certificates considering OCSP andCRL
	Qualcomm
	NEW

	A-WG4-TP11-008
	Qualcom to clarify throughout the document that SA one single hop
	Qualcomm
	NEW

	A-WG4-TP11-009
	Qualcom to consider parameters transferred between MEF and MAF in chapter 8 figures.
	Qualcomm
	NEW


6
Contributions


SEC-2014-0313- Group Authentication Necessity for security TS

Presented by China Mobile
Comments and Issues

· This contribution introduces the necessity to bring into group authentication based on the analysis of the traditional authentication solutions and want to be  incorporated text into an appropriate section of the Security TS-0003

· Handshaking performance with security 
· Clarification on bottleneck issue could be the scheduling problem not security matter. 
SEC-2014-0313 was NOTED
· It was felt that this was a well described contribution – it was suggested that it would be appropriate to create a new section in Annex B for this text. The Rapporteur will include this into the Annex B. 
· It was suggested that this could also be added to the requirements as it is a use case however this would take a lot of time to reformat the text to fit 

· The revised specification should be available 7 days after the meeting

· R03 – change the title to show that this is for the Annex

SEC-2014-0313R02 was NOTED

SEC-2014-0313R03 was AGREED

SEC-2014-0314- Group Authentication Mechanism for Security TS

Presented by China Mobile
Comments and Issues

· This contribution presents the general description of group authentication mechanism for the security TS and want to be  incorporated text into an appropriate section of the Security TS-0003

· Clarified the Group agent is the trusted entity
· Session key already exists in Step 10.
· The group supports the needs for Security parameter Information and timing for inputs whether the issues specify in part of Rel 1: editor notes and FFS 
· The justification of  the Group Authentication is the useful at this stage
· Discussed how to proceed this new feature to consider freezing initial release and ARC issues: need to concrete proposal
SEC-2014-0314 was NOTED

SEC-2014-0314R01 was NOTED

SEC-2014-0298- Authorization Architecture Modification

Presented by LG Electronics
Comments and Issues

· This contribution proposes to revise authorization architecture and to discuss some points in memo.
· Clarified PAP/PID concept  
SEC-2014-0298 was NOTED

SEC-2014-0287R01- Overall Access Control Mechanism

Presented by LG Electronics
Comments and Issues

· This contribution proposes Access Control Mechanism of oneM2M
· More comments are expected and encourage offline discussion in case 
SEC-2014-0287R01 was NOTED

Revision expected

SEC-2014-0321 Proposing Clause 9 for Authorization architecture
Presented by CATT

Comments and Issues

· This contribution proposes creating a new clause for describing Authorization Architecture in the Security TS.
· Clarification of New work items: No.

SEC-2014-0321 was OPEN

SEC-2014-0322 Proposal for Clause 9 oneM2M Access Control Policy
Presented by CATT

Comments and Issues

· This contribution proposes creating a new sub-clause for describing oneM2M Access Control Policy in Clause 9 in the Security TS.
SEC-2014-0322 was OPEN

SEC-2014-0323 Proposal for Clause 9 Interfaces between authorization components

Presented by CATT

Comments and Issues

· This contribution proposes creating a new sub-clause for describing Interfaces between Authorization Components in Clause 9 in the Security TS.
SEC-2014-0323 was OPEN

SEC-2014-0324 Proposal for Clause 9 Operation and procedures in PDP

Presented by CATT

Comments and Issues

· This contribution proposes creating a new sub-clause for describing Operations and Procedures in PDP in Clause 9 in the Security TS.
SEC-2014-0324 was OPEN

SEC-2014-0325 Proposal for Clause 9 Operation and procedures in PAP

Presented by CATT

Comments and Issues

· This contribution proposes creating a new sub-clause for describing Operations and Procedures in PAP in Clause 9 in the Security TS.
SEC-2014-0325 was OPEN

SEC-2014-0326 Proposal for Clause 9 Operation and procedures in PIP

Presented by CATT

Comments and Issues

· This contribution proposes creating a new sub-clause for describing Operations and Procedures in PIP in Clause 9 in the Security TS.
SEC-2014-0326 was OPEN

SEC-2014-0327 Proposal for Clause 9 Access Token Management

Presented by CATT

Comments and Issues

· This contribution proposes creating a new sub-clause for describing Access Token Management in Clause 9 in the Security TS.
SEC-2014-0327 was OPEN

SEC-2014-0274R02-Secure Channel


Presented by Francois Ennesser Gemalto

Comments and Issues

· Perhaps not for Release 1

· Confusing mix of terminology

· remove "secure channel" term

· replace "connection" with "association"

· on-line editing

· Seperate first bullet into 2

· remove end to end

SEC-2014-0274R02 was NOTED

SEC-2014-0274R03 was AGREED

SEC-2014-0276R02-Remote admin clarification

Presented by Francois Ennesser, Gemalto.

Comments and Issues

· Remove PKI from exclusion list

· on-line editing.

SEC-2014-0276R03 was NOTED 

Revision expected

SEC-2014-0276R04-Remote admin clarification

Presented by Francois Ennesser, Gemalto.

Comments and Issues

· on-line editing to remove part of one sentence.

SEC-2014-0276R04 was Noted

SEC-2014-0276R05 was AGREED

SEC-2014-0329-SE_pre-provisioning_framework

Presented by Francois Ennesser, Gemalto

Comments and Issues

· may have several access networks.

· first sentence in J.1.1 - must support multiple.

· titles

· BARD and SSID

SEC-2014-0329 was NOTED

Revision expected

SEC-2014-0329R02-SE_pre-provisioning_framework

Presented by Francois Ennesser, Gemalto

Comments and Issues

· None
SEC-2014-0329R02 was AGREED
SEC-2014-0303R01-Clause 10.3 Direct Security Bootstrap framework algorithm details

Presented by Qualcomm Inc. (TIA)

Comments and Issues

· This contribution provides TLS Key Export Details and Derivation of Km from Ke for Direct Security Bootstrap Frameworks.

SEC-2014-0303R01 was NOTED
Revision expected

SEC-2014-0302R01-Clause 10.2 TLS and DTLS Details

Presented by Qualcomm Inc. (TIA)

Comments and Issues

· This contribution provides baseline text for Clause 10 .2 “TLS and DTLS Details” describing the supported versions and cyphersuites for TLS and DTLS.

· Reviewed at drafting session before present  
· Clarification on Implemented both of mandatory support TLS_PSK_WITH_AES_128_CCM (RFC 6655) [21]: Mandatory to support/TLS_PSK_WITH_AES_128_CCM_8 (RFC 6655) [21]: Mandatory to support

· Changed to “recommended to support (optional)” into “optional”
SEC-2014-0302R01 was NOTED
Revision expected

SEC-2014-0299- Identity protection description for security TS
Presented by Huawei Technologies Co
Comments and Issues

· This contribution could be considered for the next Release
· There will be a new Security TR in the next oneM2M Release and it will include this information

· Need to check whether a new WID is required or a revision of existing Work Item is sufficient.

SEC-2014-0299 was AGREED
SEC-2014-0300- Other Authentication mechanisms
Presented by Huawei Technologies Co
Comments and Issues

· 3GPP have recently adopted this. 

· Any specific advantage in using this in M2M deployment? Which one is the most valuable – certificate based
· Private key distribution continues to be a problem
· Some of these are local systems – global recognition is not required

· This contribution could be considered for the next Release – this was agreed in principle
SEC-2014-0300 was OPEN
SEC-2014-0301R02- Group authentication description for security TS
Presented by Huawei Technologies Co
Comments and Issues

· Need to see if this is in line with the China Mobile contributions and if it is decided that this cannot go into Rel-1 then it could be considered for Rel-2
· There are no objections to the actual text 

SEC-2014-0301R02 was OPEN
SEC-2014-0328- Request for changing the text of SEC-2014-0249R05

Presented by Huawei
Comments and Issues

· Question raised over the origin of AUTN as this is specific to 3GPP 33 102 and using this could cause some confusion

· Update the text to include ‘sensitive data such as security identities and security identifiers...’ 
· Intention may have been that this was related to anonymity
· Concerns raised over the use of the word ‘random’ - could describe something generic and random is not needed – or keep the 3GPP AUTN and random could be kept.
· It was suggested that this clause does not add anything to the actual specification and is in an annex rather than the main document.
· Suggested that we should make reference to the 3GPP specification

· Offline discussion needed

SEC-2014-0328 was NOTED
Revision expected

SEC-2014-0336- Access_Control_Policy_Structure_and_Evaluation

Presented by CATT
Comments and Issues

· It was suggested that examples would be very useful

· Offline discussion needed.

SEC-2014-0336 was NOTED
Comments and Issues

· It was felt that this is acceptable with some minor editorial updates 
· Qualcomm & Huawei will take an action to work together to integrate descriptions in section 7 

· The text needs to be clear so that it is unambiguous
· Need to ensure that the definitions are aligned with the Architecture definitions – concerns over the Access Control Policy – suggested to change to Access Control Policy Privilege Evaluation.
· It was felt that some of the changes are editorial and could be carried out by the Rapporteur however concerns were expressed that the updates should be clearly understood

ACTION: A-WG4-TP11-002 Qualcomm & CATT to work together to integrate the existing descriptions of access control procedure into a new clause based on 0336R01 
SEC-2014-0336R01 was NOTED
SEC-2014-0320-GBA based security bootstrap

Presented by Gemalto 

SEC-2014-0320 was AGREED

SEC-2014-0337-Centralized_Key_Distribution_Server_Handshake_in_Security_Association

Presented by Gemalto 

SEC-2014-0337 was AGREED
SEC-2014-0332R02-Stage3_GBA-based_Security_Association

Presented by Gemalto 

Comments and Issues

· It should refer to another clause – need to provide the clause number

· Editorial clean up of the spec may be needed before approval –adding the reference will be an editorial change

· Need to add ks_NAF to the abbreviations

SEC-2014-0332R02 was NOTED

SEC-2014-0032R03 was AGREED
SEC-2014-0330R01-Completion_of_generic_description_of_GBA
Presented by Gemalto 

SEC-2014-0330R01 was AGREED

SEC-2014-0308R01- Clause 9.1.1 Credential Configuration

Presented by Qualcomm
SEC-2014-0308R01 was AGREED
SEC-2014-0309R01- Clause 9.1.2 Association Configuration

Presented by Qualcomm

Comments and Issues

· Updated online
· Need to decide what can be configured in the secure environment and outside the secure environment – then we decide what protocols to use
· Using the specified way ensures that it is interoperable however it was felt that this may not be strong enough
· Management server is not mandated

· Use of OMA DM is recommended – it was felt that this should not be in the specification

· Needs to be able to configure security parameters securely
· Could also use OTA

· Need to remove the examples

· Need to liaise with WG5

SEC-2014-0309R01 was NOTED
SEC-2014-0309R02 expected
SEC-2014-0309R02- Clause 9.1.2 Association Configuration

Presented by Qualcomm

Comments and Issues

· None
SEC-2014-0309R02 was AGREED

SEC-2014-0310R01-Clause 9.2.1 Bootstrap Credential Configuration

Presented by Qualcomm

Comments and Issues

· Some questions on the trust relationships – currently oneM2M do not specify this

· May need to add a note somewhere to clarify the security between the MEF and MAF – this will not be included in Release 1 of the TS
· Some online editing

SEC-2014-0310R01 was NOTED
SEC-2014-0310R02 was AGREED

SEC-2014-0311R01-Clause 9.2.2 Bootstrap Instruction Configuration

Presented by Qualcomm

Comments and Issues

· Same changes to be made as to contribution 0309.

SEC-2014-0311R01 was NOTED
SEC-2014-0311R02 expected

SEC-2014-0311R02-Clause 9.2.2 Bootstrap Instruction Configuration

Presented by Qualcomm

Comments and Issues

· Check Terminology Network Operator.

SEC-2014-0311R02 was AGREED

SEC-2014-0335-Clarifications_to_Clause_8 

Presented by Gemalto

Comments and Issues

· Need to be consistent Message Integrity Code – is this used throughout? This needs to be checked in clean up 

· This text should not be normative, it should be descriptive 

ACTION : A-WG4-TP11-001: Phil Hawkes to clean up the text in contribution 0335
SEC-2014-0335 was NOTED
SEC-2014-0335R01 expected
SEC-2014-0338-MAF-based_Security_Association

Presented by Gemalto

Comments and Issues

· How is KcId agreed between the two end points (MAF and Entity A)? There was no specific idea for this but it is not felt to be an issue
· Agreeing this contribution will impact an agreed contribution – this could be updated with an editorial revision

· Decision will be taken during the closing session – either approve or send for 7 day approval by correspondence

SEC-2014-0338 was AGREED
SEC-2014-0312-Clause 9.3 Security Framework Parameter description 

Presented by 

Comments and Issues

· Presented in ARC
SEC-2014-0312 was Noted
SEC-2014-0342 Clean-up of the TS

Presented by Francois Ennesser, Gemalto

Comments and Issues

· Contributions agreed this week will be applied to this baseline.

SEC-2014-0342 was AGREED
Actions to resolve the TS0008 editor's notes:
All to address Security over Mcc'

Gemalto to add text to clause 8 to guide reader through the security frameworks

Gemalto to add text to section 8.1.1.1, 8.1.2.1, 8.2.3.1

Qualcomm to clarify schemes for private signing keys.

Qyualcomm to clarify corelations to trust self-signed certificates considering OCSP andCRL

Qualcom to clarify throughout the document that SA one single hop
Qualcom to consider parameters transferred between MEF and MAF in chapter 8 figures.

TS0003 is frozen after the contributions which have been agreed this week have been incorporated
SEC-2014-0341R01
Presented by Phil Hawkes, QUALCOM
Comments and Issues

· This should not impact stage 3 work. Most people in SEC believe that the stage 3 Security will be complete by TP 12.
SEC-2014-0341R01 was AGREED
SEC-2014-0340R01
Presented by Mirelle Pauliac, Gemalto
SEC-2014-0340R01 was AGREED
7
Planning for next Meetings

7.1
Conference Calls
· Call next week cancelled.
8
Any other business

9
Closure of meeting

The Chair thanked the participants and closed the meeting
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