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Example: Connected Home ETW’?’%W
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ETS| M2M Defines 3 Reference Points ETS{W%“
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* Network Application (NA) < Service Capabilities in the M2M
Network Domain (NSCL)

* |s a reference point for NA to register to NSCL and access
resources on NSCL

dla

® Device Application (DA) and Gateway Application (GA)< Service
Capabilities in the M2M Device / GW (D/GSCL)

* |s areference point for DA/GA to register to D/GSCL and access
resources on D/GSCL

mlid

® Service Capabilities in the M2M Network Domain (NSCL) <&
Service Capabilities in the M2M Device / GW (D/GSCL)

* |s areference point for D/GSCL to register to NSCL and access
resources on D/G/NSCL

mia
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RESTful Approach ETSIL__ )\
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OREST (Representational state transfer) is a software architectural style by
Roy T. Fielding in his Ph.D. dissertation

®* (Client-server

® communication is stateless
® resources can be cacheable
® Uniform Interface

®* Resource operations

® Resource: is a uniquely addressable entity in the RESTful architecture. A resource has a
representation that shall be transferred and manipulated with the CRUD verbs. A resource shall be
addressed using a Universal Resource Identifier (URI)

©® REST approach is widely adopted and can be easily applied to M2M
communications

© Interface primitives are based on CRUD (Create, Retrieve, Update, Delete)
operations

® Uniform interface can LARGELY reduce implementation efforts
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Resource Tree Overview

=sclBase>
T— Well-known
[ [ resource

containers groups N accessRigh{:s subscriptions discovery

=

Remote SCL registered
to this <sclBase>

ap plicatliuns

“attribute”

lL——— =subscription=

resources

=gl .
<application= 4' <coQtainer> *ccessRightb
——{ subscriptions | \
subscriptions AN
/ <applicationAnnc> ‘:contai*r.ﬁnnc:- | <ﬂkess§ight A e
\ nnc h 0tio
Locally \g  Containers ar= used to e ETaE
containers g EEEETRIERERY:  store data; they are at
registered '
a %ications S different locationss of the .
groups Pp . [\ Defines access
subscriptions TRUGGSECIECEIXAVEIE — o
permissions for
applicatiow containers different
—
X

accessRights \

subscriptions

“attrioute”

membersConten

subscriptions Announced
applications

contentinstances

subscriptions

mgamtObjs

subscriptions 0 operatio

notificationChanneals

m2mPoCs Manage M2M
area networks

attachedDeavices

© ETSI 2011. All rights reserved



Procedures ETSI(L___)»
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SCL base management: Retrieve and Update SCL base resource
Collection management: Retrieve and Update collection resources

SCL management: Registration (Create), De-registration (Delete), Update, Retrieve.
Subscription

Application management: Registration (Create), De-registration (Delete), Update, Retrieve,
Subscription, announce/de-announce

Access rights management: Create, Retrieve, Update, Delete, Subscription, announce/de-
announce

Container management: Create, Retrieve, Update, Delete, Subscription, announce/de-
announce; manage container instances

Group management: manage group resource and members

Subscription and notification management: subscribe for modifications to a resource and
receive updates with the resource is modified

m2mPoC management: Create, Retrieve, Update, Delete

Remote entity management: applies RESTful methods to device management procedures
Resource discovery: retrieve resources under a resource tree

Announce/De-Announce: common procedures for resource advertisement

achieved by RESTful operations
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Binding to HTTP and CoAP ETs{(C—)

————————————————————————————————— Binding to HTTP
and CoAP is easy
due to ETSI M2M
RESTful
approach
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lllustration of ETSI M2M Primitive operation In th_e
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Mapping to HTTP and

Primitive type HTTP Method CoAP Method
xxxCreateRequestindication POST POST
xxxRetrieveRequestindication GET GET
xxxUpdateRequestindication PUT PUT
xxxDeleteRequestindication DELETE DELETE

xxxExecuteRequestindication

POST (without a body)

PUT ( a GET follows if the
execution result or status is not
piggybacked in the response)

xxxNotifyRequestindication

POST (asynchronous notify)
response to POST (long polling
notify)

POST (asynchronous notify)
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CREATE an sc/ Resource using HTTP  ETSI(L—;);

POST /scls HTTP/1.1

Host: nscl.example.com
Content-Type: application/xml
Content-Size: 42

<?xml version="1.0" encoding="UTF-8"?>
<scl 1d="123456789" xmlns:tns="http://uri.etsi.orqg/m2m"
xmlns:xsi="http://www.w3.0rq/2001/XMLSchema-instance">
<link>http://gscl.example.com</link>
<expirationTime>2011-10-27T18:00:00</expirationTime>
<accessRightID>http://nscl.example.com/accessRights/someAccessRight</access
RightID>
<searchStrings>
<searchString>location:sophia antipolis</searchString>
</searchStrings>
<mgmtProtocolType>OMA DM v1.2</mgmtProtocolType>
</scl>

HTTP/1.1 201 Created
Location: http://nscl.example.com/scls/123456789
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Example of APl and Resource Operations:

SCL and Application Registration

Ersuf’q.

M2M Device di M2M Gateway Id M2M Network Network
(DA) a (GSCL) m (NSCL) mla Application
' ' (NA)
——— Secure M2M service bootstrap and connection I—
I I
GSCL initiated; created NSCL initiated; created Responses
GSCL resource tree root NSCL resource tree root not shown
and its child resources and its child resources for
<myHomeGSCL>/... <exampleNSCL>/... simplicity
GSCL Registers to NSCL
(CREATE)
Created counterpart Created resource for GSCL
resource for NSCL < exampleNSCL>
<myHomeGSCL>/scls/<exa /scls/<myHomeGSCL>
mpleNSCL>
DA Registers to GSCL NA Re?ésé(gz_lt%)l\l SCL
(CREATE) S 3 J
Created resource for Created resource for
DA registration NA registration
<myHomeGSCL>/ap <exampleNSCL>/appli
plications/Heating- cations/SmartHome-ID
App-ID |
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Example of APl and Resource Operations: ._
Write Data to Containers, A d Data RetrievfTS!(C—))
rite Data to Containers, Announce and Data Retriev ¥

d M2M Gateway M2M Network
la GSCL mid NSCL

DA CREATE its
container in GSCL

M2M Device
DA

Network
Application
(NA)

Created container resource for DA
<myHomeGSCL>/applications/Heatin
g-App-ID/containers/temperature

DA writes data to GSCL
container (CREATE)

Created resource for DA data
<myHomeGSCL/applications/Heating-App-
ID/containers/temperature/contentinstances/
myHomeTempl

GSCL Announces
DA to NSCL (CREATE)

Created Annc resource for DA in NSCL
<exampleNSCL>/scls/<smyHomeGSCL>/app
lications/Heating-App-ID-Annc

NA discovers DA
Under <nscl>/discovery
(RETRIEVE)

e maw Obtained a URI Iistl

NA retrieves DA data (RETRIEVE)
<myHomeGSCL>/appfications/Heating-App-
© ETSI 2011. Al rights reserved ID/containers/temperature/contentinstances/myHomeTemp




Examp.le ?f API am.:l .Res.ource Operations: ETSI? S\
Subscription / Notifications \— ¥V

M2M Device M2M Gateway M2M Network Network
DA dia GSCL mid NSCL mla Application

NA subscribes to DA
® data stored on GSCL
(CREATE)

Created subscription resource

<myHomeGSCL>/applications/He
ating-App-
ID/containers/temperature/conten
tinstances/subscriptions/tempSub
DA writes new data to
GSCL container (UPDATE)
Updated resource for DA
<myHomeGSCL>/applications
/Heating-App-
ID/containers/temperature/con
tentinstances/myHomeTemp?2
Notification to NA
® (NOTIEY)
Obtained new
temp
I
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Conclusions ETSI__ )\

Uniformed interfaces simplify implementation
and enable interoperability

Resources are managed by CRUD operations and
addressed by URIs

® Binding to most popular protocols, such as HTTP
and CoAP

Independent from vertical domains (e.g. smart
meters, eHealth...)

Demos compliant to ETSI M2M R1 showing API
and resource operations are available after the
session
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