INTERDIGITAL.

OneM2M Dissector for Wireshark



PP W NPR

5.1.
5.2.
5.3.
5.4.

Overview............

INSTAllING the DISSECLON ..........oiiiiiiiee ettt e e et e e e e bte e e e e bte e e e ebteeeeenteeeesnraeeesanes

Dissector and General Capabilities..............c..ooiioiiiiiicciiie e e

INSTAlliNG the DISSECLON..........oiiiiiieee et e et e et te e e e e ate e e e e bte e e e enteeeesntaeeesanes

ConfigUriNg the DiSSECLON...........uiiiiiiii e e e s s e e e s sbae e e s sentaeeesanes

USING the DISSECLON ... ettt e e e e e e e e e e s tab e e e e e e e e e ssabsbaeeseeeeessnssaaeeeaeeaanns

Launching the

Display Filter..

D113 =T o1 (o] TR

oNEeM2IM IMesSaBe DISSECHION ..........ccoiiiiiiiiiiieie e e e e e e s e e e e e s e s saabeaeeeeeesennas

Coloring Rules



1. Overview

The InterDigital OneM2M Dissector for Wireshark analyzes and display oneM2M requests and responses.
It is developed to display the packet info according to OneM2M structure. The current version supports
oneM2M R1 bindings for both HTTP and CoAP. This document describes how to configure and use the
OneM2M dissector for Wireshark.

2. Installing the Dissector

The OneM2M dissector is used as a plugin in Wireshark. It can be installed on any machine that has
Wireshark v1.12.0 (or later) installed.

3. Dissector and General Capabilities

Wireshark gives the ability to store and view internal logs and proprietary protocols by writing custom
dissectors. With the help of OneM2M dissector, one can view live communication or analyze the offline
logs without additional formatting. With OneM2M dissector, one can view the decoded OneM2M
protocol in user readable structure and format.

4, Installing the Dissector
This section describes how to configure the dissector in Wireshark.

The dissector consists of two LUA files (onem2m.lua and coap18.lua). To install the dissector, the lua files
need to be copied into the Wireshark plugins folder. The location of plugins folder for Mac, Windows and
Linux environments is given below:

e Mac: ~/.wireshark/plugins (create plugins folder if it doesn’t exist)

e Windows: “C:\Program Files\Wireshark\plugins\1.12.0” (replace 1.12.0 with your
Wireshark version number)

e Linux: ~/.wireshark/plugins (create plugins folder if it doesn’t exist)

Once installed, make sure that disable_lua = false in init.lua

4.1. Configuring the Dissector

This section describes how to configure specific ports of the dissector so that oneM2M messages are
automatically decoded on these ports.

At the end of the lua file, a “tcp_table” dissector table exists for defining http ports and a “udp_table”
dissector table exists for defining CoAP ports. Adding port numbers to the dissector table enables
automatic dissection of oneM2M messages occurring over these specific ports.



tcp table

tcp table:
tcp table:
tcp table:
tcp table:
tcp table:

——register postdissector (onemZmProto)

——load the tcp.port table

= DissectorTable.get ("tcp.port™)

—— reglister ONEMZM protocol to handle tcp ports
tcp table:
tcp table:

A

add (060282, onemZmProto)
add(c0cl,onemZ2mProto)

50386
add (o€ f i 6 ,onemZmProto) Add new http port number

using tcp_table:add(xxxx,
onem2mProto)

add(c000, onemZ2mProto)
add (61745, onemZmProto)
add(Z011,ocnemZ2mProto)

add (9011 ,onemZmProto)

—-— load the udp.port table
udp table =
-— register ONEMZM protocol to handle udp ports

DissectorTable.get ("udp.port™)

udp table:
udp table:
udp table:
udp table:
udp table:

add(l00c2, onemZmProto)

add (=010, onemZ2mProto)

add (61617, onem2mProto) Add new CoAP port number

using udp_table:add(xxxx,

add (9017 ,onemZmProto) onem2mProto)

add(clcle,onemZmProto)

add (5010, onemZmProto)

’udp_table :

5. Using the Dissector
This section describes how to run the dissector.

5.1. Launching the Dissector

To start the dissector, simply open a previous Wireshark capture file or start a new capture in Wireshark.
If a packet’s source and destination ports are present in the dissector, then that packet will automatically
be decoded as a oneM2M packet.

If the packet’s source and destination ports are not present in the dissector table, then one can use the
“Decode As” feature of Wireshark to select the oneM2M protocol option. To dissect explicitly, go to menu
bar, select Analyze -> Decode As, select “OneM2M” from the drop down.



8006 . I Sensor-th or-02.pcapng  [Wireshark 1.12.0 (v1.12.0.
File Edit View Go Qap(urestatistics Telephony Tools [nternals Help

©@® 4 nm = [ B Display Filters... ® Q @
- — Display Filter Macros... _
Filter:

LA

- Apply  Save  Filter IPFilter Latest IP Filter |

Apply as Column
802.11 Channel: |v [Channel O]  Apply as Filter » 54 |Wue|ess Settings... Decryption Keys...
No. |Time ISource Prepare aFilter » Protocol |Length| Info ﬁ
(v Enabled Protocols... Shift+Ctrl+E

3 0.000620000 10.1.16

4 0.002646000  10.1.16/ 32 User Specified Decodes...
50.1 10.1.

1
1.0.
6 0.388818000 10.1.0. Follow TCP Stream
1
1
1

: Decode As... 66 50386-6000 [ACK] Seq=1 Ack=1 Win=132288 Len=0 TSval=146488225 TSec
311 REQUEST: Retrieve, Reguest ID:Reqld-0

66 600050386 [ACK] Seq=1 Ack=246 Win=66048 Len=0 TSval=19999732 TSec
90 RESPONSE: 404 Not Found

66 50386-6000 [ACK] Seq=246 Ack=25 Win=132256 Len=0 TSval=146488610 1
85 HTTP Continuation

66 50386-6000 [ACK] Seq=246 Ack=45 Win=132240 Len=0 TSval=146488610 1

7 0.389333000 10.1. Y Ctre
Follow UDP Stream

8 0.389350000 10.1. TR
9 0,389809000 10. 6 | Follow SSL Stream

v Expert Info
11:0.396883500.~10. 1.2. Conversation Filter »

S ol
b Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0

D Ethernet II, Src: 00:0f:f8:a5:98:8a (00:0f:f8:a25:98:8a), Dst: fO:de:fl:al:61l:e9 (fO:de:fl:al:61:e9)

10.1.16.184 (10.1.16.184) 10.1.0.119 (10.1.0.119)

66 600050386 [ACK] Seq=45 Ack=247 Win=66048 Len=0 TSval=19999751 TSE\-

0000 f0 de f1 al 61 e9 00 ©f f8 a5 98 8a 08 00 45 00
0010 00 40 Sa fa 40 00 3e 06 bc 8d 0a 01 10 b8 0a 01
0020 00 77 c4 d2 17 70 ae dd fe 92 00 00 00 00 bo 02
0030 ff ff 43 bf 00 00 02 64 05 b4 01 03 03 04 01 01
0040 08 0a 08 bb 3b ab 00 00 00 00 04 02 00 00

Appl Window
X| Sensor-then-Monitor-02.pcapng [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)]
800 '\ Wireshark: Decode As
@4dm gl = ® Decode LinklNetwurk Transport
Filter- | O Do not decode NELS YL [a
: NNTP M
802.11 Channel NTP ‘
No OMAPI [
1 0.000000000 TCP both (503866000) |+ | port(s) as Win=65535 Len=0 M5S=1460 WS=16 T5va1=14648
OpcUa n
3 0.000620000 openflow Ack=1 Win=132288 Len=0 TSval=146488225 TSec
4 0.002646800 £ Clear P st ID:Reqld-0
5 0.199658000 —_—— OpenVPN || |Ack=246 Win=66048 Len=0 TSval=19999732 Tsec
6 0.388818000 Show Current Ananitr X
7 0.389333000 Hionel ‘ 6 Ack=25 Win=132256 Len=0 TSval=146483610 1
8 0.389350000 I{Help <Jok & |

9 0.389809000 6 Ack=45 Win=132240 Len=0 TSval=146488610 1

11 ©.396883000 10.1.8.119 10.1.16.184 TCP 66 6000-50386 [ACK] Seq=45 Ack=247 Win=66048 Len=0 TSval=19999751 TSe
| DoER Doome  Wigan T 70 R ) S ICSTRD Lane S ek lal=L i
. = ] I
b Frame 1: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 0
P Ethernet II, Src: 00:0f:f8:a5:98:8a (00:0f:f8:a5:98:8a), Dst: fo:de:fl:al:6l:e9 (fO:de:fl:al:6l:e9)
b Internet Protocol Version 4, Src: 10.1.16.184 (10.1.16.184), Dst: 10.1.0,119 (10.1.0.119)
3

0000 fO de fl al 61 9 00 of f8 a5 98 8a 08 00 45 00
0010 00 40 5a fa 40 00 3e 86 bc 8d 0a 01 10 b8 0a 01
0020 00 77 c4 d2 17 70 ae dd fe 92 00 00 00 00 b0 02
0030 ff ff 43 bf 00 00 02 04 05 b4 01 03 03 04 01 01
0040 08 0a 08 bb 3b a0 00 00 00 00 04 02 00 00

File: "/Users/m2m/Desktop/Traces_0904/Sensor-then-Monitor-02.pcapng” 431 kB 00:33:45 {P... {Profile: Default




5.2. Display Filter

To show only OneM2M messages enter “onem2m” in the Wireshark “Filter” dialogue box

er _file ew Go Window Help

800 I\| IN-CSE-Ol.pcapng [Wireshark 1.12.0 (v1.12.0-0-g4fab4la from master-1.12)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

- \ . Py &
@@dmd4 ERX AerwFLLEEBEB QAR HAEEX B
Filter |nnem2m ~ | Expression... Clear Apply Save LatestIP Filter
802.11 inel \' Filter: 'All Fram |v | None ~ ‘ ireless Sett Decryption Keys...
No. |Time ‘Destlnatiun |Pmtuco| ‘Length‘ Info
4 0.001552000 10.1.0,181 10.1.5.25 ONEM2M 267 REQUEST: Create, REQUEST ID:ASN-CSE_34
6 0.204827000 10.1.0.181 10.1.5.25 ONEMZM/ XML 423 oneM2M Primitive Payload
8 0.620299000 10.1.5.25 10.1.0.181 ONEM2M 76 RESPONSE: 201 Created
9 0.620374000 10.1.5.25 10.1.0.181 ONEM2M 125 HTTP Continuation
16 1.245309000 10.1.9.181 10.1.5.25 ONEM2M 174 REQUEST: Retrieve, REQUEST ID:ASN-CSE_41
18 1.828327000 16.1.5.25 10.1.0.181 ONEM2M 76 RESPONSE: 200 Content
19 1.828643000 10.1.5.25 10.1.0.181 ONEM2M/ XML 669 HTTP Continuation
28 43.343318000 10.1.0.181 10.1.5.25 ONEM2ZM/XML 194 OneMzM Primitive Payload
29 43.455753000 10.1.5.25 10.1.0.181 ONEMZM 80 RESPONSE: 400 Bad Request
30 43.455859000 10.1.5.25 10.1.0.181 ONEM2M 164 HTTP Continuation
o = ¥

Frame 26: 289 bytes on wire (2312 bits), 289 bytes captured (2312 bits) on interface ©

Ethernet II, Src: f0:de:fl:al:6l:e9 (f0:de:fl:al:61:e9), Dst: 00:0f:f8:a5:98:8a (00:0f:f8:a5:98:8a)
Internet Protocol Version 4, Src: 10.1.0.181 (10.1.0.181), Dst: 10.1.5.25 (10.1.5.25)

Transmission Contrel Protocol, Src Port: 51229 (51229), Dst Port: 9011 (9011), Seq: 1, Ack: 1, Len: 235
Hypertext Transfer Protocol

ONEM2M Protocol Data

vvvvvw

0000 00 of f8 a5 98 8a fo de f1 al 61 e9 DB 00 45 00 c.a By
0010 ©1 13 59 4a 40 00 80 06 86 cb 0a 01 00 b5 0a 01 ..
0020 05 19 c¢8 1d 23 33 0c 56 7 3d la 05 10 9e 50 18 P

0030 ©1 04 58 ef 00 00 50 4f 53 54 20 2f 49 4e 2d 43 ST /IN-C
0040 53 45 3f 20 48 54 54 50 2f 31 2e 31 0d 0a 48 6F SE? HTTP /1.1..Ho
0058 73 74 3a 20 31 30 2e 31 2e 35 2e 32 35 3a 39 30 st: 18.1 .5.25:90
0060 31 31 0d 0a 41 63 63 65 70 74 3a 20 2a 2f 2a od 11..Acce pt: #/%,
0070 ©a 43 6T 6e 74 65 6e 74 2d 54 79 70 65 3a 20 61 .Content -Type: a
0080 70 70 6c 69 63 61 74 69 6f 6e 2f 6f 6e 65 6d 32 pplicati on/onem2

File: "/Users/m2m/Desktop/Traces_0904/1015/IN-CSE-01.pcapng” 5200 bytes 00:00:43




5.3. oneM2M

Message Dissection

Eile Edit View Go Capture

Analyze Statistics  Teleph Tools ] Is Help

CHClE B A=

X2 aesaFLIEE QD #$BMx B

r

Filter: |

Izlﬁ(pltssiun... Clear Apply Save

/

Info displaying
request type

MNo. Time Source Destination Protocol Length Info and request id
3 0.001257000 10.1.17.3 10.1.1.182 TCP 66 49378-9011 [ACKI/ Seg=1 Ack=1 wWin=132288 Len-
4 0.001429000 10.1.17.3 10.1.1.182 ONEM2M 206 REQUEST: RETRIEVE, REQUEST ID: xyzOl
5 0.151859000 10.1.1.182 10.1.17.3 HTTP 88 HTTP/1.1 200 Content
6 0.152162000 alrialoaloa ki) 10.1.17.3 ONEM2M /XML 620 RESPONSE: 2000 OK
7 0.152508000 10.1.17.3 10.1.1.182 TCP 66 49378-9011 [ACK] Seg=141 Ack=23 Win=132256 | _
| [ ] »

Ethernet IT, Src: Cisco_a5:98:8a (00:0f:f8:a5:98:8a), Dst: wistronI_al:61:e9 (fO:de:f1:al:61:e9)
Internet Protocol version 4, Src: 10.1.17.3 (10.1.17.3), Dst: 10.1.1.182 (10.1.1.182)
# Transmission Control Protocol, Src Port: 49378 (49378), Dst Port: 9011 (9011), sSeq: 1, Ack: 1, Len: 140

/—

10.1.1.182:9011 /IN-CSE]

User-Agent: curl/7.37.1%r\n
Host: 10.1.1.182:9011%r%n
accept: */*\r\n
¥-M2M-RI: xyzOl'r'n
X-m2m-origin: http://abc:0000/IN-CSEYF\N
i
Full reguest URI: http:
[HTTP request 1/1]
Response in frame: 5
= ONEM2M Protocol Data
= Request-Line
Operation: Retrieve
To: /IN-CSE HTTR/1.1
Filter criteria
= Header
From: http://abc:0000/IN-CSE
Request Identifier: xyz01

oneM2M Request
Parameters shown in HTTP
Header

oneM2M Request

0000 f0O de f1 a1l 61 e9 00 Of 8 a5 98 8a 08 00 45 00
0010 00 cO 35 09 40 00 3e 06 e0 74 0a 01 11 03 Oa 01
0020 01 b6 cO e2 23 33 88 Oe 65 b5 14 5b b0 1e 80 18
0030 10 26 80 03 00 00 01 01 08 Oa 3b a5 f6 c4 01 6¢C
0040 6b f4 47 45 54 20 2f 49 4e 2d 43 53 45 20 48 54

ANEA B4 _&A 3F 31 _7a 31 nd A~ B T3 &8 70 34 41 &7 &

@ @ File: "C:\Users\seeddn\Documents\Temp\W... | Packets: 330 . X

»

A
1

Profile: Default



—
M CSEBasepcapng [Wireshark 1125 (v1.12.5-0-g58195b from master-1. E=HE=fl X

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@@ 4 8B i BERR I A e DT L e af @Emik|
Izlﬁ(plssion...

Destination
10.1.1.182

Clear Apply Save

Protocol
ONEM2M
HTTP
ONEM2M /XML

Source
10.1.17.3

Time
4 0.001429000

Length Info
206 REQUEST: RETRIEVE, REQUEST ID:
88 HTTP/1.1 200 Ccontent

620 RESPONSE: 2000 OK

. ]

xyz01

Frame 6: 620 bytes on wire (4960 bits), 620 bytes captured (4960 bits) on interface 0
Ethernet II, src: wistronI_al:6l:e9 (fO:de:fl:al:61:e9), Dst: Cisco_a5:98:8a (00:0f:f8:a5:98:8a)
Internet Protocol version 4, Src: 10.1.1.182 (10.1.1.182), Dst: 10.1.17.3 (10.1.17.3)

=l Hypertext Transfer Protocol
Content-Type: application/vnd.onem2m-res+xmlyrin
X-M2M-RI: xyzOl\r'\n
¥-M2M-RSC: 2000%\r'n
content-Length: 450 \rin
Wrhn
Media Type
= ONEM2M Protocol Data
B Status-Line

Response Status Code: 2000 OK
B Header
rRequest Identifier: xyz0Ol == oneM2M
= Content
= extensible markup Language Response
<?xm]

= <m2m:csb
xmlns :m2m="http://www.onemzZm.org/xml/protocols”
xmlns:xsi="http://www.w3.0rg/2001,/xML5chema-instance"”
xsi:schemaLocation="http://www.onemzZm. org/xml /protocols CDT-csb-v1_0_0.xsd"
name="csh">
<Ty>
5
</Ty=
<ct>
201507137100026
</ct>
<lt>
201507137100026
</ 1t>
<1bT>
IN-CSE
</1b1>
<acpis
/IN-CSE/IN-CSEACD
</acpi=
<C5T>
1
</Cst>
<Cs5i>
IN-CSE
</csi=

........ A
..Conten t-Type:

annlieat danfoeed

AnEn 0 &3 &1 74 &0

s

@ @ File: "C\Users\seeddn\Documents\Temp\W... | Packets: 330 . Displayed: 330 (100.0%) - Load time: 0:00.020 Profile: Default



5.4. Coloring Rules
To distinguish OneM2M protocol from others, one can set the colors for OneM2M packets. To do this,

1. Inthe menu bar, go to View-> Coloring Rules

‘ X11 Applications Edit Window Help AT oW 3 : —

X Sensor-then-Mom(or—OZ‘pca;ng [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)]
Eile Edit View Go Capture Analyze S! 800 (%] Wireshark: Coloring Rules - Profile: Default |

©0 4dm % o | Edit Filter Order

List is processed in order until match is found L
Filter: |unem2m

|Slring
4 Up

etsim2m3

I
o —

=Y
el Offset: |+ |f| _MIEdIL.
v En.

802.11 Channel :
f ble

N Time Source

4 0.002646000 16.184

6 0.388818000 10.1.0.119 R Disable

8 0.389350000 10.1.0.119 Move

16 5 o4ce7000 10,116, 106 BDelete selected filter | Bt

. -1.16. up or down

18 9.635703000 10.1.0.119 arp
20 9.636174000 10.1.0.119 Manage

29 22.172031000 10.1.16.184 - t ID:Reqld-2

31 22,592031000 10.1.0.119 Import...

32 22.592493000 10.1.0.119

40 32.911763000 10.1.16.184 EExport... ID:Reqld-3

41 32.911801000 10.1.16.184 v

1€ &4 Clear —_— >

Frame 4: 311 bytes on wire (2488 bits), |
Ethernet II, src: 00:0f:fg:a5:98:8a (00: =
Internet Protocol Version 4, Src: 10.1.1f _**

b

:z pply‘ xgancel‘ <ok I
P Transmission Control Protocol, Src Port:

3

3

1>

Help <

Hypertext Transfer Protocol
ONEMZM Protecol Data

0000 f0 de f1 al 61 e9 00 6f f8 a5 98 Ba 08 00 45 00 N -
0010 01 29 bb 9e 40 00 3e 06 5b 00 0a 01 10 b8 Oa 01 )..e.x

0020 00 77 c4 d2 17 70 ae dd fe 93 cd d5 5d 1d 80 18 WP

0030 20 4c 10 00 OO 00 01 ©1 0B Oa 08 bb 3b a2 01 31 Livwves vaaniasd

0040 2b e0 47 45 54 20 2f 43 53 45 30 31 2f 61 68 64 +.GET /C SE01/ahd

0050 41 45 20 48 54 54 50 2f 31 2e 31 od 0a 46 72 6f AE HTTP/ 1.1..Fro

0060 6d 3a 20 2f 61 68 64 41 45 0d 0a 78 2d 4d 32 4d m: /ahdA E..x-M2M
0070 2d 52 49 3a 20 52 65 71 49 64 2d 30 od 0a 43 6f -RI: Req Id-0..Co
0080 6e 74 65 6e 74 2d 54 79 70 65 3a 20 61 70 70 6¢C ntent-Ty pe: appl
0090 69 63 61 74 69 6f 6e 2f 6f 6e 65 6d 32 6d 2d 72 ication/ onemzm-r
0020 65 73 6f 75 72 63 65 2b 78 6d 6c Od Oa 55 73 65 esource+ xml..Use

@ File: "/Users/m2m/Desktop/Traces_0904/Sensor-then-Monitor-02.pcapng” 431 kB 00:33:45

f

I Profile: Default




2. Give a name to the coloring rule, write “OneM2M” in string field.

J % x11 applications Edit Window Help O 3 B 4 SED Tue221PM_m2m_ Q.

X Sensor-then-Mom(or—DZ‘pca;ng [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)]
Eile Edit View Go Capture Analyze Si [: NaNs) . Wireshark: Edit Color Filter - Profile: Default

©® 4dm 4 = "\ ® o Edit Filter Order

1 "New Name: |OneM2M
Filter: |unem2m | g |
v Offeer 1= 1r| @Edit... || String: [onem2m Fexpression.| | 4,
Time

Display Colors Status I T
Source WiEnable ;
002646000 10.1,16. 184 Foreground Color,..l Background Color...| O Disabled m

802.11 Channel

4
60.388818000 10.1.0.119 Disable

8 0.389350000 10.1.0.119 X X cancel <Jok ‘ Move

15 8.504928000 10.1.16.184 Fselected filter [ED:ReqId-1
16 8.504967000 10.1.16.184 up or down

1
1
1
1
18 9.635703000 10.1.0.119 b -
20 9.636174000 10.1.0.119 Manage ARP arp
1
1
1
1
1

29 22.172031000 10.1.16.184 . ; 't ID:Reqld-2
.0.119 =Import...| [ICMP icmp || icmpv6 eq

31 22,592031000 10. o
.0.119 TCPRST tep.flags.reset eq 1
EExport...

32 22.592493000 10.
40 32.911763000 10.1.16.184
41 32.911801000 10.

ID:Reqld-3

.16.184

= —— >
Frame 4: 311 bytes on wire (2488 bits), | I

Ethernet II, Src: 00:0f:f8:a5:98:8a (00:( +p 7 ‘ ‘ I
Internet Protocol Version 4, Src: 10,11 _SSHelP </ Apply | ¥ Cancel <ok ||

b
3
3
P Transmission Control Protocol, Src Port:
3
3

9

Hypertext Transfer Protocol
ONEMZM Protecol Data

0000 f0 de f1 al 61 e9 00 6f f8 a5 98 Ba 08 00 45 00
0010 01 29 bb 9e 40 00 3e 06 5b 00 0a 01 10 b8 Oa 01
0020 00 77 c4 d2 17 70 ae dd fe 93 cd d5 5d 1d 80 18 W .
0030 20 4c 10 00 OO 00 01 ©1 0B Oa 08 bb 3b a2 01 31 Licann REEEERS
0040 2b e0 47 45 54 20 2f 43 53 45 30 31 2f 61 68 64 +.GET /C SE01/ahd
0050 41 45 20 48 54 54 50 2f 31 2e 31 od 0a 46 72 6f AE HTTP/ 1.1..Fro
0060 6d 3a 20 2f 61 68 64 41 45 0d 0a 78 2d 4d 32 4d m: /ahdA E..x-M2M
0070 2d 52 49 3a 20 52 65 71 49 64 2d 30 od 0a 43 6f -RI: Req Id-0..Co
0080 6e 74 65 6e 74 2d 54 79 70 65 3a 20 61 70 70 6¢C ntent-Ty pe: appl
0090 69 63 61 74 69 6f 6e 2f 6f 6e 65 6d 32 6d 2d 72 ication/ onemzm-r
0020 65 73 6f 75 72 63 65 2b 78 6d 6c Od Oa 55 73 65 esource+ xml..Use

- "JUsers/m2 m,'Desktap/Traces_OBOMéensur—then—Munitar—OZ.pcapng‘ 431 kB 00:33:45 | P_._ i Profile: Default

[ ]

f




3. Choose foreground and background colors, press “OK”

X11 Applications Edit Window Help = A S8 @D Tue2:22PM m2m Q iE

| Dt
X §8.00 [%| Wireshark: Choose Background color for *name” 12)]
Eile Edit View Go Capture Analyze Si{
h = | Edit Hue: 17912 Red: 210 < |r
@0odma =H X & = -
| | ' New Saturation: |11 [ Green: |237 |5 F
Filter: |onem2m —
1 Value 93 |3 Blue: |236|% I
el hannel Offset: i Edit. v
No Time S @Enal Color name: |#D2EDEC -
02646000 16. 184 - | m
6 0.388818000 10.1.0.119 3¢ Disab)
80.389350000 10.1.0.119 = |
15 8.504928000 10.1.16.184 cted filter [D:Regld-1
16 8.504967000 10.1.16. 184 S Dele B
18 9.635703000 10.1.0.119 ¥ cancel <JoK
20 9.636174000 10.1.0.119 Manage
20 22.172031000 10.1.16.184 T t ID:Reqld-2

31 22,592031000 10.1.0.119 Impor icmp |I'icmpvé

32 22,592493000 10.1.0,119 TCPRST tep.flags reset eq 1
40 32,011763000 10.1.16.184 Export... SCTP ABORT sctp.chunk_type eq ABO & Down ID:Reqld-3 '

41 32.911801000 10.1.16.184

TTL low or unexpected (lip.dst == 224.0.0.0/4H
<€ lear ] >
b Frame 4: 311 bytes on wire (2488 bits), * "
b Ethernet II, Src: 00:0f:f8:a5:98:8a (00:( +3 7 ‘ ‘ I
P Internet Protocol Version 4, Src: 10.1.1f HHelp Apply ﬁ;ancel dQK
P Transmission Control Protacol, Src Port: T n T T +
P Hypertext Transfer Protocol
b ONEM2M Protocol Data
9000 f0 de f1 al 61 e9 08 Of f8 a5 98 8a 68 60 45 00 . ...a... ......E. I
0010 01 29 bb 9e 40 00 3e 06 5b 00 0a 01 10 b8 0a 01
0020 00 77 c4 d2 17 70 ae dd fe 93 cd d5 5d 1d 80 18 .
0030 20 4c 10 00 OO 00 01 ©1 0B Oa 08 bb 3b a2 01 31 L . cerieal
0040 2b e0 47 45 54 20 2f 43 53 45 30 31 2f 61 68 64  +.GET /C SEOL/ahd
0050 41 45 20 48 54 54 50 2f 31 2e 31 0d 0a 46 72 6f AE HTTP/ 1.1..Fro
0060 6d 3a 20 2f 61 68 64 41 45 0d 0a 78 2d 4d 32 4d m: /ahdA E..x-M2M
0070 2d 52 49 3a 20 52 65 71 49 64 2d 30 od 0a 43 6f  -RI: Req Id-8..Co
0080 6Ge 74 65 Ge 74 2d 54 79 70 65 3a 20 61 70 70 6c  ntent-Ty pe: appl
0090 69 63 61 74 69 6f 6e 2f &f 6e 65 6d 32 6d 2d 72 ication/ onemzm-r
00ad 65 73 6f 75 72 63 65 2b 78 6d 6c Od Ba 55 73 65 esource+ xml..Use v
File: "/Users/m2m/Desktop/Traces_0904/Sensor-then-Monitor-02.pcapng” 431 kB 00:33:45 IProfile: Default

! X11 Applications Edit Window Help D 3 B 4 SEET Tue2:22PM m2m Q =

8 00 | Sensor-then-Monits "".p(_a;ng [Wireshark 1.12.0 (v1.12.0-0-g4fab41a from master-1.12)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

| [+ e L f P
©@edmd X aenwFLIEE QR @B
Filter: |unem2m ~ | Expression... Clear Apply Save Filter IP Filter Latest IP Filter
81 el Cl el Offset: | |» [FCS Filter: All Frame e ‘ None M | Wireless Settings... Decryption Keys...
No. |T|me Source |Destination |Pmtoco| |Length‘|nfo 2
4 0,002646000 10.1.16.184 10.1.0.119 ONEM2M 311 REQUEST: Retrieve, Request ID:Reqld-0 m
6 0.388818000 10.1.0.119 10.1.16.184 ONEMZM 90 RESPONSE: 404 Not Found
8 0.389350000 10.1.0.119 10.1.16.184 ONEM2M 85 HTTP Continuation
15 8.504928000 10.1.16.184 10.1.0.119 ONEMZM 342 REQUEST: Create, Request ID:Reqld-1
16 8.504967000 10.1.16. 184 10.1.0.119 ONEM2M/ XML 231 OneM2M Primitive Payload
18 9.635703000 10.1.0.119 10.1.16.184 ONEM2M 88 RESPONSE: 201 Created
20 9.636174000 10.1.0.119 10.1.16. 184 ONEMZM 109 HTTP Continuation
31 22.592031000 10.1.0.119 10.1.16.184 ONEM2M 90 RESPONSE: 404 Not Found
32 22,592493000 10.1.0.119 10.1.16.184 ONEM2M 85 HTTP Continuation
40 32.911763000 10.1.16.184 10.1.0.119 ONEM2M 370 REQUEST: Create, Request ID:Reqld-3
41 32.911801000 16.1.16.184 10.1.0.119 ONEMZM/ XML 238 OneM2M Primitive Payload £
€ =] s

Frame 29: 326 bytes on wire (2608 bits), 326 bytes captured (2608 bits) on interface 0
Ethernet II, Src: 00:0f:f8:a5:98:8a (00:0f:f8:a5:98:8a), Dst: fo:de:fl:al:61:e9 (fo:de:fl:al:61:e9)
Internet Protocol Version 4, Src: 10.1.16.184 (10.1.16.184), Dst: 10.1.0.119 (10.1.0.119)

Transmission Control Protocol, Src Port: 50388 (50388), Dst Port: 6000 (6000), Seq: 1, Ack: 1, Len: 260
Hypertext Transfer Protocol

ONEMZM Protecol Data

vevvw v 4

0000 f0 de f1 al 61 e9 00 6f f8 a5 98 Ba 08 00 45 00
0010 01 38 f0 b3 40 00 3e 06 25 dc 0a 01 10 b8 Oa 01
0020 00 77 c4 d4 17 70 80 7e dd 93 8b aa ef df 80 18
0030 20 4c 03 d7 00 00 01 ©1 08 Oa 08 bb 91 fe 01 31
0040 34 89 47 45 54 20 2f 43 53 45 30 31 2f 54 65 6d

SEQL1/Tem

—

0050 70 65 72 61 74 75 72 65 43 6f 6e 74 61 69 6e 65 perature Containe
0060 72 20 48 54 54 50 2f 31 2e 31 0d Oa 46 72 6T 6d r HTTP/1 .1..From
0070 3a 20 2f 61 68 64 41 45 0d 0a 78 2d 4d 32 4d 2d 1 /ahdAE .. x-M2M-
0080 52 49 3a 20 52 65 71 49 64 2d 32 0d 0a 43 6 6e RI: Reql d-2..Con
0090 74 65 6e 74 2d 54 79 70 65 3a 20 61 70 70 6C 69 tent-Typ e: appli
0020 63 61 74 69 6f 6e 2f 6f 6e 65 6d 32 6d 2d 72 65 cation/o nemZm-re

File: "/Users/m2m/Desktop/Traces_0904/Sensor-then-Monitor-02.pcapng” 431 kB 00:33:45 ] Profile: Default

f
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