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1. Overview 

The InterDigital OneM2M Dissector for Wireshark analyzes and display oneM2M requests and responses.  

It is developed to display the packet info according to OneM2M structure. The current version supports 

oneM2M R1 bindings for both HTTP and CoAP.   This document describes how to configure and use the 

OneM2M dissector for Wireshark. 

2. Installing  the Dissector 

The OneM2M dissector is used as a plugin in Wireshark. It can be installed on any machine that has 

Wireshark v1.12.0 (or later) installed. 

3. Dissector and General Capabilities 

Wireshark gives the ability to store and view internal logs and proprietary protocols by writing custom 

dissectors. With the help of OneM2M dissector, one can view live communication or analyze the offline 

logs without additional formatting. With OneM2M dissector, one can view the decoded OneM2M 

protocol in user readable structure and format. 

4. Installing the Dissector 

This section describes how to configure the dissector in Wireshark. 

The dissector consists of two LUA files (onem2m.lua and coap18.lua). To install the dissector, the lua files 

need to be copied into the Wireshark plugins folder. The location of plugins folder for Mac, Windows and 

Linux environments is given below: 

 Mac:   ~/.wireshark/plugins (create plugins folder if it doesn’t exist) 

 Windows: “C:\Program Files\Wireshark\plugins\1.12.0” (replace 1.12.0 with your 

Wireshark version number) 

 Linux:   ~/.wireshark/plugins (create plugins folder if it doesn’t exist) 

Once installed, make sure that disable_lua = false in init.lua 

4.1. Configuring the Dissector 

This section describes how to configure specific ports of the dissector so that oneM2M messages are 

automatically decoded on these ports. 

 At the end of the lua file, a “tcp_table” dissector table exists for defining http ports and a “udp_table” 

dissector table exists for defining CoAP ports. Adding port numbers to the dissector table enables 

automatic dissection of oneM2M messages occurring over these specific ports. 



 

5. Using the Dissector 

This section describes how to run the dissector. 

5.1. Launching the Dissector 

To start the dissector, simply open a previous Wireshark capture file or start a new capture in Wireshark. 

If a packet’s source and destination ports are present in the dissector, then that packet will automatically 

be decoded as a oneM2M packet. 

If the packet’s source and destination ports are not present in the dissector table, then one can use the 

“Decode As” feature of Wireshark to select the oneM2M protocol option. To dissect explicitly, go to menu 

bar, select Analyze -> Decode As, select “OneM2M” from the drop down. 

Add new http port number 

using tcp_table:add(xxxx, 

onem2mProto) 

Add new CoAP port number 

using udp_table:add(xxxx, 

onem2mProto) 



 

 

 



5.2. Display Filter 

To show only OneM2M messages enter “onem2m” in the Wireshark “Filter” dialogue box 

 

 

 



5.3. oneM2M Message Dissection 
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5.4. Coloring Rules 

To distinguish OneM2M protocol from others, one can set the colors for OneM2M packets. To do this, 

1. In the menu bar, go to View-> Coloring Rules 

 

 

 

 

 

 

 

 

 

 

 

 



2. Give a name to the coloring rule, write “OneM2M” in string field. 

 

 

 

 

 

 

 

 

 

 

 

 

 



3. Choose foreground and background colors, press “OK” 
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