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Introduction
TR-0054 defines a support for the capability to define M2M service profile restrictions for both M2M Service Subscribers and M2M Service Users.  For example, restrictions such as the maximum bytes of data stored in the M2M system or the maximum allowed rate of requests.   
M2M service profile restrictions enable a M2M Service Provider to apply restrictions on a M2M Service Subscriber based on the M2M Service Subscription agreement between the M2M Service Provider and the M2M Service Subscriber.  

Likewise, M2M service profile restrictions enable a M2M Service Provider and/or a M2M Service Subscriber to apply restrictions on specific M2M Service Users based on the M2M Service Subscription agreement and/or preferences of the M2M Service Subscriber.

R01:

· Changed name of contribution from 2019 to 2020

· Added attribtues to profiles to define max number containers, time series and flexContainers.

· Added exception case for Receiver to validate limts of user profiles do not exceed parent service subscription profile

R02:

· Added C-DOT as contributors

· Changed activationDate and deactivationDate to activationTime and deactivationTime

-----------------------Start of change 1-------------------------------------------
9.6.19
Resource Type m2mServiceSubscriptionProfile

The <m2mServiceSubscriptionProfile> resource represents an M2M Service Subscription. It is used to represent all data pertaining to the M2M Service Subscription, i.e. the technical part of the contract between an M2M Application Service Provider and an M2M Service Provider and is only stored on IN-CSE. The data is also represented in <serviceSubscribedNode> , <serviceSubscribedAppRule> and <serviceSubscribedUserProfile> resources as well as <m2mServiceSubscriptionProfile> resource. The relationship among those resource types are depicted as follows. Note that the diagram does not capture all attributes and child resources. Those resource types shall only be instantiated on IN-CSE.
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Figure 9.6.19-1: Relationship among M2M Service Subscription related resources
The <m2mServiceSubscriptionProfile> resource shall contain the child resources specified in table 9.6.19-1.

Table 9.6.19-1: Child resources of <m2mServiceSubscriptionProfile> resource

	Child Resources of <m2mServiceSubscriptionProfile>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<serviceSubscribedNode>
	0..n
	See clause 9.6.20

	[variable]
	<transaction>
	0..n
	See clause 9.6.48

	[variable]
	<serviceSubscribedUserProfile>
	0..n
	See clause 9.6.68


The <m2mServiceSubscriptionProfile> resource shall contain the attributes specified in table 9.6.19-2.

Table 9.6.19-2: Attributes of <m2mServiceSubscriptionProfile> resource

	Attributes of <m2mServiceSubscriptionProfile>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. 

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	M2M-Sub-ID
	1
	WO
	The identifier assigned by the M2M Service Provder for this M2M Service Subscription.

	M2M-SS-ID
	0..1
	RW
	The identifier assigned by the M2M Service Provder to the M2M Service Subscriber associated with this M2M Service Subscription.

	activationTime
	0..1
	RW
	M2M Service Subscription activation time.  Any requests for service received before this time will be rejected.

	deactivationTime
	0..1
	RW
	M2M Service Subscription de-activation time.  Any requests for service received after this time will be rejected.

	maxNumAEs
	0..1
	RW
	Maximum number of allowed AEs associated with this M2M Service Subscription.

	maxNumNodes
	0..1
	RW
	Maximum number of allowed Field Nodes (ADN/ASN/MN) associated with this M2M Service Subscription.

	maxNumBytes
	0..1
	RW
	Maximum aggregate amount of data allowed to be stored by entities associated with this Service Subscription.

	maxNumUsers
	0..1
	RW
	Maximum number of allowed M2M Service Users associated with this M2M Service Subscription.

	maxRequestRate
	0..1
	RW
	Maximum aggregated rate of incoming requests allowed by entities associated with this M2M Service Subscription.

	maxNumResources
	0..1
	RW
	Maximum aggregated number of resource instances allowed by entities associated with this M2M Service Subscription.

	maxNumContainers
	0..1
	RW
	Maximum number of <container> resource instances created by an entity associated with this M2M Service Subscription..

	maxNumContentInstances
	0..1
	RW
	Maximum number of <contentInstance> resources per a <container> resource created by an entity associated with this M2M Service Subscription.

	maxContentInstanceAge
	0..1
	RW
	Maximum age of a <contentIntstance> resource that is created by an entity associated with this M2M Service Subscription..

	maxByteSizeContainer
	0..1
	RW
	Maximum number of allowed bytes of data stored in the content attribute of <contentIntstance> child resources per <container> resource that is created by an entity associated with this M2M Service Subscription.

	maxNumTimeSeries
	0..1
	RW
	Maximum number of <timeSeries> resource instances created by an entity associated with this M2M Service Subscription.

	maxNumTimeSeriesInstances 
	0..1
	RW
	Maximum number of <timeSeriesInstance> resources per <timeSeriesInstance> resource created by an entity associated with this M2M Service Subscription.

	maxTimeSeriesInstanceAge
	0..1
	RW
	Maximum age of a <timeSeriesIntstance> resource created by an entity associated with this M2M Service Subscription.

	maxByteSizeTimeSeries
	0..1
	RW
	Maximum number of bytes of data stored in the content attribute of <timeSeriesIntstance> child resources per <timeSeries> resource that is created by an entity associated with this M2M Service Subscription.

	maxNumMissingDataTimeSeries 
	0..1
	RW
	Maximum allowed number of entries in a missingDataList for each <timeSeriesInstance> resource created by an entity associated with this M2M Service Subscription.

	maxGroupMembers
	0..1
	RW
	Maximum number of members within each <group> resource created by an entity associated with this M2M Service Subscription.

	allowedRequestSchedules
	0..1(L)
	RW
	A list of time windows for when requests from entities associated with this M2M Service Subscription are allowed.

	maxAggregatedNotificationRate
	0..1
	RW
	Maximum aggregated rate of notifications allowed for all <subscription> resources created by entities associated with this M2M Service Subscription. 

	maxNotificationRate
	0..1
	RW
	Maximum rate of notifications for a single <subscription> resource created by an entity associated with this M2M Service Subscription.

	allowedCSFs
	0..1(L)
	RW
	A list of the types of Common Services Functions (CSFs) allowed for use by entities associated with this M2M Service Subscription.

	allowedOntologies
	0..1(L)
	RW
	A list of the types of ontologies allowed for use by entities associated with this M2M Service Subscription.

	maxNumFlexContainers
	0..1
	RW
	Maximum number of <flexContainer> resource instances created by an entity associated with this M2M Service Subscription.

	allowedContainerDefinitions
	0..1(L)
	RW
	A list of the types of <flexContainer> specializations allowed for use by entities associated with this M2M Service Subscription.

	allowedContentFormats
	0..1(L)
	RW
	A list of the types of content formats allowed for use by entities associated with this M2M Service Subscription.

	defaultAccessControlPrivileges
	0..1(L)
	RW
	A list of resource identifiers of default access control policies to link to a resource if/when the accessControlPolicyIDs attribute of a resource created by an entity associated with this M2M Service Subscription is not configured. 


-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

9.6.68
Resource Type serviceSubscribedUserProfile

The <serviceSubscribedUserProfile> resource contains user profile information for a given M2M Service User such as its M2M-User-ID.  A oneM2M <m2mServiceSubscriptionProfile> resource shall have a <serviceSubscribedUserProfile> child resource for each authorized M2M Service User associated with the M2M Service Subscription.  A <serviceSubscribedAppRule> resource may have an allowedUsers attribute that can be configured with a list of <serviceSubscribedUserProfile> resource identifiers, wherein the allowedUsers represents the users that are allowed to originate requests via the allowed AEs specified by the <serviceSubscribedAppRule>. 

The <serviceSubscribedUserProfile> resource shall contain the child resources specified in table 9.6.68-1.

Table 9.6.68-1: Child resources of <serviceSubscribedUserProfile> resource

	Child Resources of <serviceSubscribedUserProfile>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <serviceSubscribedUserProfile> resource shall contain the attributes specified in table 9.6.68-2.

Table 9.6.68-2: Attributes of <serviceSubscribedUserProfile> resource

	Attributes of <serviceSubscribedUserProfile>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. 

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	M2M-User-ID
	1
	RW
	The M2M-User-ID that is assigned to this M2M Service User.

	activationTime
	0..1
	RW
	M2M Service User activation time.  Any request received by this M2M Service User before this time will be rejected.

	deactivationTime
	0..1
	RW
	M2M Service User de-activation time.  Any request received by this M2M Service User after this time will be rejected.

	maxNumAEs
	0..1
	RW
	Maximum number of allowed AEs associated with this M2M Service User.

	maxNumNodes
	0..1
	RW
	Maximum number of allowed Field Nodes (ADN/ASN/MN) associated with this M2M Service User.

	maxNumBytes
	0..1
	RW
	Maximum aggregate amount of data allowed to be stored by this M2M Service User. 

	maxRequestRate
	0..1
	RW
	Maximum aggregated rate of incoming requests allowed by this M2M Service User.

	maxNumResources
	0..1
	RW
	Maximum aggregated number of resource instances allowed by this M2M Service User.

	maxNumContainers
	0..1
	RW
	Maximum number of <container> resource instances allowed by this M2M Service User.

	maxNumContentInstances
	0..1
	RW
	Maximum number of <contentInstance> resources per a <container> resource created by this M2M Service User.

	maxContentInstanceAge
	0..1
	RW
	Maximum age of a <contentIntstance> resource that is created by this M2M Service User.

	maxByteSizeContainer
	0..1
	RW
	Maximum number of allowed bytes of data stored in the content attribute of <contentIntstance> child resources per <container> resource that is created by this M2M Service User.

	maxNumTimeSeries
	0..1
	RW
	Maximum number of <timeSeries> resource instances allowed by this M2M Service User.

	maxNumTimeSeriesInstances 
	0..1
	RW
	Maximum number of <timeSeriesInstance> resources per <timeSeriesInstance> resource created by this M2M Service User.

	maxTimeSeriesInstanceAge
	0..1
	RW
	Maximum age of a <timeSeriesIntstance> resource created by this M2M Service User.

	maxByteSizeTimeSeries
	0..1
	RW
	Maximum number of bytes of data stored in the content attribute of <timeSeriesIntstance> child resources per <timeSeries> resource that is created by this M2M Service User.

	maxNumMissingDataTimeSeries 
	0..1
	RW
	Maximum allowed number of entries in a missingDataList for each <timeSeriesInstance> resource by this M2M Service User.

	maxGroupMembers
	0..1
	RW
	Maximum number of members within each <group> resource created by this M2M Service User.

	allowedRequestSchedules
	0..1(L)
	RW
	A list of time windows for when requests from this M2M Service User are allowed.

	maxAggregatedNotificationRate
	0..1
	RW
	Maximum aggregated rate of notifications allowed for all <subscription> resources created by this M2M Service User. 

	maxNotificationRate
	0..1
	RW
	Maximum rate of notifications for a single <subscription> resource created by this M2M Service User.

	allowedCSFs
	0..1(L)
	RW
	A list of the types of Common Services Functions (CSFs) allowed for use by this M2M Service User.

	allowedOntologies
	0..1(L)
	RW
	A list of the types of ontologies allowed for use by this M2M Service User.

	maxNumFlexContainers
	0..1
	RW
	Maximum number of <flexContainer> resource instances allowed by this M2M Service User.

	allowedContainerDefinitions
	0..1(L)
	RW
	A list of the types of <flexContainer> specializations allowed for use by this M2M Service User.

	allowedContentFormats
	0..1(L)
	RW
	A list of the types of content formats allowed for use by this M2M Service User.

	defaultAccessControlPrivileges
	0..1(L)
	RW
	A list of resource identifiers of default access control policies to link to a resource if/when the accessControlPolicyIDs attribute of a resource created by this M2M Service User is not configured. 


-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

10.2.12.14
Create <serviceSubscribedUserProfile>
This procedure shall be used for creating a <serviceSubscribedUserProfile> resource. The information represented in the attributes of a <serviceSubscribedUserProfile> resource shall be used by a Hosting CSE to restrict the usage of services by a M2M Service User.  For example, a Hosting CSE can use this information to enforce limits on the maximum number of <container> resources or the maximum number of <contentInstance> resources per parent <container> resource that a M2M Service User is permitted.  A Hosting CSE The Instances of <serviceSubscribedUserProfile> resources may be associated with specific AEs by linking them via the allowedUsers attribute of <serviceSubscribedAppRule> resources.  
Table 10.2.12.14-1: <serviceSubscribedUserProfile> CREATE

	<serviceSubscribedUserProfile> CREATE

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

To: The Hosting CSE shall be an IN-CSE.

Content: The resource content shall provide the information as defined in clause 9.6.68.

	Processing at Originator before sending Request
	According to clause 10.1.2.

	Processing at Receiver
	According to clause 10.1.2.

	Information in Response message
	All parameters defined in table 8.1.3-1 apply.

	Processing at Originator after receiving Response
	According to clause 10.1.2.

	Exceptions
	According to clause 10.1.2.
The Receiver shall check that any values specified for the attributes of this <serviceSubscribedUserProfile> do not violate the limits specified in the parent <m2mServiceSubscriptionProfile> resource (e.g. maxNumContainers).  When performing this check, the Receiver shall check that the aggregated values of all attributes across all the <serviceSubscribedUserProfile> child resources do not violate the limits specified in the parent <m2mServiceSubscriptionProfile> resource. If the limts are exceeded, the Receiver shall reject the request.




10.2.12.15
Retrieve <serviceSubscribedUserProfile>
This procedure shall be used for retrieving the representation of the <serviceSubscribedUserProfile> resource.

Table 10.2.12.15-1: <serviceSubscribedUserProfile> RETRIEVE

	<serviceSubscribedUserProfile> RETRIEVE

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

To: The Hosting CSE shall be an IN-CSE.

Content: void.

	Processing at Originator before sending Request
	According to clause 10.1.3.

	Processing at Receiver
	According to clause 10.1.3.

	Information in Response message
	All parameters defined in table 8.1.3-1 apply.

	Processing at Originator after receiving Response
	According to clause 10.1.3.

	Exceptions
	According to clause 10.1.3.


10.2.12.16
Update <serviceSubscribedUserProfile>
This procedure shall be used for updating the attributes of the <serviceSubscribedUserProfile> resource.

Table 10.2.12.16-1: <serviceSubscribedUserProfile> UPDATE

	<serviceSubscribedUserProfile> UPDATE

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

To: The Hosting CSE shall be an IN-CSE.

Content: Attributes of the <serviceSubscribedUserProfile> resource as defined in clause 9.6.68.

	Processing at Originator before sending Request
	According to clause 10.1.4.

	Processing at Receiver
	According to clause 10.1.4.

	Information in Response message
	All parameters defined in table 8.1.3-1 apply.

	Processing at Originator after receiving Response
	According to clause 10.1.4.

	Exceptions
	According to clause 10.1.4.
The Receiver shall check that any values specified for the attributes of this <serviceSubscribedUserProfile> do not violate the limits specified in the parent <m2mServiceSubscriptionProfile> resource (e.g. maxNumContainers).  When performing this check, the Receiver shall check that the aggregated values of all attributes across all the <serviceSubscribedUserProfile> child resources do not violate the limits specified in the parent <m2mServiceSubscriptionProfile> resource. If the limts are exceeded, the Receiver shall reject the request.




10.2.12.17
Delete <serviceSubscribedUserProfile>
This procedure shall be used for deleting the <serviceSubscribedUserProfile> resource with all related information.

Table 10.2.12.17-1: <serviceSubscribedUserProfile> DELETE

	<serviceSubscribedUserProfile> DELETE

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

To: The Hosting CSE shall be an IN-CSE.

	Processing at Originator before sending Request
	According to clause 10.1.5.

	Processing at Receiver
	According to clause 10.1.5.

	Information in Response message
	All parameters defined in table 8.1.3-1 apply.

	Processing at Originator after receiving Response
	According to clause 10.1.5.

	Exceptions
	According to clause 10.1.5.


-----------------------End of change 3-------------------------------------------

CHECK LIST

· Does this Change Request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?
· Does this CR contain changes related to only one particular issue/problem?
· Have any mirror CRs been posted?
· Does this Change Request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not include a proposal to change only 3 tables?Does this Change Request follow the drafting rules?
· Are all pictures editable?
· Have you checked the spelling and grammar?
· Have you used change bars for all modifications?
· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.)
· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
© 2020 oneM2M Partners
                                                                                                   Page 1 (of 7)



[image: image2.png]<serviceSubscribedNode>
ruleLinks
<m2mServiceSubscriptionProfile>
0..n
<serviceSubscribedAppRule>
0..1(L)
<serviceSubscribedUserProfile>
0..n
M2M-User-ID
1
allowedUsers
0..1(L)
...
...
...
...



