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Introduction

This contribution provides input about introduction to GDPR and PIPA. 
-----------------------Start of change 1-------------------------------------------
6.2
Personal Information Protection Act from South Korea

Editor’s Note: The section introduces PIPA and its impact to IoT system. 
6.2.1
Introduction to PIPA
South Korea’s comprehensive Personal Information Protection Act (PIPA) was enacted Sept. 30, 2011.  It is one of the world’s strictest privacy regimes. Like the GDPR, it protects privacy rights from the perspective of the data subject and it is comprehensive, applying to most organizations, even government entities. It is not only applicable and strict, but its penalties — which include criminal and regulatory fines and even imprisonment — are enthusiastically enforced.
PIPA applies to personal information processing organizations, known as “data handlers,” that are defined as a person, government entity, company, individual, or any other person that, directly or through a third party, handles personal information for work or business purposes. Personal information refers to information pertaining to a living individual, which contains information identifying a specific person, such as name, national identification number, images, or other similar information.

Under the Act on the Promotion of Information and Communication Network Utilization and Information Protection (the “Network Act”), which supplements PIPA, personal information includes name, national identification number, letter, voice, sound image, and all other information that makes it possible to identify a specific person. The Network Act provides measures for protecting the personal information of users collected and used by the telecommunications business operators.

In addition to regulating personal information, the Acts impose compliance measures to ensure proper collection, use, and transfer, among other things, of users’ personal information. Technical and managerial protective measures must be taken in order to store personal information. Organizations must also inform data subjects of their rights and its obligations as a data handler.

6.2.2
Impact to IoT System
The PIPA establishes principles from the perspective of the data subject and personal information controller. In the IoT environment, it is very difficult to obtain the consent of the data subject due to the automated data collection of the device. In particular, the process of combining information collected by IoT devices through various processes may enable personal identification of data subjects. And when the collected information is processed, it is difficult to check whether the information contains personal information. 
PIPA regulations have defined several rules to ensure personal data protection that have to be applied in such IoT systems as follows: 
· Article 3 (Principles for Protecting Personal Information) 
1. Article 3 has defined the principles of data protection that personal information controllers must follow. The personal information controller must clarify the purpose of processing personal information and specify that only a minimum of personal information should be lawfully and fairly collected to the extent that it is appropriate. [Information collection is available within the scope of Article 15.] The reason they collect the least amount of information is to protect the privacy of individuals and to minimize the risk of any unknown security attacks.
2. The personal information controller shall process information based on established processing purposes and not use it for any other purpose. [Personal information processing can be processed within the scope of Article 23 of PIPA, and information on personal thoughts, beliefs, health, life, etc., or information that can identify individuals is subject to strict standards.] When processing the information collected by IoT devices, it should be able to check whether the processed information is out of the standard and if it is out of the standard, it should be deleted.

3. The Personal information controller shall ensure that the accuracy, completeness and freshness of the personal information is guaranteed. When IoT devices collect new data, it is necessary to compare with existing data to check whether accuracy and up-to-dateness are guaranteed.

4. The personal information controller shall manage information safely in consideration of the infringement and risk of information subject rights. [Article 4 of PIPA consists of five terms of information subject rights]. Article 3 of PIPA is directly linked to Article 29 of the obligation to take safety measures and recommends that IoT systems prevent security threats of personal information in technical ways.

5. The personal information controller shall make public its privacy policy and other matters related to personal information processing; and shall guarantee the data subject rights, such as the right to access their personal information.

6. The personal information controller shall handle personal information as a way to minimize privacy infringement of information subject. In order not to infringe on the privacy of the information subject, IoT devices should stop collecting information that is not satisfied with the collection criteria or delete it if they are collected.

7. The personal information processor shall take measures to prevent re-identification by anonymizing data.Anonymization, like pseudonymization, is a method of de-identifying personal information. Unlike pseudonymization, anonymization is a powerful way of protecting personal information because it cannot be re-identifiable, so it is not possible to identify an individual with additional information.

8. The personal information controller shall endeavor to obtain trust of data subjects by observing and performing such duties and responsibilities as provided for in this Act and other related statutes.
· Article 17 (Provision of Personal Information)
1. Global companies that provide IoT platforms will have servers around the world, and a lot of information will come and go without borders. Article 17 of the PIPA defined the actions that the personal information controller shall perform when it provides personal information to a third party or transfers personal information to a foreign country. It defined the identity of a third party, the purpose and duration of the use of the information, and data subject must agree about it. In IoT system, guidelines and algorithms for information transfer are needed.
· 6.2.3
Comparison with GDPR and PIPA
	
	GPDR
	PIPA

	Subject to law.
	-Activities of information processors and trustees in the EU;

-GDPR is also applicable to businesses that process personal information of persons residing in the EU to supply goods and services even if there is no workplace in the EU.

-Monitoring the behavior of individuals within the EU
	There is no explicit provision for overseas operators.

	Appointment of a regional representative.
	If a company without a business in the EU processes personal information for the provision of goods and services to EU residents, or if it monitors the behavior of an individual occurring within the EU, an EU representative must be specified in writing.
	None.

	right of personal information movement
	The right of the data subject to request that the personal information provided by him / her be transferred back in a systematic form (CSV, XML, etc.) or to transfer the personal information to another data processor (Article 20).

* (Example) If you change your email company, you need to move to the company that changed your existing registered contact.
	None.

	Right to refuse profiling.
	Have the right to object to decisions made by automated processes, such as profiling, that have a material impact on you
	None.

	protection object
	- Privacy

- Personal information processing (processing in automated system)

-Filing system (a series of structured personal information)
	None.

	designation of corporate manager
	DPO : Data Protection Officer
DPO Qualifications: Professional knowledge of data protection laws and practices and ability to perform work (Article 37)
	CPO : Chief Privacy Officer

Appointment of executive-level personal Chief Privacy Officer (CPO)

Qualification: Employer or representative, officer, etc. (Article 31)

	personal information processing activity record
	Record and maintain overall personal information processing activities

Record subject: Record and maintain the following items (Article 30)

     -Name, contact information

     -Category and country of person receiving personal information

    -Purpose and items of personal information processing

     -Description of appropriate technical safety measures;

Not applicable to companies or organizations with less than 250 employees
	Responsibility to keep records only for access records (Article 29)

	protection in personal information processing
	Personal information shall be processed in a manner that ensures appropriate security through appropriate technical and administrative measures to protect against unauthorized processing, illegal processing and accidental damage, loss, destruction or damage (Article 5).

Protection of Personal Information Processed

-If personal information is kept in the IT system, access is restricted by setting a password

-Up-to-date system protection measures regularly

-Physically keep personal information blocked from unauthorized access and keep it in a safe place
	Need for technical, managerial and physical measures necessary to secure safety of personal information (Article 29)

	Personal information pseudonymiza tion
	Can be used for pseudonym processing.

Pseudonymisation (Article 4)

In the processing of information, it is called pseudonymization to make the original personal information no longer recognizable without using additional information.

At this time, additional information should be kept separately and technical and managerial measures should be taken so that the individual cannot be identified using the information.

Re-identification is strictly prohibited in this case.

In paragraphs 50 and 156, the processing of information for the purpose of record preservation for the public interest, for scientific or historical research, or for statistical purposes, may be further processed through pseudonymization.
	Can be used for deidentification purposes other than consent

	personal information impact assessment
	Private sector should also conduct an impact assessment if certain requirements are met

Subject of evaluation: If the following requirements are met (Article 35).

-Depending on the type of personal information processing, there is a possibility that it poses a serious risk to the rights and freedoms of the individual.

An assessment based on automated processing, including profiling, in which decisions based on the assessment have a significant impact on the individual.

Large scale processing of sensitive information.

Large, systematic monitoring of open and accessible places (eg CCTV).
	Mandatory personal information impact assessment only in the public sector

Evaluation target: Public institutions (Article 33) that meet the following requirements

-More than 1 million personal information files

-When connecting more than 500,000 personal information files

-More than 50,000 sensitive information and unique identification information

-If you want to change the operating system after impact assessment

	The Right of Information Subjects – The Right to Processing restriction
	Right to Request Restriction on the Processing or Use of Personal Information (Article 18)
	It is similar to the right to stop processing under domestic law and the right to request the suspension of processing of personal information (Article 37)

	The Right of Information Subject – Deletion Right
	Right to request deletion of your personal information (Article 17)
	Right to request correction or deletion of personal information (Article 36)

	Transfer of personal information abroad.
	Allow transfer if appropriate EU safeguards are in place.
	In principle, personal consent is required for the transfer of personal information abroad (Article 17).

(Online operators can transfer without consent of the information subject according to Article 63 of the Information Network Act)

	Penalty
	-Major breach: the highest of 4% of global sales or the highest of 20 million euros

-General violations: 2% of global sales or 10 million euros, whichever is higher
	Up to 3% penalty on sales

-Collecting 500 million won penalty if a resident code is leaked

	criminal punishment
	None
	Imprisoned up to two years or fined up to 20 million won.

Money or profits obtained as a result of violations are subject to confiscation and collection.
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