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Introduction

This contribution provides input about introduction to GDPR and PIPA. 
-----------------------Start of change 1-------------------------------------------
X
Technologies for Handling of Privacy Information
x.1
Pseudonymisation Techniques
According to Article 4, paragraph 5 of the GDPR
 ‘pseudonymisation’ means the processing of personal data in such a manner that the personal data can no longer be attributed to a specific data subject without the use of additional information, provided that such additional information is kept separately and is subject to technical and organisational measures to ensure that the personal data are not attributed to an identified or identifiable natural person; Several pseudonymization techniques are introduced below.
x.1.1
Heuristic Pseudonymization
It is a method of hiding detailed personal information by replacing the values ​​corresponding to identifiers with some predetermined rules or by processing them according to the judgment of the person.
For example, replace name information with a generalized name such as James or Sophia, or replace institution information with Korea, the United States, or Earth. This will be done by setting rules in advance. All data is processed in the same way, making it easy for users to use and understand.
x.1.2
Data Masking
Data masking is the de facto standard for achieving pseudonymization. It replaces sensitive data with fictitious yet realistic data, which helps reduce data risk while preserving data utility. An example of data masking is below table. 
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LastName CreditCard LastName CreditCard

James 4234-5678-9128-4567 Schmidt 4876-5432-1987-6543

Davis 3123-4567-8901-2345 Fowler 3456-7890-1234-5678




Masked data must not break application integrity. That is, it should satisfy the same business rules as real data (e.g. masked age is still in the same age group; zip code has the same geographic dispersion; checksum for credit card calculates correctly). This is to ensure that the application running against masked data performs as if the masked data is real and to ensure there are no limitations on a user’s abilities to adequately use applications.
x.2
Anonymization Techniques
Anonymization is the processing of personal information into an unrecoverable state so that a particular individual is not identifiable. In IoT system that collects and analyzes large data and obtains useful information, in order to protect sensitive personal information, there is a need for anonymization technique that lowers personal identification of data.
Data anonymization is a method of protecting personal information and securing privacy through the aggregation of raw data. Since the concept of k-anonymity, the l-diversity and t-proximity -closeness, s-uniformity, and so on. Anonymization removes identifiers and anonymizes quasi-identifiers for privacy protection of sensitive attributes.
Following subsections present several anonymization tools and look at the privacy models and how to process anonymization.
x.2.1
Data Anonymization Algorithms
k-Anonymity: 

The k-anonymity model preserves the original data values but transforms them by grouping so that all tuples in the data table have at least k-1 candidate tuples that are not distinct from each other. In this anonymization process, a group of tuples that are indistinguishable because their quasi-identifier attribute values are the same is called an equivalence class. 

k-Map:
This privacy model is related to k-anonymity but risks are calculated based on information about the underlying population.

Average risk:
This privacy model can be used for protecting datasets from re-identification in the marketer model by enforcing a threshold on the average re-identification risk of the records. By combining the model with k-anonymity a privacy model called strict-average risk can be constructed. ARX further supports a variant which permits some records to exceed the risk threshold defined by k.

Population uniqueness:
This privacy model aims at protecting datasets from re-identification in the marketer model by enforcing thresholds on the proportion of records that are unique within the underlying population. For this purpose, basic information about the population has to be specified. Based on this data, statistical super-population models are used to estimate characteristics of the overall population with probability distributions that are parameterized with sample characteristics. ARX supports the methods by Hoshino (Pitman), Zayatz and Chen and McNulty (SNB). Different models may return differently accurate estimates of the number of population uniques. As a rule of thumb, the Pitman model should be used for sampling fractions lower than or equal to 10%. ARX also implements a decision rule proposed and validated for clinical datasets by Dankar et al.

Sample uniqueness:
This privacy model can be used to restrict the fraction of records which are unique regarding the quasi-identifiers.

L-Diversity:
This privacy model can be used to protect data against attribute disclosure by ensuring that each sensitive attribute has at least ℓ "well represented" values in each equivalence class. Different variants, which implement different measures of diversity, have been proposed of which the following are supported by the software: distinct-ℓ-diversity, recursive-(c, ℓ)-diversity as well as entropy-ℓ-diversity with two different estimators (Shannon or Grassberger).

T-Closeness:
This privacy model can also be used to protect data from attribute disclosure. It requires that the distributions of values of a sensitive attribute within each equivalence class must have a distance of not more than t to the distribution of the attribute values in the input dataset. For this purpose, it bounds the cumulative absolute difference between the frequency distributions, which is calculated using the earth mover's distance (EMD). Different variants have been proposed for variables with different data types: (1) equal ground distance considers all values to be equally distant from each other, (2) hierarchical ground distance utilizes value generalization hierarchies to determine the distance between values and (3) ordered ground distance calculates distances based on the order of values.

δ-Disclosure privacy:
This privacy model can also be used to protect data against attribute disclosure. It also enforces a restriction on the distances between the distributions of sensitive values but uses a multiplicative definition which is stricter than the definition used by t-closeness.

β-Likeness:
This privacy model is related to t-closeness and δ-disclosure privacy and it can also be used to protect data against attribute disclosure. It aims to overcome limitations of prior models by restricting the relative maximal distance between distributions of sensitive attribute values, also considering positive and negative information gain.

δ-Presence:
This model can be used to protect data from membership disclosure. A dataset is (δmin, δmax)-present if the probability that an individual from the population is contained in the dataset lies between δmin and δmax. In order to be able to calculate these probabilities, users need to specify a population table.

Profitability:
This model implements a game-theoretic approach for performing cost/benefit analyses of data publishing to create output datasets which maximize data publisher's monetary benefit.

Differential privacy:
In this model, privacy protection is not considered a property of a dataset, but a property of a data processing method. Informally, it guarantees that the probability of any possible output of the anonymization process does not change "by much" if data of an individual is added to or removed from input data. Consequently, it becomes very difficult for attackers to derive information about specific individuals and datasets are protected from membership, identity and attribute disclosure. Differential privacy does further not make any strong assumptions about the background knowledge of attackers, e.g. about which attributes could be used for linkage. Instead, all attributes should be defined to be quasi-identifying.
-----------------------End of change 1-------------------------------------------
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