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Introduction

This contribution provides input about introduction to GDPR and PIPA. 
-----------------------Start of change 1-------------------------------------------
7
Analysis on the Current oneM2M System

Editor’s Note: The section provides an analysis of the current oneM2M system to see which features related to privacy related regulations are supported and not supported. 
7.x
System Requirements to Handle Privacy-related Regulations
The oneM2M standard supports a common M2M service layer that can be easily embedded in a variety of hardware and software and rely on connecting M2M application servers around the world with countless devices in the field. This document derives the several requirements for the onem2m platform to comply with GDPR. Requirements were derived for each article.
Article1 - Subject-matter and objectives

· When processing information within the OneM2M system, it shall comply with GDPR if it contains personal information, personally identifiable information, or sensitive information.
Article2 - Material scope

· When we are processing the personal information by fully or partially automated means using the oneM2M system shall be in compliance with GDPR.
· If a controller or processor designing an IoT platform based on the oneM2M standard platform has a business in the EU and its activities include processing of personal data, it shall comply with GDPR.
· When we are providing goods or services to data subjects in the EU using the oneM2M system, GDPR rule have to be applied.
· When we are monitoring the behavior of data subjects in the EU using the oneM2M system, GDPR rule have to be applied.
Article 5 - Principles relating to processing of personal data

· When we are processing personal information using oneM2M system, it shall be processed in a lawfully, fairly and transparent manner according to article 5 paragraph 1 of GDPR. Transparent means to demonstrate the processing of personal data in a manner that is easy to understand and accessible to the data subjects.

· When we are collecting personal information using oneM2M system, it shall have a specific, explicit and legitimate purpose according to article 5 paragraph 2 of GDPR. Further processing in a manner that is inconsistent with the purpose is not allowed.

· When we are processing personal information using oneM2M system, it shall be limited to the minimum according to article 5 paragraph 3.

· When we are processing personal information using oneM2M system, it shall be accurate and up to date according to article 5 paragraph 4. Deletion and correction of incorrect information shall be guaranteed.

· In order for the oneM2M system to comply with GDPR Article 5, paragraph 5, personal information shall be kept in a form that can identify the data subjects.

· In order for the oneM2M system to comply with GDPR Article 5, paragraph 6, personal information shall be protected.

Article 6 - Lawfulness of processing

· When we are processing personal information using oneM2M system, the GDPR and the relevant legal basis of the country shall be established.
Article 7 Conditions for consent

· When we are using the oneM2M system to process personal information based on the data subjects consent, valid consent shall be obtained in compliance with legal requirements.
· When we are using oneM2M system to process personal information based on the consent of the data subject, the consent is received without missing the consent acquisition target.
· If the data subject needs a high level of control over personal information, such as sensitive information processing, the informed consent of the data subject shall be obtained through e-mail or signature with consent.
· When we are using oneM2M system, consent shall be recorded and archived so that the data subject can demonstrate that he or she has consented to the processing of personal information.
· Data subjects shall be able to easily withdraw their consent.

Article 8 GDPR – Conditions applicable to child’s consent in relation to information society services

· When we are using oneM2M system, we shall check the age standards for children that require parental consent in the countries compliance with GDPR.

· When we are using oneM2M system to processing children’s personal information, consent is required it is necessary to obtain the consent of parents.
Article 9 & 10 
· When we are using oneM2M system, sensitive information shall not be collected, retained or processed.

· Processing sensitive information within the OneM2M system shall be based on Article 9, paragraph 2.
Article 12 ~ 14 
· When a data subject using an IoT system based on the oneM2M platform exercises rights such as access, modification and deletion, the information shall be provided to the data subjects according to the timing and method of provision required by GDPR.
· When a data subject using an IoT system based on the oneM2M platform, the information shall be provided the Terms of Use and Privacy Policy.
· When we are collecting personal information using the oneM2M system from the data subject, the mandatory information shall be provided to data subjects immediately at the time of obtaining personal information.
· When receiving personal information obtained by a third party, the data subjects shall be individually notified of the information that shall be provided.

· If additional processing is required besides the processing of personal information by law, etc., the data subject shall be informed of the purpose of processing and the information that shall be provided before the processing.

Article 15 - Right of access by the data subject

· When a data subject using an IoT system based on the oneM2M platform requests access to the processing of personal information associated with them, information on the contents and actions such as processing purpose, personal information type, etc. shall be provided.
Article 16 – Right to rectification 
· When a data subject using an IoT system based on the oneM2M platform requests right of rectification for the processing of personal information related to him or her, the necessary measures shall be taken according to the GDPR.
Article 17 – Right to erasure (‘right to be forgotten’)

· When a data subject using an IoT system based on the oneM2M platform requests the deletion of personal information related to him, the request shall be dealt with according to the GDPR.
Article 18 – Right to restriction

· When a data subject using an IoT system based on the oneM2M platform requests a restriction on the processing of personal information relating to him or her, the processing of the personal information shall be restricted according to the GDPR.
Article 20 – Right to data portability

· In order to protect personal information in the OneM2M system from unauthorized or illegal processing and unexpected loss, destruction or damage, it shall ensure that appropriate security is applied to personal information such as additional authentication and encryption.

· When a data subject using an IoT system based on the oneM2M platform requests the transfer of personal information related to himself or herself, he or she is requesting a right to move (between the company and the online service) according to the GDPR.
Article 21 – Right to be object

· Processing procedures or methods for dealing with the rights of objection of the data subject who are using IoT syetem based on the oneM2M shall be established..
· In the case of the online service, the data subjects who are using IoT system based on oneM2M can request the right to exercise the right online.
Article 22 – Automated individual decision-making, including profiling

· Within the oneM2M system, processing that affects automated decision-making and legal effectiveness for data subjects, including profiling, can be rejected by the data subject.
· When processing personal information for profiling in the IoT platform applying the OneM2M standard, the following safeguards should be applied.
1 It should ensure that the process is fair and transparent by providing meaningful information about the logic applied to the process and its importance and impact.

2 Appropriate mathematical or statistical methods shall be used for profiling within the OneM2M system.

3 Within oneM2M system, techniques to correct errors and minimized the risk of mistakes shall be require. 

4 In order to prevent discriminative consequences, privacy measures in oneM2M system shall be applied in proportion to the magnitude of the risks to the interests and rights of the data subjects (e.g. prevention of racism).

· If only profiling occurs, regardless of automated decisions within the oneM2M system, it shall be also compliance with GDPR. The actions that apply to automated decisions, including profiling only or including profiling, are:
Article 5 paragraph 1 (a)

- Profiling in oneM2M system shall be presented in a concise, transparent, understandable, and accessible manner.

- There shall be no disadvantages to the data subject's transactions due to unfair profiling in oneM2M system. 
Article 5 paragraph 1 (b) 
- If it is used for profiling for purposes other than collecting personal information, additional measures are required, such as obtaining separate consent.
Article 5 paragraph 1 (c) 
- The oneM2M system shall clearly explain why we collect and retain personal information used for profiling, or ensure proper protection using anonymous aggregated information.
Article 5 paragraph 1 (d) 
- Appropriate measures shall be taken in oneM2M system to continuously verify that the personal information used for profiling is accurate and up-to-date. 
Article 5 paragraph 1 (e)
- Prolonged retention of personal information in oneM2M system for profiling is likely to pose a risk, so an appropriate retention period shall be calculated.

Article 13 & 14
- A clear and brief description of how the profiling process functions in oneM2M system.


- When automated decision making including profiling occurs in oneM2M system, information on ① profiling facts and ② automated decision making facts including profiling shall be provided.

Article 15

- Information subjects' right to access the profiling and the information used should be guaranteed in oneM2M system.
Article 16 
- The use of incorrect personal information for profiling in oneM2M system shall ensure the right to correct and challenge the information and inaccuracies used therein.  
- The right to supplement profiling by providing additional personal information shall be guaranteed in oneM2M system. 
Article 17

- When a data subject withdraws consent for a data subject's informed profiling in oneM2M system, all personal information and profiling results used for profiling shall be deleted unless there is a legal basis.
Article 18 
- When there is a need to restrict the processing of data subjects, the processing of personal data shall be blocked or restricted at all stages of the profiling and automated decision making process.
Article 21

- Ensure the right of information subjects not to be subject to automated decision making processes in oneM2M system, including profiling.

- In case of objection to profiling, the profiling and automated decision-making in oneM2M system shall be discontinued and the relevant information deleted if necessary.

Article 25 – Data protection by design and by default

· When designing a service for processing personal information in OneM2M system, it should be implemented so that personal information can be protected throughout the personal information life cycle through security review.

· Privacy preferences should be reflected in personal information processing systems and processes in the OneM2M system.

Article 30 – Records of processing activities

· If there are more than 250 employees who design an IoT platform based on the OneM2M standard, it is mandatory to document and retain personal information processing activities.

· Regardless of the number of employees, a record of personal information processing activities is required if one of the following is true:

1 When processing personal information that may pose a risk to the rights and freedoms of the data subject 

2 When processing sensitive information

3 When processing personal information related to criminal history and criminal activity

Article 37 – Designation of the data protection officer

· Organizations using IoT platforms based on the OneM2M standard shall designate a DPO. It includes government departments or related agencies.

· A DPO shall be specified if the "core activity" of the controller or processor is one of the following:
· "Regular and systematic monitoring" of "large scale" of data subjects

· 'Large' processing of sensitive information, criminal history and criminal behavior information
· If a DPO is specified, the controller or processor shall disclose the DPO's contact information and notify the supervisory authority as necessary.

· If a DPO is designated, the status and business support of the DPO specified in the statute shall be guaranteed. 
· The work of the DPO shall be defined and DPO shall do it.

Article 44 ~ 50 - Transfers of personal data to third countries or international organisations

· Personal information transfer in oneM2M system shall be made according to the basis of an adequacy decision.

1) Adequacy Assessment Procedure

· Step 1: Determine whether the adequacy requirement is met (EU executive committee)

· Step 2: Request EDPB opinion (EU executive committee)

· Step 3: Get Member State Opinion and Create Opinion (EDPB)

· Step 4: Prepare a Final Report (EU executive committee)

· Step 5: Final decision (majority decision) (Article 31 Committee)
2) The transfer of personal information shall be carried out with appropriate safeguards.

· Safeguards are divided into those that do not require specific approval of the supervisory authority and those that require specific approval of the supervisory body.

· In the absence of adequacy decision or appropriate safeguards, there are exceptions to certain circumstances when transferring personal information to third countries or international organizations (Article 49 (1)).
Article 33 & 34

· When a violation of personal information occurs within the OneM2M system, report it to the supervisory organization as soon as possible.

· If the processor recognizes when a privacy violation occurs in oneM2M system, the controller shall be notified without delay.

· Procedures shall be in place to notify the subject as soon as possible in the event of a breach of personal information in oneM2M system.

· The controller shall document all aspects of privacy violations.
7.1
Privacy Features in oneM2M System

Editor’s Note: This section provides privacy related features in oneM2M System.  
7.2
Unsupported Key Privacy Issues

Editor’s Note: This section describes unsupported key privacy issues related to privacy regulations.  
-----------------------End of change 1-------------------------------------------
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