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Introduction
[change 1]

As per default authorization scheme, <accessControlPolicy> resource based, to get the corresponding access previleges to a request, the targeted resource identifier should be given. However, the current dynamic auth request from a CSE to a DAS does not madate the targeted resource identifier (trid) but targeted resource type (trt).
trt would be good to have as additional info. for DAS to efficiently fetch the matching privilges in its local DB, but does does not qualifies the fact that it is mandatory

[change 2]

As defined in the TS-0001, the different authorization schemes applying sequence says there are other changes, if supported by a CSE, when an Originator gets rejected by one scheme (e.g. <ACP> based). From the flow chart diagram, even if an Originator gets denied per DAS-based authorization, distributed access control can be applied if the system supports. 
One of the procedure immediately sends back error when the conditions are not met by the dynamic ACP info. given by DAS, so it should give another chance.
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Figure 10.2.3.1-1: Different types of authorization flow chart (TS-0001)
********** Start of change 1 **********

6.3.5.46 m2m:dynAuthDasRequest

Used in m2m:securityInfo.

Table 6.3.5.46‑1: Type Definition of m2m:dynAuthDasRequest
	Element Path
	Element Data Type 
	Multiplicity
	Note

	originator
	m2m:ID
	1
	

	targetedResourceType
	m2m:resourceType
	0..1
	

	operation
	m2m:operation
	1
	

	originatorIP
	(anonymous)
	0..1
	

	originatorIP/ipv4Address
	m2m:ipv4
	0..1
	These elements shall only be present if the originatorIP parent element is present. Exactly one of these elements shall be present

	originatorIP/ipv6Address
	m2m:ipv6
	0..1
	

	originatorLocation
	m2m:locationRegion
	0..1
	

	originatorRoleIDs
	list of m2m:roleID
	0..1
	

	requestTimestamp
	m2m:absRelTimestamp
	0..1
	

	targetedResourceID
	xs:anyURI
	1
	

	proposedPrivilegesLifetime
	m2m:absRelTimestamp
	0..1
	

	roleIDsFromACPs
	list of m2m:roleID
	0..1
	

	tokenIDs
	list of m2m:tokenID
	0..1
	

	authorSignIndicator
	xs:boolean
	0..1
	


********** End of change 1 **********

********** Start of change 2 **********

7.5.1.2.10 Notification for Dynamic Authorization

Dynamic Authorization uses a two-way exchange of information between a Hosting CSE (i.e. Originator) and a Dynamic Authorization System (DAS) Server (i.e. Receiver). This two-way handshake is performed using a Notification request and response. 

Originator:

When the Originator (i.e. Hosting CSE) is triggered to perform dynamic authorization for an incoming request that it receives, then it performs the following steps in order:

1) Configure the To parameter with the address of the corresponding DAS Server associated with the resource targeted by the received request. The Hosting CSE shall use the DAS Server address information configured within the dynamicAuthorizationPoA attribute of the <dynamicAuthorizationConsultation> resource associated with the targeted resource. The Hosting CSE shall determine the corresponding <dynamicAuthorizationConsultation> resource using the dynamicAuthorizationConsultationIDs attribute of the targeted resource. If the attribute is not supported by the targeted resource, or it is not set, or it has a value that does not correspond to a valid <dynamicAuthorizationConsultation> resource(s), or it refers to a <dynamicAuthorizationConsultation> resource(s) that is not reachable, then based on system policies, the dynamicAuthorizationConsultationIDs associated with the parent may apply to the child resource if present, or a system default <dynamicAuthorizationConsultation> may apply if present. If a dynamicAuthorizationConsultationID attribute and corresponding <dynamicAuthorizationConsultation> resource cannot be found or if the dynamicAuthorizationEnabled of a <dynamicAuthorizationConsultation> has a value of false and Distributed Authorization is not supported (see TS-0001 clause 10.2.3), the Hosting CSE shall reject the request by returning an "ORIGINATOR_HAS_NO_PRIVILEGE" Response Status Code to the Originator of the received request and no additional steps shall be performed.

2) Configure the From parameter with the ID of the Hosting CSE which hosts the resource targeted by the received request.

3) Configure the mandatory sub-elements of the securityInfo element of the notification data:

a)
The securityInfoType element shall be configured as "1" (Dynamic Authorization Request) in the Notify request primitive.

b)
The originator element shall be configured with the ID of the Originator of the received request.

c)
The targetedResourceType element shall be configured with the type of resource targeted by the received request.

d)
The operation element shall be configured with the type of operation targeted by the received request.

4) Optionally configure one or more optional sub-elements of the securityInfo element of the notification data:

a)
The originatorIP element may be configured with the IP address of the Originator of the received request.

b)
The originatorLocation may be configured with the location of the Originator of the received request.

c)
The originatorRole may be configured with the role of the Originator of the received request.

d)
The requestTimestamp may be configured with the time at which the request was received.

e)
The targetedResourceID may be configured with the identifier of the targeted resource of the received request.

f)
The proposedPrivilegesLifetime may be configured with a time duration for which the Hosting CSE is requesting privileges be granted to the Originator of the received request.

g)
The rolesFromACPs may be configured with a list of roles specified in the ACPs associated with the resource targeted by the received request.

h)
The tokenIDs may be configured with a list of token identifiers specified by the Originator of the received request.

i)
The authorSignIndicator may be configured with the value specified by the received request.

5) The Hosting CSE shall send the notification request for dynamic authorization to the targeted DAS Server.

********** End of change 2 **********
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