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Introduction
This CR proposes to make changes per action item below:


[image: image1.emf]


A-PRO-16-02 Investigate MQTT Binding on Mcc’ SeungMyeong 
& Peter  



5/19/2019 – Peter is going 
to consider a contribution.  
Need to decide if we want 
to put the effort into 
supporting use of MQTT 
over Mcc’ or not. 



 










A-PRO-16-02  Investigate MQTT Binding on Mcc’ 

SeungMyeong 

& Peter  

5/19/2019 – Peter is going 

to consider a contribution.  

Need to decide if we want 

to put the effort into 

supporting use of MQTT 

over Mcc’ or not. 

 


The problems and candidate solutions are illustrated in SDS-2020-0059-MQTT_over_Mcc'. Between the two options there, this CR suggests to use option 1 simply because it’s more straight forward to have SP-ID along with SP-relative Originator and Receiver IDs in the same string token in MQTT topics. Also, ‘:’ character is used similarly in different context (clause 6.4.4, see below). It is a replaced character for ‘/’ which is used to represent the SP-relative and absolute ID formats in oneM2M.
6.4.4
Initial Registration

In some security scenarios, an Originator might not initially know its AE-ID or CSE-ID. Initial registration exchanges can use the communication pattern described in clauses 6.4.1 and 6.4.2 except that they use Topics containing a credential ID rather than an AE-ID or CSE-ID, as follows:

· /oneM2M/reg_req/<originator>/<receiver>

· "oneM2M" is a literal string identifying the topic as being used by oneM2M.

· <originator> is the Credential-ID. Any "/" characters embedded in the ID shall be replaced with ":" characters.

· <receiver> is the SP-relative-CSE-ID of the Receiver (Transit or Hosting CSE) specified in the corresponding request, omitting any leading "/".

· "reg_req" is a literal string identifying it as a registration request. 

R02 added further words to address the existence of Mcc’
********** Start of change 1 **********

6.4
Sending and Receiving Messages

6.4.1
Request and Response Messages

6.4.1.0
Introduction

MQTT does not have a data model to describe or constrain the content of its Application Message payloads (to that extent it is similar to a TCP socket). Mca, Mcc and Mcc’ request messages shall be serialized into XML or JSON or CBOR following the serialization process defined in clause 6.5. 
The packet type field in Figure 6.4.1.1-1 is used to define the MQTT Control Packet type. It is a 4-bit field which possible values are listed in Table 6.4.1.0-1. When a oneM2M Request/Response message is bound to MQTT, its packet type shall have value 3, i.e. the Request/Response message is delivered in an MQTT PUBLISH Packet.

Table 6.4.1.0-1: MQTT Control Packet Types

	Reserved
	0
	Reserved for future use

	CONNECT
	1
	Client request to connect to server

	CONNACK
	2
	Connect acknowledgement

	PUBLISH
	3
	Publish message

	PUBACK
	4
	Publish message acknowledgement

	PUBREC
	5
	Publish received (QoS=2)

	PUBREL
	6
	Publish release (QoS=2)

	PUBCOMP
	7
	Publish complete (QoS=2)

	SUBSCRIBE
	8
	Client subscribe request

	SUBACK
	9
	Subscribe acknowledgement

	UNSUBSCRIBE
	10
	Client unsubscribe request

	UNSUBACK
	11
	Unsubscribe acknowledgement

	PINGREQ
	12
	Ping request

	PINGRESP
	13
	Ping response

	DISCONNECT
	14
	Client disconnection request

	Reserved
	15
	Reserved for future use


6.4.1.1
Fixed header of MQTT PUBLISH Packet

The fixed header of the MQTT PUBLISH Packet consists of RETAIN, QoS Level, DUP flag, Packet Type, Remaining Length fields as shown in Figure 6.4.1.1-1. The QoS Level represents the QoS level of the MQTT PUBLISH Packet with possible values of 0, 1 or 2. However, since oneM2M messages are idempotent, the QoS Level should not be set to QoS 2.
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Figure 6.4.1.1-1: Fixed header of MQTT PUBLISH Packet
NOTE:
MQTT packets are subjected to a theoretical maximum message size of 256 MB, but it is good practice not to send packets that are bigger than a 100 kB. If a larger amount of data needs to be sent, it should be segmented into multiple PUBLISH packets. 
6.4.1.2
Variable header of MQTT PUBLISH Packet

The variable header for the MQTT PUBLISH Packet consists of two fields in the following order: Topic Name, Packet Identifier.
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Figure 6.4.1.2-1: Variable header for PUBLISH Packet
The Topic Name identifies the information channel to which payload data is published. The Topic Name for a oneM2M Request Message is specified at clause 6.4.2. The Topic Filter used to listen for and respond to a Request is specified at clause 6.4.3.

The Packet Identifier field is only present in PUBLISH Packets where the QoS level is 1 or 2. 

6.4.1.3
Payload of MQTT Control PUBLISH Packet

The payload for the MQTT PUBLISH Packet is a oneM2M Request Message or Response Message as specified in clause 6.5.
6.4.2
Topic Name for Requests

A request is transmitted by sending it as an MQTT PUBLISH Packet to the MQTT Server. The MQTT Publish Packet uses a Topic Name that identifies both the Originator and the Receiver of the request as follows:

· /oneM2M/req/<originator>/<receiver>/<type>

· "oneM2M" is a literal string identifying the topic as being used by oneM2M.

· <originator> is the SP-relative-AE-ID or SP-relative-CSE-ID of the entity that sends the request on Mca or Mcc reference point, omitting any leading "/"s and replacing any other "/" characters with ":" characters. 
· <originator> is the Absolute-CSE-ID of an IN-CSE on Mcc’ reference point, replacing the leading "//" with ":" and replacing any other "/" characters with ":" characters.
· <receiver> is the SP-relative-AE-ID or SP-relative-CSE-ID of the Receiver (AE, Transit CSE or Hosting CSE) on Mca or Mcc reference point, omitting any leading "/"s and replacing any other "/" characters with ":" characters.
· <receiver> is the Absolute-CSE-ID of an IN-CSE on Mcc’ reference point, replacing the leading "//" with ":" and replacing any other "/" characters with ":" characters.
· 
· "req" is a literal string identifying this as a request.

· <type> is "xml", "json" or "cbor" indicating the MQTT payload data type as described in clause 6.5.4.

6.4.3
Listening for and responding to a Request

A Receiver listens for requests arriving via MQTT by subscribing using a wildcarded Topic Filter of the following form: 
· /oneM2M/req/+/<receiver>/<type>
· "oneM2M" is a literal string identifying the topic as being used by oneM2M.

· + is a wildcard which matches any entity.

· <receiver> is the SP-relative-AE-ID or SP-relative-CSE-ID of the Receiver (AE, Transit CSE or Hosting CSE) on Mca or Mcc reference point, omitting any leading "/"s and replacing any other "/" characters with ":" characters.
· <receiver> is the Absolute-CSE-ID of an IN-CSE on Mcc’ reference point, replacing the leading "//" with ":" and replacing any other "/" characters with ":" characters.
· 
· "req" is a literal string identifying this as a request. 
· <type> is "xml", "json" or "cbor" indicating the MQTT payload data type as described in clause 6.5.4. A wildcard may be used to listen for any type.
When it receives a request, the Receiver shall perform the Core Transport operations associated with the request, including any access control policy checks. In particular it shall check the request expiration timestamp (if any) contained in the request, since it is possible that that time might have passed while the message was being stored by MQTT.

It transmits a response by sending an MQTT PUBLISH Packet to a response topic. This takes the form:

· /oneM2M/resp/<originator>/<receiver>/<type>
· "oneM2M" is a literal string identifying the topic as being used by oneM2M.

· <receiver> is the SP-relative-AE-ID or SP-relative-CSE-ID of the Receiver (AE, Transit CSE or Hosting CSE) on Mca or Mcc reference point, omitting any leading "/"s and replacing any other "/" characters with ":" characters.
· <receiver> is the Absolute-CSE-ID of an IN-CSE on Mcc’ reference point, replacing the leading "//" with ":" and replacing any other "/" characters with ":" characters.
· <originator> is the SP-relative-AE-ID or SP-relative-CSE-ID of the entity that sent the corresponding request on Mca or Mcc reference point, omitting any leading "/"s and replacing any other "/" characters with ":" characters.
· <originator> is the Absolute-CSE-ID of an IN-CSE on Mcc’ reference point, replacing the leading "//" with ":" and replacing any other "/" characters with ":" characters. 
· "resp" is a literal string identifying this as a response.
· <type> is "xml", "json" or "cbor" indicating the MQTT payload data type as described in clause 6.5.4.

The Originator shall subscribe to this Topic (either explicitly or using a wildcarded filter) in order to see the response.

The payload of the MQTT PUBLISH packet is used to carry the response primitive, as described in clause 6.5.

********** End of change 1 **********

********** Start of change 2 **********

6.4.5
Request/Response Message Flow (Mca or Mcc)
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Figure 6.4.5-1: Initiating Process in MQTT binding

In the MQTT protocol, each client shall subscribe to the MQTT server to receive messages. As shown in figure 6.4.5‑1, the AE or CSE initiates the MQTT binding process by trying to connect to the MQTT server, as described in clause 6.3.

After each MQTT client successfully connects to the server, it shall subscribe to the MQTT server. The Topic Filters with which each MQTT client subscribes are "/oneM2M/req/+/<receiver>" (to receive requests) and "/oneM2M/resp/<originator>/+" (to receive replies) where <receiver> and <originator> are both set equal to the ID (SP‑relative-AE-ID or SP-relative-CSE-ID as appropriate).

Accordingly the plus sign ('+' U+002B) wildcard and the SP-relative-AE-ID or SP-relative-CSE-ID are used in the Topic Filter within the MQTT SUBSCRIBE Packet. This enables the MQTT client to receive the PUBLISH Packets whose target it is. Therefore, through this process, the AE or CSE receives messages if the request/response messages are published to "/oneM2M/req/<originator>/<receiver>" or "/oneM2M/resp/<originator>/<receiver>".
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Figure 6.4.5-2: Request/Response message delivery over MQTT

As an example, Figure 6.4.5-2 illustrates the Request/Response message delivery over MQTT protocol between Originator and Receiver via the Mca/Mcc reference point in oneM2M. The message flow is as follows.
In this flow, the Originator wants to send a Request message to the Receiver. The Originator's MQTT client library sends an MQTT PUBLISH Packet to the MQTT server with "/oneM2M/req/ SP-relative-AE-ID/SP-relative-CSE-ID" as the Topic Name. 

The MQTT PUBLISH packet shall include {"op", "fr", "to", "rqi"} and any optional parameters in accordance with the operation (CREATE, RETRIEVE, UPDATE, DELETE, NOTIFY) as specified in clause 7.2.1.1 of oneM2M TS‑0004 [3] in its payload.

When the MQTT server receives the MQTT PUBLISH Packet from the MQTT client, the server refers to the Topic Name and delivers the message to the intended MQTT client. Finally, the MQTT client library delivers the message to the Receiver.

After that, the Receiver builds a Topic Name for the Response message of the form "/oneM2M/resp/Originator-ID/Receiver-ID". The payload of the MQTT PUBLISH Packet shall include {"rsc", "rqi"} and any optional message parameters in accordance with operation (CREATE, RETRIEVE, UPDATE, DELETE, NOTIFY) as specified in clause 7.2.1.2 of oneM2M TS-0004 [3] in its payload.

********** End of change 2 **********

********** Start of change 3 **********

7
Security

7.1
Introduction 

The MQTT servers authenticate the clients (both CSEs and AEs) that connect to them and authorize access to Topics used to communicate. The clients do not authenticate each other, instead they use the MQTT server to do this.

Background. The MQTT binding makes use of one or more MQTT Servers to transport messages between AEs and CSEs (or between CSEs) as described in clause 5. The AE/CSEs both act as MQTT Clients of an MQTT Server that mediates delivery of messages between the two. As described in clause 6, the topic in the MQTT PUBLISH packet either indicates the Originator's identity and Receiver's identity, or includes the Originator's Credential and the Receiver's Identity (in the case that the Originator has not yet been assigned an identifier).

Trust and the MQTT Server. When the oneM2M binding to MQTT is used, some security functions are performed by the MQTT Server, as described further in this clause. In particular: 

1) The MQTT Server authenticates the AEs and CSEs as they connect as MQTT Clients. These MQTT Clients themselves never directly authenticate the CSE or AE that is using another MQTT Client - instead they trust the MQTT Server to authenticate the MQTT Clients, and trust the MQTT Server to route the messages between the Originator and Receiver indicated in the topic.

2) The MQTT Server enforces access control policies to ensure that unidentified or unauthorized clients are not able to publish messages to oneM2M topics or subscribe to receive messages from them.

The remainder of this clause concerns Authentication and Authorization when the MQTT protocol binding is being used for the Mca or Mcc reference points. Details of Authentication and Authorization over the Mcc’ reference point need to be agreed between the relevant service providers.
********** End of change 3 **********
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