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Introduction
Details of the Group Request Identifier  parameter can be found in the introduction to SDS-2019-0654.

This CR addresses two things:

1. A mismatch between TS-0001 and TS-0004. TS-0001 states that a Group Hosting CSE shall generate a new Group Request Identifier  if at least one of the targets being fanned out to is itself a <fanOutPoint>, whereas TS-0004 says that a Group Hosting CSE shall generate a new one regardless of whether the targets are <fanOutPoint>s or not.   TS-0001 is more correct, since this parameter is only really needed in that case, however there’s no harm (other than a small performance overhead) in including the parameter on every fan-out operation, so I propose that TS-0004 say that this is permitted. 

2. All Hosting CSEs have to process the Group Request Identifier when validating any request. At the moment this processing is described in clause  7.4.14.2.4, but this clause is part of <fanOutPoint> and is really about what the Group Hosting CSE has to do when fanning out a request. The CR moves this text to 7.3.3 (generic Hosting CSE actions)
R01 changes to allow the new clause (formerly 7.3.3.21) to have the same number in R2, R3 and R4. It has been inserted as 7.3.3.2
R02 further tidying up of the R01 changes. Updated the procedure for Subscription Create so that it no longer overrides 7.3.3.1
-----------------------Start of change 1-------------------------------------------
7.4.14.2.4
Fan out Request to each member

If the parent group has no members, the group-hosting CSE shall reject the request with the Response Status Code indicating "NO_MEMBERS".
If the request to be fanned out does not contain a Group Request Identifier already and if any of the target addresses, as found in step a) below, involves a further <fanOutPoint> the group-hosting CSE shall generate a unique group request identifier and store this group request identifier locally. The group-hosting CSE may choose to generate and store a unique group request identifier whenever the request to be fanned out does not already contain one, regardless of whether any targets involve further <fanOutPoint>s.

If the request to be fanned out already contains a Group Request Identifier parameter, the group-hosting CSE shall validate it, as described in clause 7.3.3.20, and if the validation is successful it shall include this parameter value in all the requests that it fans out in step b) below. 

If the request contains a Group Request Target Members parameter, and if any of the member IDs in this parameter is not present in the memberIDs list of the parent group or any of its sub-group's memberIDs lists then the request shall be rejected with BAD_REQUEST Response Status Code. Otherwise the group-hosting CSE shall fan out the request to members contained in the Group Request Target Members parameter only.
If the request contains a Group Somecast Target Number parameter and the group-hosting CSE does not support somecast functionality, the request shall be rejected with a NOT_IMPLEMENTED Response Status Code. 
If the request contains a Group Somecast Target Number parameter, the group-hosting CSE shall check that the value of this parameter is less than the total number of group members, that a Group Request Target Members parameter is not also present in the request, and that the somecastEnable attribute of the parent <group> resource is set to true. If any these conditions are not met, then the group-hosting CSE shall reject the request with the Response Status Code indicating “BAD_REQUEST”. Otherwise, the group-hosting CSE shall select a subset of the group members based on the algorithm defined in the somecastAlgorithm attribute of the parent <group> resource and fan out the request to these selected group members only. 
The group-hosting CSE shall then perform the following steps for each member:
a)
The group-hosting CSE shall execute "Compose Request primitives". The primitive parameters From and To shall be mapped to the primitive parameters of the corresponding Request to be sent out to each member of the group. The primitive parameter From shall be used directly. The primitive parameter To (i.e. <URI of group resource>/fopt) shall be replaced by resource identifiers present in the memberIDs attribute of the group resource. Any additional relative address that was appended to .../fopt in the original Request shall be appended to each To URI. If the group-hosting CSE received a Group Request Identifier in the incoming request, or if it generated a new one as described above, it shall include this Group Request Identifier primitive parameter in every Request.

b)
"Send the Request to the receiver CSE".

c)
"Wait for Response primitives".

The procedures between group-hosting CSE and member-hosting CSEs shall comply with the corresponding procedures as described in clause 7. The detailed procedures are according to the type of Resource provided in the Request primitive. 

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------


7.3.3.1
Check existence of the addressed resource

If the Request Expiration Timestamp is given in the request and has expired, the Hosting CSE shall reject the request with a "REQUEST_TIMEOUT" Response Status Code parameter value. Otherwise, the Hosting CSE should handle the request before the time specified in Request Expiration Timestamp.
The Hosting CSE shall check if the resource addressed by the To parameter exists in the repository. If the resource does not exist, the Hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error.

The Hosting CSE shall also check the existence of target resources based on conditions specified in the Filter Criteria parameter in the Retrieve/Update/Delete operation. If there are no matching target resources, the Hosting CSE shall reject the request with a Response Status Code indicating "NOT_FOUND" error. 
If the Hosting CSE does not support the content format (i.e. type of serialization) requested by the originator, the request shall be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error.

If the Hosting CSE does not support the content format sent by the originator, the request shall be rejected with a Response Status Code indicating "UNSUPPORTED_MEDIA_TYPE" error.
7.3.3.2
Check for duplicate group requests
If the Hosting CSE receives a request containing a Group Request Identifier parameter it shall check that it has not already received a request that contains the same Group Request Identifier and that is addressed to the same target resource. 

To do this, the Hosting CSE shall maintain a list of the group request identifiers from the requests that it has received. With each group request identifier it shall record the identifiers of the resource(s) that were targeted using it.  It shall compare the incoming request’s Group Request Identifier against this list and if it finds a match (of both group request identifier and target resource) it shall reject the request with the Response Status Code indicating "GROUP_REQUEST_IDENTIFIER_EXISTS" error in the Response primitive. Otherwise, the Hosting CSE shall add the Group Request Identifier, and the identifier of the targetted resource, to the list that it is storing locally. It shall then proceed with processing the request.

The Hosting CSE shall keep the group request identifier in its local store until the expiration time of the original request or for a period of time determined by local policy.
7.3.3.3
Check validity of resource representation for CREATE

If the request is a valid CREATE request, but the Hosting CSE does not implement the requested resource type, then the Hosting CSE shall reject the request and return an error response with a Response Status Code indicating "NOT IMPLEMENTED".
If the CREATE request has a Resource Type that is not listed in the child resource tables, defined in clause 7.4 corresponding to the addressed resource, then the request shall be rejected with a Response Status Code indicating "INVALID_CHILD_RESOURCE_TYPE" error.

If no resource representation is present in the CREATE request, then the request is rejected with a Response Status Code indicating "BAD_REQUEST" error.

If the expirationTime attribute is present in the resource representation, but its value indicates a time in the past, then the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

There are three cases where the Hosting CSE shall configure or override an expirationTime value that differs from the value specified in the resource representation (if present):

1) The Originator does not specify an expirationTime.
2) The Originator requests an expiration time that is later than the expirationTime of the parent.
3) The Hosting CSE determines that the expiration time requested by the Originator does not meet its requirements (e.g. based on a local policy).
In each of these cases, the Hosting CSE shall configure an expirationTime into the resource that is less than or equal to the expirationTime of the parent resource. In addition, the Hosting CSE shall communicate the modified value back to the originator in the response if the Result Content parameter permits this.

If the creator attribute is present in the resource representation and supported by the type of resource to be created its value shall be NULL. If the originator provides a value for the creator attribute but resource type does not support the creator attribute, then the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error. If the originator provides a value for the creator attribute within the request, the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

The resource descriptions in clause 7.4 include tables that specify the attributes of each resource and the optionality of the attribute in a CREATE or UPDATE request, see clause 7.4.1.1. A request containing an attribute not listed in the table shall be rejected with a "BAD_REQUEST" error.
The handling below shall apply to each attribute in the resource for CREATE request primitives and the handling depends on the "presence in CREATE request" column of the resource table. If the request is rejected based on the rules below, then the other attributes do not have to be checked.
M attribute for create request

If the attribute is present in the resource representation in the CREATE request, the Hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted, the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

If the attribute is not present in the resource representation in the CREATE request the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

O attribute for create request

If the attribute is present in the resource representation in the CREATE request, the Hosting CSE shall check if the value is acceptable according to internal policies.

If the provided value is not accepted then the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

NP attribute for create request

If the attribute is present in the resource representation in the CREATE request, the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

7.2.2.2
Generic procedure for handling a Request at a receiver

The Receiver shall execute the following steps in order. In case of error in any of the steps below, the Receiver shall execute "Create an error response" (refer to clause 7.3.3.13 for details) and then "Send Response primitive" (refer to clause 7.3.2.4 for details). The corresponding Response Status Code shall be included in the Response primitive.

[image: image1]
Figure 7.2.2.2‑1: Generic procedure of Receiver

Recv-1.0 "Check the validity of received request primitive": See clause 7.3.2.1 for details.

Recv-2.0 "Communication method?": The Receiver CSE checks whether a received request is blockingRequest, nonBlockingRequestSynch or nonBlockingRequestAsynch by using the Response Type parameter (see detail in clause 8.1.2 in oneM2M TS-0001 [6]). If the request is blockingRequest or the Response Type parameter is not included, it goes to step Recv-6.0 "Resource handling procedure". If the request is nonBlockingRequestSynch, it goes to step Recv‑3.0 "Create <request> resource locally". If the request is nonBlockingRequestAsynch, it goes to step Recv‑3.0 "Create <request> resource locally". If the request is flexBlocking, the Receiver CSE shall make the decision to respond using blocking or non-blocking based on its own local context (memory, processing capability, etc.) unless specified further in the resource-specific procedure.
Recv-3.0 "Create <request> resource locally": Refer to clause 7.3.2.2 for details.

Recv-4.0 "Create a successResponse": Refer to clause 7.3.3.12 for details.

Recv-5.0 "Send Response Primitive": Refer to clause 7.3.2.4 for details.

Recv-6.0 "Resource handling procedure": Refer to Figure 7.2.2.2‑2 for details.

Recv-7.0 "Update <request> resource": Refer to clause 7.3.2.5 for details. This step is only valid when the request is non-blocking.

Recv-8.0 "Send Notification": Refer to clause 7.5.1.2.5 for details.

Recv-9.0 "Wait for a Response primitive": Refer to clause 7.3.1.3 for details.

Recv-10.0 "Send Response Primitive": Refer to clause 7.3.3.16 for details.

[image: image2]
Figure 7.2.2.2‑2: Resource handling
 procedure
Figure 7.2.2.2-2 describes the generic procedure to resource handling procedures.

Recv-6.0.1 "Requested operation is an AE registration?": If the requested operation is an AE registration, then it goes to Recv-6.0.2 "Check Service Subscription Profile". Otherwise, it goes to Recv-6.1.

Recv-6.0.2 "Check Service Subscription Profile": Refer to clause 7.3.2.7 for details.

Recv-6.1 "Hosting CSE of the targeted resource?": The step checks if the receiver is a transit CSE or the Hosting CSE of the received Request by examining the To parameter of the Request primitive. If the receiver hosts the resource that the address in the To parameter represents, the receiver is the Hosting CSE (goes to Recv-6.2 "Check existence of the addressed resource", Yes branch). Otherwise, the receiver is the Transit CSE (goes to Recv-6.9 "CMDH processing supported?", No branch). Refer to clause 7.3.2.8 for details.
Recv-6.2 "Check existence of the addressed resource": Refer to clause 7.3.3.1 for details.
Recv-6.2.1 "Check for duplicate group requests": Refer to clause 7.3.3.2 for details.
Recv-6.3 "Check authorization of the Originator": Refer to clause 7.3.3.15 for details.

Recv-6.4 "Check validity of resource representation": Refer to clause 7.3.3.3 and clause 7.3.3.4 for details. Notify is not applicable for this step.

Recv-6.5 "Create/Update/Retrieve/Delete/Notify operation is performed": The step represents five common operations which are "Create the resource (clause 7.3.3.5)", "Retrieve the resource (clause 7.3.3.6)", "Update the resource (clause 7.3.3.7)", "Delete the resource (clause 7.3.3.8)" and "Notify processing (clause 7.3.3.9)". 

Recv-6.6 "Announce/De-announce the resource": The step represents two common operations which are "Announce the resource" and "De-announce the resource". Refer to clause 7.3.3.10 and clause 7.3.3.11

 REF CommonOp_HostCSE_DeAnnounce_resource \h 
 for details. Notify is not applicable for this step.

Recv-6.6.1 "Communication method?": The Receiver CSE checks whether a received request is blockingRequest or not by using Response Type parameter (see detail in clause 8.1.2 in oneM2M TS-0001 [6]). If the request was blockingRequest or Response Type parameter was not included, it goes to step Recv-6.7 "Create a success response". Otherwise, it goes back to the generic procedure of the receiver (Figure 7.2.2.2‑1).

Recv-6.7 "Create a success response": Refer to clause 7.3.3.12 for details.

Recv-6.9 "CMDH processing supported?": This step checks whether the Receiver supports the CMDH processing. If the receiver supports CMDH processing, it goes to Recv-6.10 "Queue request primitive and execute CMDH message forwarding procedure" otherwise, it goes to Recv-6.11 "Forwarding".
Recv-6.10 "Queue request primitive and execute CMDH message forwarding procedure": the Receiver CSE shall queue the received request primitive and execute the "CMDH message forwarding procedure". Refer to clause H.2.4 for details.

Recv-6.11 "Forwarding": carry out message forwarding as defined in clause 7.3.2.6.

-----------------------End of change 3-------------------------------------------

-----------------------Start of change 4-------------------------------------------

7.4.8.2
<subscription> resource specific procedures for CRUD operations

7.4.8.2.1
Create

Originator:
No change from the generic procedures in clause 7.2.2.1.

Receiver:
The following are additional Hosting CSE procedures to the generic resource handling procedures (Figure 7.2.2.2‑1 in clause 7.2.2.2). The additional procedures shall be inserted from Recv-6.2 to Recv-6.5 as below.



Recv-6.3 The following step is in addition to the procedures defined in clause 7.3.3.15:

Check if the Originator has privileges for retrieving the subscribed-to resource. If the Originator does not have the privilege, the Hosting CSE shall return the response primitive with Response Status Code indicating "ORIGINATOR_HAS_NO_PRIVILEGE" error.
Recv-6.4 The following steps are in addition to the procedures defined in clause 7.3.3.3:
1) Check if the subscribed-to resource, addressed in To parameter in the Request, is subscribable. Subscribable resource types are defined in TS-0001 [6]; they have <subscription> resource types as their child resources. If it is not subscribable, the Hosting CSE shall return the Notify response primitive with a Response Status Code indicating "TARGET_NOT_SUBSCRIBABLE" error instead of the Response Status Code "INVALID_CHILD_RESOURCE_TYPE".
2) Check if the notificationEventType is set to "Blocking_Update".
· If the subscribed-to resource already has a subscription with this notificationEventType the Hosting CSE shall return the response primitive with Response Status Code indicating "BLOCKING_SUBSCRIPTION_ALREADY_EXISTS" error if more than one notification of this type could be sent.

· If there is more than one notificationURI specified, the Hosting CSE shall return the response primitive with Response Status Code indicating "BAD_REQUEST" error.
· If any resource-specific attributes of the <subscription> resource other than eventNotificationCriteria or notificationURI are specified the Hosting CSE shall return the primitive with Response Status Code indicating "BAD_REQUEST" error.
· If any condition tag of the eventNotificationCriteria attribute other than attribute condition tag is specified, the Hosting CSE shall return the response primitive with Response Status Code indicating "BAD_REQUEST" error.
3) If any of the notificationURI entries are not the Originator, the Hosting CSE may send a Subscription Verification request primitive to each of them as described in clause 7.5.1.2.3.

a)
If the Hosting CSE cannot send one or more Subscription Verification request primitives, the Hosting CSE shall return the Create <subscription> response primitive with a Response Status Code indicating "SUBSCRIPTION_VERIFICATION_INITIATION_FAILED" error.

b)
If the Hosting CSE sent all the Subscription Verification request primitives, the Hosting CSE shall check if each Notify response primitive contains a Response Status Code indicating "OK". If not, the Hosting CSE shall return the Create <subscription> response primitive containing the Response Status Code indicating "SUBSCRIPTION_VERIFICATION_INITIATION_FAILED" error.
4) If the associatedCrossResourceSub is provided, check that the Hosting CSE ID value in the associatedCrossResourceSub is the same as the From parameter of the request. If not, return the response primitive with a Response Status Code indicating "BAD_REQUEST".

5) If the Originator provides a value of childResourceType which is not a valid child of the subscribed-to resource, the request shall be rejected with a “BAD_REQUEST” Response Status Code.
6) If the Originator provides missingData, check that subscribed-to resource is of type <timeSeries>. If not, the request shall be rejected with a "BAD_REQUEST" Response Status Code.
7) If both the notificationEventType and operationMonitor are present in the Request, the request shall be rejected with a "BAD_REQUEST" Response Status Code.
8) If the notificationContentType is invalid for a given operation (refer to oneM2M TS-0001 [6] Table 9.6.8-4: Default and allowed values of notificationContentType) the request shall be rejected with a "BAD_REQUEST" Response Status Code.
Recv-6.5: The following steps are in addition to the procedures defined in clause 7.3.3.5:
1) If the Originator does not provide notificationContentType, the Hosting CSE shall set it according to the default shown in oneM2M TS-0001 [6] Table 9.6.8-4: Default and allowed values of notificationContentType.
2) If the notificationURI is not the Originator, the Hosting CSE shall set the Originator’s ID as the <subscription> resource's creator attribute.

3) If the batchNotify attribute is present in the Request but batchNotify/duration is not provided by the Originator, the Hosting CSE shall set the value of batchNotify/duration to the default duration as given by the M2M Service Provider.

-----------------------End of change 4-------------------------------------------
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