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Introduction
Renamed NETWORK_QOS_CANNOT_ENABLE error code to NETWORK_QOS_CONFIG_ERROR:
-----------------------Start of change 1---------------------------------------------

7.9.3.2 
QoS Session request processing procedure
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Figure 7.9.3.2-1: Setting up 3GPP session with required QoS
Step 0: <e2eQosSession> created and IN-CSE creates QoS Session Subscription to SCEF

Step 1: The IN-AE sends a request that targets a E2E QoS session endpoint (e.g. ASN/MN-CSE)

The IN-AE sends a request to the IN-CSE that targets an entity that is configured as an E2E QoS session endpoint within a <e2eQosSession> resource hosted by the IN-CSE.   
Step 2: The IN-CSE receives and processes the request and checks <e2eQosSession> resources
The IN-CSE processes the received request and obtains the targeted end point from the To parameter. Then IN-CSE checks the targeted end point and From parameters to see if they match with any sessionEndpoints configured within the <e2eQosSession> resources hosted by the IN-CSE.   If a match is found, the IN-CSE then checks To parameter in the request to see if the resource ID matches with any resourceIDList of the e2eQosRequirements configured within the same <e2eQosSession> resource.  If a match is found, the IN-CSE checks the e2eQosStatus whether the QoS session is enabled or not.  The IN-CSE also checks whether the entity targeted by the request has an active 3GPP PDN connection and is reachable by the IN-CSE.  

CASE A: Both of these checks are successful.  The IN-CSE proceeds to Step 6.  

CASE B: The targeted entity has an inactive 3GPP PDN connection (i.e. ASN/MN-CSE or ADN-AE pointOfAccess information is not configured or IN-CSE detects failed communication with ASN/MN-CSE or ADN-AE) then the IN-CSE proceeds to Step 3.   

CASE C: The targeted entity has an active 3GPP PDN connection (i.e. ASN/MN-CSE or ADN-AE pointOfAccess information is configured), but the QoS session has been disabled (e2eQosStatus is set to DISABLED or USAGE_EXHAUSTED).  The IN-CSE proceeds to Step 4.   

Step 3: The IN-CSE triggers the targeted E2E QoS session endpoint entity. 
The targeted entity is registered to the IN-CSE and uses an underlying 3GPP network, but does not have an active 3GPP PDN connection to the IN-CSE, the IN-CSE sends a device trigger request to the entity to have it establish a 3GPP PDN connection to the IN-CSE.  The IN-CSE then checks whether the QoS session is enabled or not.  If the QoS session has been disabled (e2eQosStatus is set to DISABLED or USAGE_EXHAUSTED) the IN-CSE proceeds to Step 4, otherwise Step 6.
Step 4: The IN-CSE sends a request to update the QoS Session Subscription to re-enable the QoS session

If the configured e2eQosRequirements permit the IN-CSE to request that the QoS session be re-enabled when the e2eQosStatus is set to DISABLED or USAGE_EXHAUSTED, the IN-CSE may execute this step.  Otherwise, the IN-CSE shall either choose to continue processing the request in a best-effort fashion or go to Step 7 with a corresponding Response Status Code  indicating “NETWORK_QOS_CONFIG_ERROR” by local policy. 

For each QoS session endpoint that connects to the IN-CSE via an underlying 3GPP network connection and that has an active PDN connection, the IN-CSE sends a AsSessionWithQoSSubscription Request to the SCEF.   

The IN-CSE sends a request to update to AsSessionWithQoSSubscription Request from the IN-CSE to the SCEF contains information as specified in 3GPP TS 29.122 [4]. Such information includes:

· An HTTP PUT method shall be used
· URI shall be set to {apiRoot}/3gpp-as-session-with-qos/v1/{scsAsId}/subscriptions/{subscriptionID}.  The {apiRoot} and {scsAsId} segments are configured based on Service Provider and MNO policies. The {subscriptionId} segment is configured by the SCEF.
· The request payload includes an AsSessionWithQoSSubscription data structure as specified in 3GPP TS 29.122 [4] with the following attributes:

· supportedFeatures shall be set to a string value of “0” indicating the IN-CSE does not support the QoS Session negotiable features specified in 3GPP TS 29.122 [4].

· notificationDestination shall be set to a URI that the SCEF should target QoS session related notifications towards.  The value of this URI shall be based on internal IN-CSE policies.

· flowInfo includes the following attributes:

· flowId shall be set to a integer value that describes the IP flow.  A value is assigned by the IN-CSE according local policy. The value that is used is unique within the scope of the IN-CSE.
· flowDescriptions shall be an array of strings configured with two entries. The first entry in the array is an IP flow description for oneM2M requests and responses flowing from the IN-CSE to the QoS session endpoint applicable to this request.  The second entry in the array is an IP flow description for oneM2M requests and responses flowing in the reverse direction from the QoS session endpoint to the IN-CSE.    
· Entry #1 in the flowDescriptions array includes the following attributes:

·  direction shall be set to a value of “out”                          

·  source IP address shall be set to the IP address of the IN-CSE and destination IP address is set to the IP addresses configured in the pointOfAccess attribute of the <AE> or <remoteCSE> resource hosted on the IN-CSE and associated with the QoS session endpoint applicable to this request.   
·  protocol: shall be set to a value of “TCP” or “UDP” based on the underlying transport configured in the pointOfAccess attribute of the <AE> or <remoteCSE> resource hosted on the IN-CSE and associated with the QoS session endpoint applicable to this request.  For example, “TCP” is set if the protocol configured in the pointOfAccess is HTTP, MQTT or WebSocket.  “UDP” is set if the protocol configured is CoAP.
·  source port shall be set to the port of the IN-CSE and destination port is set to the port configured in the pointOfAccess attribute of the <AE> or <remoteCSE> resource hosted on the IN-CSE and associated with the QoS session endpoint applicable to this request. 
· Entry #2 in the flowDescriptions array includes the following attributes: 
· direction shall be set to a value of “in”                          

·  source IP address shall be set to the IP address configured in the pointOfAccess attribute of the <AE> or <remoteCSE> resource hosted on the IN-CSE and associated with the QoS session endpoint applicable to this request and destination IP address shall be set to the IP address of the IN-CSE.   
NOTE: The order is reversed from the order used in Entry #1.

·  protocol: shall be set to a value of “TCP” or “UDP” based on the underlying transport configured in the pointOfAccess attribute of the <AE> or <remoteCSE> resource hosted on the IN-CSE and associated with the QoS session endpoint applicable to this request.  For example, “TCP” is set if the protocol configured in the pointOfAccess is HTTP, MQTT or WebSocket.  “UDP” is set if the protocol configured is CoAP.
·  source port shall be set to the port configured in the pointOfAccess attribute of the <AE> or <remoteCSE> resource hosted on the IN-CSE and associated with the QoS session endpoint applicable to this request and destination port is set to the port of the IN-CSE.
NOTE: The order is reversed from the order used in Entry #1.

· qosReference shall be set to a pre-provisioned string value that maps to the qosLevel.  This mapping is based on a SLA with the MNO.  The qosReference serves as an identifier of the pre-defined QoS information pre-provisioned into the IN-CSE based on a SLA with the MNO.  

· ueIpv4Addr shall be set to the IPv4 address (if applicable) configured in the pointOfAccess attribute of the <AE> or <remoteCSE> resource hosted on the IN-CSE and associated with the QoS session endpoint applicable to this request.
· ueIpv6Addr shall be set to the IPv6 address (if applicable) configured in the pointOfAccess attribute of the <AE> or <remoteCSE> resource hosted on the IN-CSE and associated with the QoS session endpoint applicable to this request.
· usageThreshold includes the following attributes:

· duration shall be set to the amount of time in seconds that the QoS session is requested to remain active.  The IN-CSE computes this duration by inspecting all of the <e2eQosSession> resources that it hosts and that have a session endpoint that matches the session endpoint applicable to this request.  For any matches found, the IN-CSE will aggregate the   sessionSchedule elements (if any) configured within the list of e2eQosRequirements tuples of these <e2eQosSession> resources.  Based on the aggregated sessionSchedule elements and local policies, the IN-CSE will determine a duration of time to request.  If no sessionSchedule elements are configured, the IN-CSE will base its determination solely on local policies.   
· totalVolume shall be set to a total number of bytes of data that are required to be exchanged between the IN-CSE and the session endpoint applicable to this request.  The IN-CSE shall compute this number of bytes by inspecting all of the <e2eQosSession> resources that it hosts and that have a session endpoint that matches the session endpoint applicable to this request.  For any matches found, the IN-CSE will sum all of the numOfBytes elements (if any) configured within the list of e2eQosRequirements tuples of these <e2eQosSession> resources.  Based on the numOfBytes elements and local policies, the IN-CSE will determine an amount to request.  If no numOfBytes elements are configured, the IN-CSE will base its determination solely on local policies.
· sponsorInfo may be set.  If set, the value is a string based on a SLA with the MNO.    

· ethFlowInfo, macAddr, requestTestNotification and websockNotifConfig are not supported by the present document and are not included.
Step 5: SCEF sends QoS Session Response(s) to IN-CSE.
The SCEF handles the AsSessionWithQoSSubscription Request together with the Mobile Core Network.  The SCEF sends an AsSessionWithQoSSubscription Response that contains information as specified in 3GPP TS 29.122 [4] to the IN-CSE. 
The message includes the following information.

· A response code of 200 OK 
· The response payload will include a AsSessionWithQoSSubscription data structure as specified in 3GPP TS 29.122 [4] that includes the attributes present in the request along with the following additional attributes:
Step 6: The IN-CSE delivers the message with the required QoS and updates the <e2eQosSession> resource.
If the QoS session is enabled, the IN-CSE forwards the request to the targeted session endpoint entity.  After receiving a response back from the targeted session endpoint, the IN-CSE updates the e2eQosStatus of  the <e2eQosSession> resource and prepares a response for the Originator (IN-AE).   

If the QoS session is disabled and the IN-CSE is un-successful in re-enabling it, then the IN-CSE shall either choose to continue processing the request in a best-effort fashion or go to Step 7 with a corresponding Response Status Code  indicating “NETWORK_QOS_CONFIG_ERROR” by local policy. 

Step 7: The IN-CSE returns response to Originator.
IN-CSE sends response to the IN-AE.
-----------------------End of change 1---------------------------------------------
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