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Introduction
This CR proposes to change the create request optionality of resource specific attribute ‘applicableCredIDs’ of  <serviceSubscribedAppRule> resource from optional to mandatory since multiplicity of this attribute is one as mentioned in TS-0001 v4_4_0 section 9.6.29.

9.6.29
Resource Type serviceSubscribedAppRule
The <serviceSubscribedAppRule> resource represents a rule that defines allowed Role-ID, App-ID and AE-ID combinations that are acceptable for registering an AE on a Registrar CSE and is only stored on IN-CSE. The rule in a <serviceSubscribedAppRule> resource shall apply for CSEs for which the associated <serviceSubscribeNode> resource is linked with the <serviceSubscribedAppRule> via the ruleLinks attribute of the <serviceSubscribedNode> resource. The rule contained in a <serviceSubscribedAppRule> resource defines a mapping between: 

a) one or more Credential-ID(s); and

b) combinations of one or more Role-ID(s), one or more App-ID(s) and one or more AE-ID(s) which are allowed to be used for registering AE(s) that issued a registration request via a Security Association established with the credentials associated with the Credential-ID(s) listed in (a).

When applications shall be allowed in situations where no Security Association has been established prior to issuing the registration request, the Credential-ID 'None' shall be used in the rule.

The parent resource of a <serviceSubscribedAppRule> resource is the <CSEBase> resource of the IN-CSE hosting the <serviceSubscribedNode> resource(s) that point to the <serviceSubscribedAppRule> resource.

The <serviceSubscribedAppRule> resource shall contain the child resource specified in table 9.6.29-1.

Table 9.6.29-1: Child resources of <serviceSubscribedAppRule> resource

	Child Resources of <serviceSubscribedAppRule>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 where the type of this resource is described.

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <serviceSubscribedAppRule> resource shall contain the attributes specified in table 9.6.29-2.

Table 9.6.29-2: Attributes of <serviceSubscribedAppRule> resource

	Attributes of <serviceSubscribedAppRule>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3. 

	creationTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3 

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	applicableCredIDs
	1 (L)
	RW
	List of credential IDs for which this rule is applicable, i.e. for registration requests coming into a CSE via a Security Association Endpoint (SEA) [2], that was authenticated using credentials that match with any of these credential-IDs, the current rule applies. This can contain a '*' for any credential ID or 'None' for not authenticated case. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any Credential ID that starts with 'C123' and ends with 'X') to define sets or ranges of Credential-IDs.

	allowedApp-IDs
	0..1 (L)
	RW
	List of App-IDs that shall be considered to be allowed for AE registration requests received via Security Association Endpoint (SEA) [2] associated with credentialID stored in the attribute applicableCredID. This can contain '*' for any App-ID. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any App-ID that starts with 'C123' and ends with 'X') to define sets or ranges of App-IDs.

	allowedAEs
	0..1 (L)
	RW
	List of allowed AE-ID-Stems to be used for the registering AEs. This can contain zero or more specific AE-ID-Stem values, 'S*' for any SP-Assigned AE-ID-Stem, 'C*' for any CSE-assigned AE-ID-Stem, or '*' for any AE-ID-Stem. Also Wildcards within an element of this list are possible (e.g. 'C123*X' for any AE-ID that starts with 'C123' and ends with 'X') to define sets or ranges of AE-ID-Stems.

	allowedRole-IDs
	0..1(L)
	RW
	List of Role-IDs that shall be considered to be allowed in Request operations.

	allowedUsers
	0..1 (L)
	RW
	A list of identifiers of <serviceSubscribedUserProfile> resources.  The M2M Service Users specified within the M2M-User-ID attributes of the referenced <serviceSubscribedUserProfile> resources represent the users that are allowed to issue requests via the allowed AEs defined by this resource. 


-----------------------Start of change 1-------------------------------------------
7.4.29
Resource Type <serviceSubscribedAppRule>

7.4.29.1
Introduction

The <serviceSubscribedAppRule> resource represents a rule that defines allowed App-ID and AE-ID combinations that are acceptable for registering an AE on a Registrar CSE. The detailed description can be found in the clause 9.6.29 in oneM2M TS-0001 [6].
Table 7.4.29.1‑1: Data type definition of <serviceSubscribedAppRule> resource

	Data Type ID
	File Name
	Note

	serviceSubscribedAppRule
	CDT-serviceSubscribedAppRule-v4_0_0.xsd
	


Table 7.4.29.1‑2: Universal/Common Attributes of <serviceSubscribedAppRule> resource
	Attribute Name
	Request Optionality

	
	Create
	Update

	resourceType
	NP
	NP

	resourceID
	NP
	NP

	parentID
	NP
	NP

	expirationTime
	O
	O

	accessControlPolicyIDs
	O
	O

	creationTime
	NP
	NP

	lastModifiedTime
	NP
	NP

	labels
	O
	O

	dynamicAuthorizationConsultationIDs
	O
	O


Table 7.4.29.1‑3: Resource Specific Attributes of <serviceSubscribedAppRule> resource
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	applicableCredIDs
	M
	O
	m2m:listOfM2MID
	

	allowedApp-IDs
	O
	O
	m2m:listOfM2MID
	

	allowedAEs
	O
	O
	m2m:listOfM2MID
	

	allowedRole-IDs
	O
	O
	List of m2m:roleID
	


Table 7.4.29.1‑4: Child resources of <serviceSubscribedAppRule> resource

	Child Resource Type
	Child Resource Name
	Multiplicity
	Ref. to Resource Type Definition

	<subscription>
	[variable]
	0..n
	Clause 7.4.8

	<transaction>
	[variable]
	0..n
	Clause 7.4.61


7.4.29.2
<serviceSubscribedAppRule> resource specific procedures for CRUD operations

7.4.29.2.0
Introduction

This clause describes <serviceSubscribedAppRule> resource specific primitive behaviour for CRUD operations.
7.4.29.2.1
Create

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

No change from the generic procedures in clause 7.2.2.2.

7.4.29.2.2
Retrieve

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

No change from the generic procedures in clause 7.2.2.2.

7.4.29.2.3
Update

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

No change from the generic procedures in clause 7.2.2.2.

7.4.29.2.4
Delete

Originator:

No change from the generic procedures in clause 7.2.2.1.

Receiver:

No change from the generic procedures in clause 7.2.2.2.

-----------------------End of change 1---------------------------------------------
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