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Introduction
TR-0053 defines an enhancement to the <subscription> and <crossResourceSubscription> resources to enable a Hosting CSE to record statistics for the notifications it sends to notification targets.   

This contribution is defining the corresponding TS-0001 functionality.
-----------------------Start of change 1-------------------------------------------
9.6.8
Resource Type subscription
The <subscription> resource contains subscription information for its subscribed-to resource.

A subscription to a resource allows an entity in the oneM2M architecture to be notified about changes of the subscribed-to resource. The <subscription> resource shall represent a subscription to a subscribed-to resource. In order to establish a subscription, a <subscription> resource shall be created as a child resource of the subscribed-to resource. The <subscription> child resource contains information about the exact scope of the subscription and targets to be notified. For example, a <container> resource having a <subscription> resource as a child resource (see clause 9.6.6) shall result in notification(s) of target(s) configured in the <subscription> child resource when changes to the parent <container> resource matching with notification event criteria described by the child <subscription> resource occur. A <subscription> resource shall be deleted when the parent subscribed-to resource is deleted.

In general, an Originator shall be able to create a resource of <subscription> resource type when the Originator has RETRIEVE privilege to the subscribed-to resource. The Originator which creates a <subscription> resource becomes the resource subscriber. 
A <subscription> resource can be configured to implement a blocking “UPDATE” to a resource or attributes of a resource whereby a notification is sent to the notification target to respond with the result of the “UPDATE” request.
Each <subscription> may include notification policies that specify which, when, and how notifications are sent. These notification policies may work in conjunction with CMDH policies.
When a <subscription> resource is deleted, a Notify request shall be sent to the target indicated by the attribute subscriberURI if it is provided by the Subscriber.
The <subscription> resource shall contain the child resources specified in table 9.6.8-1.

Table 9.6.8-1: Child resources of <subscription> resource

	Child Resources of <subscription>
	Child Resource Type
	Multiplicity
	Description

	notificationSchedule
	<schedule>
	0..1
	In the context of the <subscription> resource, the notificationSchedule specifies when notifications may be sent by the Hosting CSE to the notificationURI(s). See clause 9.6.9.

	[variable]
	<notificationTargetMgmtPolicyRef>
	0..n
	See 9.6.31 for this type of resource. 

	nstr
	<notificationTargetSelfReference>
	1
	See 9.6.34 for this type of resource.

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <subscription> resource shall contain the attributes specified in table 9.6.8-2.

Table 9.6.8-2: Attributes of <subscription> resource

	Attributes of <subscription>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.




	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creator
	0..1
	WO
	See clause 9.6.1.3.

	owner
	0..1
	RW
	See clause 9.6.1.3

	eventNotificationCriteria
	0..1
	RW
	This attribute (notification policy) indicates the event criteria for which a notification is to be generated. When no eventNotificationCriteria attribute is present in a <subscription> resource, the Hosting CSE shall trigger notifications for this subscription when any of the attributes of the subscribed-to resource is modified.

	expirationCounter
	0..1
	RW
	This attribute (notification policy) indicates that the subscriber wants to set the life of this subscription to a limit of a maximum number of notifications. When the number of notifications sent reaches the count of this counter, the <subscription> resource shall be deleted, regardless of any other policy.

	notificationURI
	1 (L)
	RW
	This attribute shall be configured as a list consisting of one or more targets that the Hosting CSE shall send notifications to. A target shall be formatted as a oneM2M compliant Resource-ID as defined in clause 7.2 or as an identifier compliant with a oneM2M supported protocol binding (e.g. http, coap, mqtt). 

If a target is formatted as a oneM2M compliant Resource-ID, then the target shall be formatted as a structured or unstructured CSE-Relative-Resource-ID, SP-Relative-Resource-ID, and/or Absolute-Resource-ID of an <AE> or <CSEBase> resource. A Hosting CSE shall use this information to determine proper pointOfAccess, requestReqchability and/or pollingChannel information needed to send a notification to the target. The following is an example.

· /CSE0001/AE0001

For a target that is formatted as an identifier compliant with a oneM2M supported protocol binding, the details of this format are defined by the respective oneM2M protocol specification. The following is an example of an HTTP URI compliant with oneM2M HTTP protocol binding.

· https://172.25.30.25:7000/notification/handler
For a subscription to a <fanoutpoint> resource, if <subscription> resource in request contains a notificationForwardingURI, then the group hosting CSE shall configure the notificationURI of the fanout subscription request with an address specified by the Group Hosting CSE that can be used by the Group Hosting CSE to receive aggregated notifications. 
A notification serialization type may be appended to each notification target configured in this list. The Hosting CSE shall serialize notifications and send it to a notification target based on this serialization type indicator. Possible serialization types are defined in the TS-0004 [3] (e.g. XML, JSON or CBOR). If a notification serialization type is not appended to a notification target, a default shall apply based on the Hosting CSE local policy. The syntax for appending a serializatino type to a notification target shall use the “?” delimiter character as shown in the below examples.

· http://mydomain/notificationHandler?ct=json

· CSE02/base/ae2?ct=xml

	groupID
	0..1
	RW
	The ID of a <group> resource in case the subscription is made through a group. This attribute may be used in the Filter Criteria to discover all subscription resources created via a <fanOutPoint> resource to a specific groupID.

	notificationForwardingURI
	0..1(L)
	RW
	The attribute shall be present only for group related subscriptions. If the subscriber intends the Group Hosting CSE to aggregate the notifications, the attribute shall be set identical to the notificationURI attribute. It shall be used by Group Hosting CSE for forwarding aggregated notifications. See clauses 10.2.7.10 and 10.2.7.11.


	batchNotify
	0..1
	RW
	This attribute (notification policy) indicates that the subscription originator wants to receive batches of notifications rather than receiving them one at a time. This attribute includes: the number of notifications to be batched for delivery and the duration. When only the number is specified by the subscription originator, the Hosting CSE shall set the default duration given by M2M Service Provider. 
If batchNotify is used simultaneously with latestNotify, only the latest notification shall be sent and have the Event Category set to "latest".

	rateLimit
	0..1
	RW
	This attribute (notification policy) indicates that the subscriber wants to limit the rate at which it receives notifications. This attribute expresses the subscriber's notification policy and includes two values: a maximum number of events that may be sent within some duration, and the rateLimit window duration. When the number of generated notifications within the rateLimit window duration exceeds the maximum number, notification events are temporarily stored, until the end of the window duration, when the sending of notification events restarts in the next window duration. The sending of notification events continues as long as the maximum number of notification events is not exceeded during the window duration. The rateLimit policy may be used simultaneously with other notification policies.

	preSubscriptionNotify
	0..1
	WO
	This attribute (notification policy) indicates that the subscriber wants to be sent notifications for events that were generated prior to the creation of this subscription. This attribute has a value of the number of prior notification events requested. If up-to-date caching of retained events is supported on the Hosting CSE and contains the subscribed events, then prior notification events will be sent up to the number requested. The preSubscriptionNotify policy may be used simultaneously with any other notification policy.

	pendingNotification
	0..1
	RW
	This attribute (notification policy), if set, indicates how missed notifications due to a period of no connectivity are handled (according to the reachability and notification schedules). The possible values for pendingNotification are:

· "sendLatest";
· "sendAllPending".

This policy depends upon caching of retained notifications on the hosted CSE. When this attribute is set to "sendLatest", only the last notification shall be sent and it shall have the Event Category set to "latest". If this attribute is not present, the Hosting CSE sends no missed notifications. This policy applies to all notifications regardless of the selected delivery policy (batchNotify, latestNotify, etc.) Note that unreachability due to reasons other than scheduling is not covered by this policy.

	notificationStoragePriority
	0..1
	RW
	Indicates that the subscriber wants to set a priority for this subscription relative to other subscriptions belonging to this same subscriber. This attribute sets a number within the priority range. When storage of notifications exceeds the allocated size, this policy is used as an input with the storage congestion policy (notificationCongestionPolicy) specified in clause 9.6.3 to determine which stored and generated notifications to drop and which ones to retain.

	latestNotify
	0..1
	RW
	This attribute (notification policy) indicates if the subscriber wants only the latest notification. If multiple notifications of this subscription are buffered, and if the value of this attribute is set to true, then only the last notification shall be sent and it shall have the Event Category value set to "latest".

	notificationContentType
	1
	RW
	Indicates a notification content type that shall be contained in notifications. The allowed values are:
· "modified attributes";
· "all attributes";
· "ID" of the resource indicated in the notificationEventType condition.
· Trigger Payload
For a list of the default and allowed values of notificationContentType for each of the supported values of notificationEventType refer to Table 9.6.8-4.

	notificationEventCat

	0..1
	RW
	This attribute (notification policy) indicates the subscriber's requested Event Category to be used for notification messages generated by this subscription.

	subscriberURI
	0..1
	WO
	This attribute shall be configured with the target of the subscriber. The target is used by the Hosting CSE to determine where to send a notification when the subscription is deleted. A target shall be formatted as a oneM2M compliant Resource-ID as defined in clause 7.2 or as an identifier compliant with one of the oneM2M supported protocol bindings (the detailed format of which are defined by each respective oneM2M protocol binding specification).

	associatedCrossResourceSub
	0..1
	RW
	This attribute lists the identifier of <crossResourceSubscription> resources where this <subscription> is involved in. 

	primitiveProfileID
	0..1
	RW
	This attribute lists the identifier of a <primitiveProfile> resource that specifies attributes and parameters to be added, removed, or modified in the notifications for this subscription. 

	notifStatType
	0..1(L)
	RW
	Indicates a list of the types of notification statistics that the Hosting CSE shall collect for each notification target specified by the notificationURI attribute of this <subscription> resource. When this attribute is configured with a value other than NULL upon creation or update of this resource, the Hosting CSE shall reset the value of the notifStatInfo attribute and begin collecting notification statistics for each notification generated for this resource. When this attribute is updated with a value of NULL, the Hosting CSE shall delete this attribute and stop collecting notification statistics for this <subscription> resource, however the Hosting CSE shall not reset the notifStatInfo attribute.

The allowed types of notification statistics are:
· Total number of notification requests sent to a notification target

· Total number of notification responses received from a notification target

· Average rate of notification requests sent per hour to a notification target

	notifStatInfo
	0..1(L)
	RO
	A list containing notification statistics specified by the notifStatType attribute. For each notification target specified by the notificationURI attribute, the Hosting CSE shall maintain a separate set of notification statistics within this list.
Refer to oneM2M TS 0004 [3] for further details regarding the format of this attribute.


-----------------------End of change 1-------------------------------------------

-----------------------Start of change 2------------------------------------------

9.6.58
Resource Type crossResourceSubscription 
The <crossResourceSubscription> resource represents a cross-resource subscription over a set of target resources which could be existing <subscription> and/or other subscribable oneM2M resources. The Hosting CSE shall generate a cross-resource notifications only when expected changes occur on a designated number of target resources concurrently within a time window.  The <crossResourceSubscription> resource shall specify the involved target resources in order to generate cross-resource notification. 

The <crossResourceSubscription> resource shall contain the child resources specified in Table 9.6.58-1.
Table 9.6.58-1: Child resources of <crossResourceSubscription> resource

	Child Resources of <crossResourceSubscription>
	Child Resource Type
	Multiplicity
	Description

	notificationSchedule
	<schedule>
	0..1
	See clause 9.6.9.

	[variable]
	<notificationTargetMgmtPolicyRef>
	0..n
	See clause 9.6.31.

	nstr
	<notificationTargetSelfReference>
	1
	See clause 9.6.34.

	[variable]
	<transaction>
	0..n
	See clause 9.6.48


The <crossResourceSubscription> resource shall contain the attributes specified in Table 9.6.58-2. 

Table 9.6.58-2: Attributes of <crossResourceSubscription> resource

	Attributes of 
<crossResourceSubscription>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3.

	resourceID
	1
	RO
	See clause 9.6.1.3.

	resourceName
	1
	WO
	See clause 9.6.1.3.

	parentID
	1
	RO
	See clause 9.6.1.3.

	expirationTime
	1
	RW
	See clause 9.6.1.3. 

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	labels
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creationTime
	1
	RO
	See clause 9.6.1.3.

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3.

	announceTo
	0..1 (L)
	RW
	See clause 9.6.1.3.

	announcedAttribute
	0..1 (L)
	RW
	See clause 9.6.1.3.

	dynamicAuthorizationConsultationIDs
	0..1 (L)
	RW
	See clause 9.6.1.3.

	creator
	1
	RO
	See clause 9.6.1.3.

	owner
	0..1
	RW
	See clause 9.6.1.3.

	expirationCounter
	0..1
	RW
	See clause 9.6.8.

	notificationURI
	1 (L)
	RW
	See clause 9.6.8.

	notificationEventCat

	0..1
	RW
	See clause 9.6.8.

	subscriberURI
	0..1
	WO
	See clause 9.6.8.

	regularResourcesAsTarget
	0..1
	RW
	This attribute indicates a list of regular resources (i.e. normal resources rather than <subscription> resources), which shall be used as the target resource for this cross-resource subscription. Here, the regular resource is referred to as any subscribable oneM2M resources. 

	subscriptionResourcesAsTarget
	0..1
	RW
	This attribute indicates a list of existing <subscription> resources, which shall be used as the target resource for this cross-resource subscription. 

	timeWindowType
	1
	RW
	This attribute indicates the type of time window mechanisms (e.g. timeWindowType=1 stands for periodic time window without any overlapping and timeWindowType=2 represents sliding time window where current time window will be slided to become next time window when a cross-resource notification is generated for instance) which will be used to determine the generation of a cross-resource notification. 

	timeWindowSize
	1
	RW
	This attribute indicates the size or time duration (e.g. in seconds) of the time window, based on which cross-resource notifications shall be generated. Note that the maximum window size (e.g. 60 seconds) may be enforced by the Hosting CSE for a subscriber; if the timeWindowSize indicated or requested by a subscriber is larger than the maximum window size, the Hosting CSE may reject the subscriber’s request for cross-resource subscription.  

	eventNotificationCriteriaSet
	0..1(L)
	RW
	This attribute lists eventNotificationCriteria for each regular target resource as indicated in regularResourcesAsTarget attribute and involved in a cross-resource subscription. If there is only one eventNotificationCriteria contained in this attribute, it shall be applied to all target resources as indicated by regularResourcesAsTarget attribute. If only subscriptionResourcesAsTarget attribute appears (i.e. no regularResourcesAsTarget attribute), eventNotificationCriteriaSet shall not be needed. 

See clause 9.6.8 for the description of eventNotificationCriteria.

	notifStatType
	0..1(L)
	RW
	Indicates a list of the types of notification statistics that the Hosting CSE shall collect for each notification target specified by the notificationURI attribute of this <crossResourceSubscription> resource. When this attribute is configured with a value other than NULL upon creation or update of this resource, the Hosting CSE shall reset the value of the notifStatInfo attribute and begin collecting notification statistics for each notification generated for this resource. When this attribute is updated with a value of NULL, the Hosting CSE shall delete this attribute and stop collecting notification statistics for this <crossResourceSubscription> resource, however the Hosting CSE shall not reset the notifStatInfo attribute.

The allowed types of notification statistics are:
· Total number of notification requests sent to a notification target

· Total number of notification responses received from a notification target

· Average rate of notification requests sent per hour to a notification target



	notifStatInfo
	0..1(L)
	RO
	A list containing notification statistics specified by the notifStatType attribute. For each notification target specified by the notificationURI attribute, the Hosting CSE shall maintain a separate set of notification statistics within this list.

Refer to oneM2M TS 0004 [3] for further details regarding the format of this attribute.


-----------------------End of change 2-------------------------------------------

-----------------------Start of change 3-------------------------------------------

10.2.10
Subscription and notification
10.2.10.1
Introduction

An Originator may create a <subscription> resource as a child resource of a subscribed-to resource on a Hosting CSE in order to instruct the Hosting CSE to send notifications to the Subscriber(s) of the subscribed-to resource when the subscribed-to resource is modified. After successful <subscription> resource creation, the Hosting CSE shall notify the Subscriber(s) of a modification of the subscribed-to resource that meets conditions configured in the <subscription> resource.

A subscription shall be represented by a <subscription> resource (see clause 9.6.8). This allows manipulation of the subscription in a resource oriented manner, e.g. the conditions of a subscription may be modified by modifying a <subscription> resource, or a resource subscriber may unsubscribe by deleting the <subscription> resource.

The following clauses describe procedures for Creation, Retrieval, Update and Deletion of a <subscription> resource.
The following clauses also describe procedures for Creation, Retrieval, Update, and Deletion of a <crossResourceSubscription> resource, and the procedure for generating cross-resource notification.
Also included is a clause that describes a procedure for a <subscription> and <crossResourceSubscription> resource Hosting CSE to record notification statistics.
-----------------------End of change 3-------------------------------------------

-----------------------Start of change 4-------------------------------------------

10.2.10.2
Create <subscription>
This procedure shall be used to request the creation of a new <subscription> resource to instruct the Hosting CSE to send notifications to configured Subscriber(s) for modifications of a subscribed-to resource. The generic create procedure is described in clause 10.1.2.

Table 10.2.10.2-1: <subscription> CREATE

	<subscription> CREATE 

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.8

	Processing at Originator before sending Request
	According to clause 10.1.2 with the following additions:

The Request shall address a subscribable resource

The Request shall include a <subscription> resource representation with the attribute notificationURI
If the notificationURI attribute includes Notification Target(s) which is/are not targeting the Originator, the Originator should send the request as non-blocking request (see clauses 8.2.2 and 9.6.12)

	Processing at Receiver
	According to clause 10.1.2 with the following additions:
The Hosting CSE shall validate the following:

· Check if the subscribed-to resource, addressed in the To parameter in the Request, is a subscribable resource

· Check if the Originator has  privileges for retrieving the subscribed-to resource

· In case a <subscription> resource representation is provided with a notificationEventType tag equal to “Update to attributes of the subscribed-to resource with blocking of the triggering UPDATE operation” in the eventNotificationCriteria attribute, check that no other subscriptions with this setting exist for the resource in the To parameter, check that only one entity is targeted by the notificationURI attribute and check that this entity has privileges for updating the subscribed-to resource.
· If an entity listed in the notificationURI is not the Originator, the Hosting CSE may send a Notify request to that entity to verify this <subscription> creation request. If the Hosting CSE initiates the verification, it shall check if the verification result in the Notify response is successful or not. If any of the entities listed in the notificationURI attribute fails verification, then the <subscription> create process fails.
· If the <subscription> resource representation includes a primitiveProfileID attribute configured with a value and the Hosting CSE does not support primitive profile functionality, then the <subscription> resource create process fails.
If any of the checks above fails, the Hosting CSE shall send an unsuccessful response to the Originator with corresponding error information. Otherwise, the Hosting CSE shall create the <subscription> resource and send a successful response to the Originator. Upon successful creation of a <subscription> resource, the Hosing CSE shall evaluate subsequent operations on the subscribed-to resource and trigger notifications in line with the notification policies provisioned in the created <subscription> resource. If the notifStatType attribute is configured, the Hosting CSE shall collect and record notification statistics as defined in clause 10.2.10.27.

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

· Content: address of the created <subscription> resource, according to clause 10.1.2

	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2


-----------------------End of change 4-------------------------------------------

-----------------------Start of change 5-------------------------------------------

10.2.10.4
Update <subscription>
This procedure shall be used to update an existing subscription, e.g. extension of its lifetime or the modification of the list of Notification Targets provided in the notificationURI attribute. The generic update procedure is described in clause 10.1.4.

Table 10.2.10.4-1: <subscription> UPDATE

	<subscription> UPDATE

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: attributes of the <subscription> resource as defined in clause 9.6.8 which need be updated

	Processing at Originator before sending Request
	According to clause 10.1.4

	Processing at Receiver
	According to clause 10.1.4 with the following additions:
· If the notificationURI attribute contains Notification Target(s) that is/are not the Originator, see applicable processing in table 10.2.10.2-1 in clause 10.2.10.2

· If the latestNotify attribute is set during this UPDATE operation, the Hosting CSE shall assign Event Category parameter of value 'latest' of the notifications generated pertaining to the subscription created and remove all buffered pending notifications for this subscription except for the latest one.
· If the <subscription> resource representation includes a primitiveProfileID attribute configured with a value and the Hosting CSE does not support primitive profile functionality, then the <subscription> resource update process fails.
Upon successful updating of a <subscription> resource, the Hosing CSE shall evaluate subsequent operations on the subscribed-to resource and trigger notifications in line with the new notification policies provisioned in the created <subscription> resource. If the notifStatType attribute is configured, the Hosting CSE shall collect and record notification statistics as defined in clause 10.2.10.27.

	Information in Response message
	According to clause 10.1.4

	Processing at Originator after receiving Response
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4


-----------------------End of change 5-------------------------------------------

-----------------------Start of change 6-------------------------------------------

10.2.10.22
Create <crossResourceSubscription>
This procedure shall be used to request the creation of a new <crossResourceSubscription> resource to be notified for the modifications of multiple subscribed-to target resources. The generic create procedure is described in clause 10.1.2.

Table 10.2.10.22-1: <crossResourceSubscription> CREATE

	<crossResourceSubscription> CREATE 

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: The resource content shall provide the information as defined in clause 9.6.58

	Processing at Originator before sending Request
	According to clause 10.1.2 with the following additions:

The Request shall include at least one of the following attributes: regularResourcesAsTarget, subscriptionResourcesAsTarget. 

The Request shall include timeWindowType and timeWindowSize.

The Request shall include notificationURI(s).

The Request shall include notificationContentType.

The Request shall include eventNotificationCriteriaSet if regularResourcesAsTarget is included in the Request. 

If the request includes notificationURI(s) which is not the Originator, the Originator should send the request as non-blocking request (see clauses 8.2.2 and 9.6.12).


	Processing at Receiver
	According to clause 10.1.2 with the following additions:
The Hosting CSE shall validate the followings:

· Check if the Originator has privileges for creating a child resource in the To parameter in the Request.

· Check if each target resource in regularResourcesAsTarget is a subscribable resource.

· Check if the Originator has  privileges for retrieving the subscribed-to resource

· If a notificationURI is not the Originator, the Hosting CSE may send a Notify request to the notificationURI to verify this <crossResourceSubscription> creation request. If the Hosting CSE initiates the verification, it shall check if the verification result in the Notify response is successful or not. If any notificationURI contained in a list fails verification then the <crossResourceSubscription> create process fails

If any of the checks above fails, the Hosting CSE shall send an unsuccessful response to the Originator with corresponding error information. Otherwise, the Hosting CSE shall use the following procedure to create the <crossResourceSubscription> resource and send a successful or an unsuccessful response to the Originator.

· If regularResourcesAsTarget is included, the Hosting CSE shall send a CREATE request message to each target resource host to create a <subscription> child resource under each target resource indicated by regularResourcesAsTarget using corresponding event notification criteria as included in eventNotificationCriteriaSet; the notificationURI for the <subscription> to be created shall be of this <crossResourceSubscription> resource. The associatedCrossResourceSub attribute having the address of <crossResourceSubscription> resource shall be included in the <subscription> resource. The Hosting CSE shall leave the notifStatType attribute of the <subscription> resource unconfigured regardless of the value of the notifStatType attribute of the <crossResourceSubscription> resource. In the CREATE request, the Hosting CSE shall include the identifier of the Originator, which shall be leveraged by the target resource host to verify if the Originator has the privilege to create a <subscription> resource; if the Originator has no privilege to create this <subscription> resource, this step shall be regarded as a failure. If any <subscription> for a target resource cannot be successfully created, the Hosting CSE shall send an unsuccessful response to the Originator and shall delete already created <subscription> resources. 
· If subscriptionResourcesAsTarget is included, the Hosting CSE shall add the resource identifier of this <crossResourceSubscription> resource to the associatedCrossResourceSub attribute of each <subscription> resource as indicated in subscriptionResourcesAsTarget by issuing an UPDATE request to the <subscription> resource host. In the UPDATE request, the Hosting CSE shall include the identifier of the Originator, which shall be leveraged by the <subscription> resource host to verify if the Originator has the privilege to retrieve this <subscription> resource and update the subscriptionResourcesAsTarget attribute; if the Originator has no privilege to retrieve this <subscription> resource and update the subscriptionResourcesAsTarget attribute, this step shall be regarded as a failure. If this step is not successfully performed, the Hosting CSE shall send an unsuccessful response to the Originator and shall also remove it from already successful associated <subscription> resources.

· Otherwise, the Hosting CSE shall send a successful response to the Originator. 

Once the <crossResourceSubscription> resource is created, the Hosting CSE shall start the time window.
If the notifStatType attribute is configured, the Hosting CSE shall collect and record notification statistics for the <crossResourceSubscription> resource as defined in clause 10.2.10.27.

	Information in Response message
	All parameters defined in table 8.1.3-1 apply with the specific details for:

· Content: address of the created <crossResourceSubscription> resource, according to clause 10.1.2


	Processing at Originator after receiving Response
	According to clause 10.1.2

	Exceptions
	According to clause 10.1.2


-----------------------End of change 6-------------------------------------------

-----------------------Start of change 7-------------------------------------------

10.2.10.24
Update <crossResourceSubscription>
This procedure shall be used to update an existing cross-resource subscription (i.e. represented as a <crossResourceSubscription> resource), e.g. the modification of the list of notificationURI(s). The generic update procedure is described in clause 10.1.4.

Table 10.2.10.24-1: <crossResourceSubscription> UPDATE

	<crossResourceSubscription> UPDATE

	Information in Request message
	All parameters defined in table 8.1.2-3 apply with the specific details for:

Content: attributes of the <crossResourceSubscription> resource as defined in clause 9.6.58 which need be updated

	Processing at Originator before sending Request
	According to clause 10.1.4

	Processing at Receiver
	According to clause 10.1.4
· If a notificationURI is not the Originator, see table 10.2.10.2-1 in clause 10.2.10.2

· If regularResourcesAsTarget is updated, the Hosting CSE shall: 

· First, delete the <subscription> child resource if the target resource is deleted in the new regularResourcesAsTarget attribute value. 

· Second, issue a CREATE request to create a <subscription> child resource under each target resource indicated by the new value of regularResourcesAsTarget using corresponding event notification criteria as included in eventNotificationCriteriaSet; the notificationURI for the <subscription> to be created shall be the Hosting CSE itself. The associatedCrossResourceSub attribute having the address of <crossResourceSubscription> resource shall be included in the <subscription> resource. The Hosting CSE shall leave the notifStatType attribute of the <subscription> resource unconfigured regardless of the value of the notifStatType attribute of the <crossResourceSubscription> resource. In the CREATE request, the Hosting CSE shall include the identifier of the Originator, which shall be leveraged by the target resource host to verify if the Originator has the privilege to create a <subscription> resource; if the Originator has no privilege to create this <subscription> resource, this step shall be regarded as a failure. If any <subscription> for a target resource cannot be successfully created, the Hosting CSE shall send an unsuccessful response to the Originator and shall delete already created <subscription> resources. 
· If subscriptionResourcesAsTarget is updated, the Hosting CSE shall:
· First, remove itself from the associatedCrossResourceSub of each <subscription> resource as deleted in the new value of subscriptionResourcesAsTarget.
· Second, issue an UPDATE request to add the resource identifier of this <crossResourceSubscription> resource to the associatedCrossResourceSub of each <subscription> resource as indicated in the new value of subscriptionResourcesAsTarget. In the UPDATE request, the Hosting CSE shall include the identifier of the Originator, which shall be leveraged by the <subscription> resource host to verify if the Originator has the privilege to retrieve this <subscription> resource; if the Originator has no privilege to retrieve this <subscription> resource, this step shall be regarded as a failure. If this step is not successfully performed, the Hosting CSE shall send an unsuccessful response to the Originator.
· If eventNotificationCriteriaSet is updated, the Hosting CSE shall use each new event notification criteria to update the eventNotificationCriteria of the corresponding <subscription> child resource which has been created previously using the clause 10.2.10.22 for each target resource as included in the regularResourcesAsTarget attribute.
· If the notifStatType attribute is configured in <crossResourceSubscription> resource, the Hosting CSE shall collect and record notification statistics for the <crossResourceSubscription> resource as defined in clause 10.2.10.27.


	Information in Response message
	According to clause 10.1.4

	Processing at Originator after receiving Response
	According to clause 10.1.4

	Exceptions
	According to clause 10.1.4


-----------------------End of change 7-------------------------------------------

-----------------------Start of change 8-------------------------------------------

10.2.10.27
Notification Recording Procedure

For each <subscription> and <crossResourceSubsription> resource, the Hosting CSE shall use the following procedure to record notification statistics.     

· If the notifStatType attribute of a <subscription> or <crossResourceSubsription> resource is configured with a value other than NULL, either upon the successful creation or update of the <subscription> or <crossResourceSubsription> resource, the Hosting CSE shall reset the value of the notifStatInfo attribute and begin collecting notification statistics for each notification the Hosting CSE generates and sends to each notification target defined by the notificationURI attribute.

·  Based on the value of the notifStatType attribute, the Hosting CSE shall collect and store one or more of the following types of statistics within the notifStatInfo attribute for each notification target defined by the notificationURI attribute.
· Total number of notification requests sent to a notification target
· Total number of notification responses received from a notification target
· Average rate of notification requests sent per hour to a notification target
· When the notifStatType attribute of a <subscription> or <crossResourceSubsription> resource is configured with a value of NULL, the Hosting CSE shall delete the notifStatType attribute and stop collecting notification statistics for the <subscription> or <crossResourceSubsription> resource. The Hosting CSE shall maintain the current value of the notifStatInfo attribute and not reset the attribute until a subsequent update of the notifStatType attribute to a value other than NULL is received.
-----------------------End of change 8-------------------------------------------
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