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Introduction
This contribution proposes to add a new KI to the TR that identifies the lack of support for anonymization of private information stored in oneM2M resources.

-----------------------Start of change 1-------------------------------------------
7.2.1 Key Issue #1: Support for anonymization of private information
7.2.1.1
Key issue details

The oneM2M System currently supports authorization mechanisms that allow a Hosting CSE to control whether or not a given request originator is allowed to perform a desired operation on a targeted resource. The existing authorization mechanisms involve the Hosting CSE evaluating a received request against a set of access control policy rules to determine whether or not to grant or deny the request originator’s access to the resource.  If the request originator is granted access by the Hosting CSE, the Hosting CSE performs the operation specified in the request on the targeted resource and returns a response to the request originator with the results.  For example, the Hosting CSE performs a RETRIEVE operation on a targated resource and returns the attributes of the resource to the request originator.  If denied access, the Hosting CSE rejects the request by returning an error and does not perform the operation on the targeted resource. 

Although this existing authorization functionality does provide some basic privacy protection mechanisms in the oneM2M System, more advanced privacy protection mechansims are currently lacking.  One such privacy capability that is lacking is the ability for a Hosting CSE to selectively anonymize information stored in one or more attributes of a resource when it is accessed by certain request originators such that private information is not shared with these request originators but non-private information is. By supporting this anonymizaiton capability, the oneM2M System can still provide access to anonymized versions of information stored in the attributes of resources that would otherwise be completely forbidden to be accessed by certain request originators.   

7.2.1.2
Potential requirements

The oneM2M System should support the capability to selectively anonymize information stored within the attributes of resources when accessed by certain request originators.
-----------------------End of change 1-------------------------------------------
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